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INTRODUCTION

Today, we live in a world of fast-paced innovation and the invention of new technologies, where competitors
race to develop the next disruptive product in the market. Companies with on-premises resources are quickly
shifting to the cloud, such as AWS, for the many advantages that it brings. Furthermore, AWS has been the
leading cloud service provider for the past few years and is continually releasing brand-new offerings. Millions
of users and businesses have already adopted the AWS platform for their operations, but not all can capitalize
on the benefits that AWS brings to its customers. It takes well-trained individuals to operate on the AWS cloud
platform effectively.

AWS is built and managed by highly experienced engineers who offer their expertise to deliver the best
products and solutions. That is why you can almost always find a function or service in AWS that would fulfill
whatever need or requirement you have. A lot of the heavy lifting is offloaded from you as the customer so that
you can dedicate your efforts and resources to your business operations. Another significant benefit of the
AWS cloud is that it is extremely cost-effective and offers a way to expedite the launch of your products and
services compared with the traditional methods. Resources can be quickly provisioned for a very low price and
can be decommissioned quickly once you don't need them anymore. The cloud is an essential infrastructure
piece in most companies, as you can quickly spin up or tear down test environments with just a push of a
button. It can simplify deployment processes that are usually difficult and expensive to do in traditional data
center setups.

The AWS Certified CloudOps Engineer Associate (SOA-C03) is a well-recognized certificate in the IT industry
and is a major booster for career opportunities and salary increases. Having this certificate under your belt
means that you indeed have the relevant knowledge and skills in deployment, management, and operations on
AWS. Once you have gained more experience with AWS, you can also aim for higher-level certifications, such
as the AWS Certified DevOps Engineer Professional certificate. The Professional and Specialty level
certification exams in AWS are quite difficult and require extensive hands-on experience in order to ensure a
pass. So if you are planning to pursue a career in Cloud DevOps, passing the AWS Certified CloudOps Engineer
Associate is a great way to start the journey.

Note: We took extra care to come up with these concise articles and cheat sheets; however, this is meant to be
just a supplementary resource when preparing for the exam. We highly recommend doing these hands-on lab
sessions, video course, and practice exams to expand your knowledge further and improve your test-taking
skills.
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AWS CERTIFIED CLOUDOPS ENGINEER ASSOCIATE EXAM OVERVIEW

In 2013, Amazon Web Services (AWS) began the Global Certification Program with the primary purpose of
validating the technical skills and knowledge for building secure and reliable cloud-based applications using
the AWS platform. By successfully passing the AWS exam, individuals can prove their AWS expertise to their
current and future employers. The AWS Certified Solutions Architect - Associate exam was the first AWS
certification that was launched, followed by two other role-based certifications: Systems Operations (SysOps)
Administrator and Developer Associate later that year.

As of September 2025, the AWS Certifled SysOps Administrator - Associate exam has been renamed and
updated. The new version is AWS Certified CloudOps Engineer - Associate (SOA-C03), reflecting evolving
industry terms and the broader scope of modern cloud operations. This new title applies exclusively to
individuals who pass the updated SOA-C03 exam. Those who previously earned the AWS Certified SysOps
Administrator - Associate will retain that original designation; the change will not be applied retroactively.

Exam Details

The AWS Certified CloudOps Engineer - Associate examination is intended for CloudOps engineers with at
least one year of experience in deployment, management, troubleshooting, networking, and security on AWS.
The number of questions varies, depending on the exam.

Exam Code: SOA-C03

No. of Questions: 65

Score Range: 100/1000

Passing Score: 720/1000

Time Limit: 130 minutes

Format: Multiple choice/multiple response questions
Delivery Method: Testing center or online proctored exam

Exam Domains

The AWS Certified CloudOps Engineer - Associate exam has five (5) different domains, each with
corresponding weight and topic coverage. The domains are: Monitoring, Logging, Analysis, Remediation, and
Performance Optimization (22%), Reliability and Business Continuity (22%), Deployment, Provisioning, and
Automation (22%), Security and Compliance (16%), and Networking and Content Delivery (18%).
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Domain 1: Monitoring, Logging, Analysis, Remediation, and Performance Optimization (22%)
1.1 Implement metrics, alarms, and filters by using AWS monitoring and logging services
1.2 Identify and remediate issues by using monitoring and availability metrics
1.3 Implement performance optimization strategies for compute, storage, and database resources

Domain 2: Reliability and Business Continuity (22%)
2.1 Implement scalability and elasticity
2.2 Implement highly available and resilient environments
2.3 Implement backup and restore strategies

Domain 3: Deployment, Provisioning, and Automation (22%)
3.1 Provision and maintain cloud resources
3.2 Automate the management of existing resources
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Domain 4: Security and Compliance (16%)
4.1 Implement and manage security and compliance tools and policies
4.2 Implement strategies to protect data and infrastructure

Domain 5: Networking and Content Delivery (18%)
5.1 Implement and optimize networking features and connectivity
5.2 Configure domains, DNS services, and content delivery
5.3 Troubleshoot network connectivity issues

Exam Scoring

You can get a score from 100 to 1,000 with a minimum passing score of 720 when you take the AWS Certified
CloudOps Engineer Associate exam. AWS uses a scaled scoring model to associate scores across multiple
exam types that may have different levels of difficulty. Your complete score report will be sent to you by email
about 3 to 5 business days after your exam.

For individuals who unfortunately did not pass their exams, they must wait for 14 days before they are allowed
to retake the exam. There is no hard limit on the number of attempts you can retake an exam. Once you pass,
you'll receive various benefits, such as a 50% discount coupon, which you can use for your next AWS exam.

Once you receive your score report via email, the result should also be saved in your AWS Certification account
already. The score report contains a table of your performance on each domain, and it will indicate whether you
have met the level of competency required for these domains.

Take note that you do not need to achieve competency in all domains for you to pass the exam. At the end of
the report, there will be a score performance table that highlights your strengths and weaknesses, which will
help you determine the areas you need to improve on.
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Exam Benefits

If you have successfully passed any AWS exam, you will be eligible for the following benefits:

e Exam Discount - You'll get a 50% discount voucher that you can apply for your recertification or any
other exam you plan to pursue. To access your discount voucher code, go to the “Benefits” section of
your AWS Certification account and apply the voucher when you register for your next exam.

e Certification Digital Badges - You can showcase your achievements to your colleagues and employers
with digital badges on your email signatures, LinkedIn profile, or social media accounts. You can also
show your Digital Badge to gain exclusive access to Certification Lounges at AWS re:Invent, regional
Appreciation Receptions, and select AWS Summit events. To view your badges, simply go to the “Digital
Badges” section of your AWS Certification Account.

e Event Recognition - You can receive invitations to regional Appreciation Receptions and use your digital
badge for exclusive access to AWS Certification Lounges at AWS re:Invent and select AWS Summit
events.

You can visit the official AWS Certification FAQ page to view the frequently asked questions about getting AWS
Certified and other information about the AWS Certification: https://aws.amazon.com/certification/fags/.
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AWS CERTIFIED CLOUDOPS ENGINEER ASSOCIATE EXAM - STUDY GUIDE
AND TIPS

If you are a Systems Administrator or a DevOps Engineer, then this certification will test your knowledge on
various knowledge areas in the AWS Cloud platform. Your experience will come in handy in passing the exam,
but this should be complemented by actual experience in working with your cloud workloads. Doing several
hands-on labs is quite helpful, too, as it will give you that much-needed experience and insight into how the
different AWS services work.

The AWS Certified CloudOps Engineer Associate exam will verify your ability to perform the following:

Deploy, manage, and operate workloads on AWS

Support and maintain AWS workloads according to the AWS Well-Architected Framework
Perform operations by using the AWS Management Console and the AWS CLI

Implement security controls to meet compliance requirements

Monitor, log, and troubleshoot systems

Apply networking concepts (for example, DNS, TCP/IP, firewalls)

Implement architectural requirements (for example, high availability, performance, capacity)
Perform business continuity and disaster recovery procedures

Identify, classify, and remediate incidents

You should also be knowledgeable about the AWS Well-Architected Framework, AWS Deployment Options.
Having prior knowledge of fundamental networking and security will also be very valuable. This guide aims to
provide you with a straightforward guide when reviewing for this exam.

Study Materials

There are many study resources that you can use to prepare for the AWS Certified CloudOps Engineer -
Associate (SOA-C03) exam; however, your source of truth should always be the official exam guide. You should
also know the latest exam code of the CloudOps exam, which is SOA-C03, so you can ensure that the study
materials you are using is not for the previous exam version (e.g. SOA-C02). Use the official exam guide to
know the relevant exam topics of the test and verify if the resources you are using adequately cover the
required knowledge areas.

- AWS Certified SysOps Administrator - Associate video course

- AWS Certified CloudOps Engineer - Associate SOA-C03 Practice Exams
- AWS Cheat Sheets

- AWS Hands-On Labs
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Recommended Whitepapers

The whitepapers listed below are arranged in such a way that you will learn the concepts first, before
proceeding to application and best practices. If you need a refresh on your AWS fundamentals, go check out
our guide on the AWS Certified Cloud Practitioner Exam before proceeding below.

1. Amazon Virtual Private Cloud Connectivity Options - Study how you can connect different VPCs
together, your VPCs to your on-premises network, and vice versa.

2. How AWS Pricing Works - Study the fundamental drivers of cost in AWS, the pricing models of
commonly used services in compute, storage, and database, and how to optimize your costs.

3. AWS Well-Architected Framework - This whitepaper is one of the most important papers that you
should study for the SOA-C03 exam. It discusses the different pillars that make up a well-architected
cloud environment.

4. Qverview of Deployment Options on AWS - This is an optional whitepaper that you can read to be aware
of your deployment options in AWS. There is a chance that this might come up in the exam.

5. AWS Disaster Recovery Plans - As a CloudOps Engineer, you should be familiar with your DR options
when outages occur. Having knowledge of DR will determine how fast you can recover your
infrastructure.

AWS Services to Focus On

AWS offers extensive documentation and well-written FAQs for all of their services. These two will be your
primary source of information when studying. Furthermore, as an AWS CloudOps Engineer, you need to be
well-versed in a number of AWS products and services since you will almost always be using them in your
work. | recommend checking out Tutorials Dojo’s AWS Cheat Sheets which provides a summarized but highly
informative set of notes and tips for your review of these services.

Core AWS Services to focus on:

1. EC2 - As the most fundamental computing service offered by AWS, you should know about EC2 inside
out.

2. Elastic Load Balancer - Load balancing is very important for a highly available system. Study the
different types of ELBs and the features each of them supports.

3. Auto Scaling - Study what services in AWS can be auto-scaled, what triggers scaling, and how
auto-scaling increases/decreases the number of instances.

4. Elastic Block Store - As the primary storage solution of EC2, study the types of EBS volumes available.
Also study how to secure, backup, and restore EBS volumes.

5. S3 / Glacier - Study what the S3 storage types are and the differences between them. Also review the
capabilities of S3, such as hosting a static website, securing access to objects using policies, lifecycle
policies, etc. Learn as much about S3 as you can.
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10.

11.

12.

13.

14.

15.

16.
17.

18.
19.

20.

21.

VPC - Study every service that is used to create a VPC (subnets, route tables, internet gateways, nat
gateways, VPN gateways, etc). Also, review the differences between network access control lists and
security groups and during which situations they are applied.

Route 53 - Study the different types of records in Route 53 and the various routing policies. Know what
hosted zones and domains are.

RDS - Know how each RDS database differs from one another, and how they are different from Aurora.
Determine what makes Aurora unique, and when it should be preferred from other databases (in terms
of function, speed, cost, etc). Learn about parameter groups, option groups, and subnet groups.
DynamoDB - Consider how DynamoDB compares to RDS, Elasticache, and Redshift. This service is also
commonly used for serverless applications along with Lambda.

ElastiCache - Familiarize yourself with ElastiCache Redis and its functions. Determine the
areas/services where you can place a caching mechanism to improve data throughput, such as
managing the session state of an ELB, optimizing RDS instances, etc.

SQS - Gather info on why SQS is helpful in decoupling systems. Study how messages in the queues are
being managed (standard queues, FIFO queues, dead letter queues). Know the differences between
SQS, SNS, SES, and Amazon MQ.

SNS - Study the function of SNS and what services can be integrated with it. Also, be familiar with the
supported recipients of SNS notifications.

1AM - Services such as IAM Users, Groups, Policies, and Roles are the most important to learn. Study
how IAM integrates with other services and how it secures your application through different policies.
Also, read on the best practices when using IAM.

CloudWatch - Study how monitoring is done in AWS and what types of metrics are sent to CloudWatch.
Also read upon CloudWatch Logs, CloudWatch Alarms, and the custom metrics made available with
CloudWatch Agent.

CloudTrail - Familiarize yourself with how CloudTrail works, and what kinds of logs it stores as
compared to CloudWatch Logs.

Config - Be familiar with the situations where AWS Config is useful.

CloudFormation - Study how CloudFormation is used to automate infrastructure deployment. Learn the
basic makeup of a CloudFormation template, stack, and stack set.

KMS - Familiarize how KMS integrates with other services in storing encryption keys.

Secrets Manager — Understand how Secrets Manager stores secrets and how you can use them with
other AWS services.

Parameter Store — Know when to use Parameter store and how compute services like EC2, ECS, and
Lambda utilize it.

DataSync — Familiarize yourself with which AWS services can be used to migrate data from an
on-premises data center.

Some additional services we recommend to review:

1.
2.

Trusted Advisor
Systems Manager
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CodeDeploy
CodePipeline
CloudFront

Cost and Billing Management Console
Direct Connect

© No g w

9. AWS Backup

10. EC2 Image Builder

11. S3 Transfer Acceleration
12. AWS Global Accelerator
13. RDS Proxy

14. 1AM Access Analyzer

Common Exam Scenarios

Scenario

Amazon FSx for Windows File Server and Amazon FSx for Lustre

Solution

Monitoring, Logging, Analysis, Remediation, and Performance Optimization

You need to set up an alert that notifies the IT
manager about EC2 instances service limits.

Use Amazon Eventbridge to detect and react to
changes in the status of Trusted Advisor checks

You need to track the deletion and rotation of KMS
keys.

Use AWS CloudTrail to log AWS KMS API calls

You need to investigate if the traffic is reaching the
EC2 instance.

Use VPC flow logs

You need to ensure that the SSH protocol is always
disabled on private servers.

Use AWS Config Rules

You need to retrieve the instance metadata of an
EC2 instance.

http: 169.254.169.254/1atest

You have to monitor the CPU usage of a single
process in your EC2 instance.

Use the CloudWatch Agent procstat plugin to
monitor system utilization.

You need to generate a report on the replication
and encryption status of all of the objects stored in
the S3 bucket.

Use S3 Inventory

Metric to use to alarm when all instances behind an
ALB becomes unhealthy

AWS/ApplicationELB HealthyHostCount
<=0
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Monitor restricted CIDR changes on a security Use AWS Config to evaluate the security group
group and remove them automatically. and AWS Systems Manager Automation document
to remove the unwanted CIDR range.
Monitor CreateUser API call via email Utilize Amazon EventBridge, declare CloudTrail as

a source, and CreateUser as an event pattern.
Create an SNS topic and set it as an event target
on Amazon EventBridge.

You have to automate the process of patching Use AWS Systems Manager Patch Manager
managed instances with security-related updates.

You need to analyze the data hosted in Amazon S3 | Use Amazon Athena
using standard SQL.

Improving the site speed of a static S3 web hosting | Create a CloudFront web distribution and set

with customers around the globe Amazon S3 as the origin.

You need to implement a solution to enforce the Use AWS Service Catalog TagOption library

tagging of all instances that will be launched in the

VPC.

You need to get billing alerts once it reaches a Enable billing alerts in Account Preferences of the

certain limit. AWS Console.

Resize an Amazon Elasticache for Redis cluster. Use online resizing for Amazon Elasticache Redis
cluster

No sharing of Reserved Instance (RI) discounts Disable Rl discount sharing via management

between AWS accounts in the Organization account and provision instances using individual

AWS accounts.

Reliability and Business Continuity

When the incoming message traffic increases, the Create an Auto Scaling group that can scale out
EC2 instances fall behind and it takes too long to based on the number of messages in the queue.
process the messages.

You need to log the client's IP address, latencies, Enable access logging in ALB and store the logs on
request paths, and server responses that go an S3 bucket.
through your Application Load Balancer.

You need to determine which cipher is used for the | Enable Server Order Preference
SSL connection in your ELB.

You need to monitor the total number of requests or | Monitor the SurgeQueueLength metric
connections in your load balancer.
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You need to ensure that the backups of an Amazon
Redshift cluster are always available.

Configure the Amazon Redshift cluster to
automatically copy snapshots of a cluster to
another region.

Highly available File Server that supports SMB and
manages file permissions using Windows Access
Control List (A.

Multi-AZ Amazon FSx for Windows File Server

Slow load time when uploading objects to S3

S3 Transfer Acceleration

PercentlOLimit metric hits 100% on EFS

Create a new Max I/O performance mode EFS file
system and migrate data to the new file system
using AWS DataSync.

Must ensure data integrity when performing EBS
backups

Build a Lambda function that uses Createlmage
API to generate AMI of the EC2 instance and
include a reboot parameter. Create an Amazon
EventBridge rule to execute the Lambda function
daily.

An online retail application hosted on EC2 must
remain available during peak sales. In case of an
Availability Zone failure, the system must be
restored and accessible within 30 minutes
(Recovery Time Objective (RTO) = 30 minutes).

Deploy in Multi-AZ with Auto Scaling and ELB for
rapid failover.

A healthcare system stores patient records in
Amazon RDS. During a regional outage, the
business requires that recovery ensures no more
than 15 minutes of data loss (Recovery Point
Objective (RPO) = 15 minutes).

Enable cross-region replication and point-in-time
recovery.

A company requires objects uploaded to a
destination S3 bucket in another AWS Region to
replicate within a predictable time frame for
compliance requirements.

Enable Amazon S3 Replication Time Control (S3
RTC) for the cross-Region replication
configuration.

A company needs newly uploaded objects in an
Amazon S3 bucket to automatically replicate to
another AWS Region immediately for disaster
recovery purposes.

Configure Amazon S3 Live Replication using
Cross-Region Replication (CRR) between the
source and destination S3 buckets.

Deployment, Provisioning, and Automation
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You must remotely execute shell scripts and
securely manage the configuration of EC2
instances.

Use Systems Manager Run Command

You need to identify the configuration changes in
the CloudFormation resources.

Use drift detection

Requires a CloudFormation template that can be
reused for multiple environments. If the template
has been updated, all the stack that is referencing it
will automatically use the updated configuration.

Use Nested Stacks

You need to automate the process of updating the
CloudFormation templates to map to the latest AMI
IDs.

Use CloudFormation with Systems Manager
Parameter Store

The eviction count in Amazon ElastiCache for
Memcached has exceeded its threshold.

Scale the cluster by increasing the number of
nodes.

You need to provide each department a new AWS
account with governance guardrails and a defined
baseline in place.

Set up AWS Control Tower

An S3 bucket must be configured to move the
objects older than 60 days to the Infrequent Access
storage class.

Set up a lifecycle policy

You need to monitor all the COPY and UNLOAD
traffic in the Redshift cluster.

Enable Enhanced VPC routing on the Redshift
cluster.

TLS certificate should be renewed automatically

Request a public certificate via AWS Certificate
Manager (ACM)

Get cost expenses of each AWS user account

Enable the createdBy tag in the Billing and
Management console

Provisioning instances on ASG takes time because
of software dependencies installed via the UserData
script.

EC2 Image Builder

Get cost expenses of each AWS user account

Security and Compliance

Enable the createdBy tag in the Billing and
Management console
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You have to rotate an existing KMS key with
imported key material every 6 months

Create a new KMS key with imported key material
and update the key ID to point to the new KMS key

A company needs to restrict access to the data in
an S3 bucket.

Use S3 ACL and bucket policy

Mitigate malicious attacks such as SQL injection
and DDoS attacks from unknown origins.

Use AWS WAF and Shield

You need to define an IAM policy to enable the user
to pass arole to an AWS service.

Define iam:PassRole in the IAM policy

You need to create a solution that allows multiple
EC2 instances in a private subnet to use AWS KMS
and the traffic must not pass through the public
Internet.

Configure a VPC endpoint

You need to encrypt all the objects at rest in your
S3 bucket

Use SS3-S3, AWS KMS keys (SSE-KMS) or
SSE-C

Enable authentication to AWS services using Active
Directory Federation Services.

Amazon Cognito user pool

Create a bucket policy to only allow AWS accounts
in the organization to access an S3 bucket.

Set principal to (*) and create a condition for
PrincipalOrgld

Read, update, delete messages from SQS queues
from an instance.

Create a policy with sqs:SendMessage,
sgs:ReceiveMessage, sgs:DeleteMessage, and
attach the policy to a new role that can perform
API calls to AWS. Associate the new role to the
instance.

RDS credentials should not be hardcoded on
Lambda functions

Use Secrets Manager to store credentials

Networking and Content Delivery

You need to allow the EC2 instances in your VPC
that support IPv6 to connect to the Internet but
block any incoming connection.

Set up an egress-only Internet gateway

You have to establish a dedicated connection
between their on-premises network and their
Amazon VPC.

Set up a Direct Connect connection
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You need to increase the cache hit ratio for a Add a Cache-Control max-age and increase
CloudFront web distribution. the TTL by specifying the longest value for

max-age
You need to ensure that users are consistently Set up a Route 53 Geoproximity routing policy
directed to the AWS region nearest to them.
A company plans to implement a hybrid cloud Assign an Internet Gateway to the VPC
architecture. You need to allow your resources on Create a Virtual Private Gateway
AWS the connectivity to external networks.
Users being served desktop version on mobile Add a User-Agent header to the list of origin
phones custom header on CloudFront.
DNS record at the apex domain ALIAS record
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Validate Your Knowledge

Once you have finished your review and you are more than confident of your knowledge, test yourself with
some practice exams available online. AWS offers a practice exam that you can try out at their aws.training
portal. Tutorials Dojo also offers a top-notch set of AWS Certified CloudOps Engineer Associate practice
tests. Each test contains unique questions that will surely help verify if you have missed out on anything
important that might appear on your exam. You can pair our practice exams with this study guide eBook to
further help in your exam preparations.

Tutorials Dojo

aWsS
certified

CloudOps
Engineer

ASSOCIATE

Sample Practice Test Questions:
Question 1

A company is heavily using AWS CloudFormation templates to automate the deployment of their cloud
resources. The CloudOps Engineer needs to write a template that will automatically copy objects from an
existing S3 bucket into the new one.

Which of the following is the most suitable configuration for this scenario?
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1. Set up an AWS Lambda function and configure it to perform the copy operation. Integrate the Lambda
function to the CloudFormation template as a custom resource.

2. Configure the CloudFormation template to modify the existing S3 bucket to allow cross-origin requests.

3. Configure the CloudFormation template to set up an AWS Step Functions state machine to orchestrate
the copy process from the existing S3 bucket to the new one.

4. Configure the CloudFormation template to enable cross-region replication on the existing S3 bucket
and select the new S3 bucket as the destination.

Correct Answer: 1

AWS CloudFormation gives you an easy way to model a collection of related AWS and third-party resources,
provision them quickly and consistently, and manage them throughout their lifecycles, by treating infrastructure
as code. A CloudFormation template describes your desired resources and their dependencies so you can
launch and configure them together as a stack. You can use a template to create, update, and delete an entire
stack as a single unit, as often as you need to, instead of managing resources individually. You can manage
and provision stacks across multiple AWS accounts and AWS Regions.

E AWS Cloud

""""'"'""'""""""""'"""""""""""E : i " CloudFormat'lGn stack
Region 1 L OO

— .
&
SourceBucket E

(contains Lambda
zip files)

Custom DestBucket
resource T AWS Lambda

......................................................................................................................................................

In an AWS CloudFormation template, you can specify a Lambda function as the target of a custom resource.
Use custom resources to process parameters, retrieve configuration values, or call other AWS services during
stack lifecycle events. When you associate a Lambda function with a custom resource, the function is invoked
whenever the custom resource is created, updated, or deleted. AWS CloudFormation calls a Lambda API to
invoke the function and to pass all the request data (such as the request type and resource properties) to the
function. The power and customizability of Lambda functions in combination with AWS CloudFormation
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enable a wide range of scenarios, such as dynamically looking up AMI IDs during stack creation, or
implementing and using utility functions, such as string reversal functions.

The requirement for this scenario is to copy all the objects from an existing S3 bucket to a new S3 bucket
created by the CloudFormation template. To accomplish this requirement, you need to create a custom
Lambda function that can copy the objects from the source bucket to the new S3 bucket. You can also define
the options you want Amazon S3 to apply during replication, such as server-side encryption, replica ownership,
and transitioning replicas to another storage class.

Hence, the correct answer is: Set up an AWS Lambda function and configure it to perform the copy operation.
Integrate the Lambda function to the Cloudformation template as a custom resource.

The option that says: Configure the Cloudformation template to enable cross-region replication on the
existing S3 bucket and select the new S3 bucket as the destination is incorrect because this option won't be
able to copy the existing objects to the new S3 bucket. For this configuration, you need to invoke Lambda first
to copy the objects in the S3 bucket.

The option that says: Configure the CloudFormation template to set up an AWS Step Functions state machine
to orchestrate the copy process from the existing S3 bucket to the new one is incorrect because AWS Step
Function is primarily designed for orchestrating complex workflows. Using it for a simple file copy operation
adds unnecessary complexity and overhead.

The option that says: Configure the CloudFormation template to modify the existing S3 bucket to allow
cross-origin requests is incorrect because the scenario did not state anything about allowing cross-origin
access to your Amazon S3 resources. Also, this option does not have the capability to copy all the objects from
an existing S3 bucket to a new S3 bucket.

References:

https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-custom-resources-lambda.ht

https://aws.amazon.com/blogs/infrastructure-and-automation/deployvin

udformation-the-portable-way/

https://aws.amazon.com/blogs/devops/use-aws-cloudformation-to-automate-the-creation-of-an-s3-bucket-wit

h-cross-region-replication-enabled/

Check out this AWS CloudFormation Cheat Sheet:
https://tutorialsdojo.com/aws-cloudformation/
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Question 2

An eCommerce company has a suite of microservices-based retail applications on a Kubernetes cluster using
Amazon Elastic Kubernetes Service (Amazon EKS) in AWS.

The application suite has been running for a few months when the DevOps team notices a surge of application
traffic whenever there's a scheduled promotion event. To avoid loss of revenue, the CloudOps Engineer must
ensure an uninterrupted service and preempt any potential degradation of the service in the production
environment.

Which combination of actions can provide the MOST operationally efficient solution that can meet the above
requirement? (Select TWO.)

1. Enable the built-in Kubernetes Horizontal Pod Autoscaler option in Amazon EKS.

2. Set up a Kubernetes Metrics Server first in the Amazon EKS cluster and enable the Kubernetes Vertical Pod
Autoscaler.

3. Integrate both Amazon CloudWatch Contributor Insights and Amazon CloudWatch Application Insights in
the EKS cluster.

4. Install the Kubernetes Metrics Server in the Amazon EKS cluster and use the Kubernetes Horizontal Pod
Autoscaler.

5. Configure the kubectl client to communicate with the Amazon EKS cluster.
Correct Answers: 4 & 5

Take note that the Kubernetes Horizontal Pod Autoscaler feature automatically scales the number of Pods in a
deployment, replication controller, or replica set based on that resource's CPU utilization. The Horizontal Pod
Autoscaler can help your applications scale out automatically to meet increased demand or scale in when
resources are not needed, thus freeing up your nodes for other applications. When you set a target CPU
utilization percentage, the Horizontal Pod Autoscaler scales your application in or out to try to meet that target.
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apiVersion: autoscaling/v2
kind: HorizontalPodAutoscaler
metadata:
name: tutorialsdojo-nginx
spec:
scaleTargetRef:
apiVersion: apps/vi
kind: Deployment
name: nginx
minReplicas: 1
maxReplicas: 10
metrics:
- type: Resource
resource:
name: cpu
target:
type: Utilization
averageUtilization: 50
type: Resource
resource:
name: memory
target:
type: AverageValue
averageValue: 100Mi

Hence, the correct answers are:

Horizontal Pod Autoscaler

<— Resource metrics for tracking J

- Install the Kubernetes Metrics Server in the Amazon EKS cluster and use the Kubernetes Horizontal Pod

Autoscaler.

- Configure the kubect1 client to communicate with the Amazon EKS cluster.

The option that says: Set up a Kubernetes Metrics Server first in the Amazon EKS cluster and enable the
Kubernetes Vertical Pod Autoscaler is incorrect. While setting up a Kubernetes Metrics Server is right, the use
of a Kubernetes Vertical Pod Autoscaler (VPA) is not required at all. VPA is useful for optimizing resource
utilization within individual pods as it involves more fine-tuning and requires a deeper understanding of the
application's resource requirements. In contrast, Horizontal Pod Autoscaler (HPA) is more geared toward

https://portal.tutorialsdojo.com/

26


https://portal.tutorialsdojo.com/

TD Tutorials Dojo Study Guide and Cheat Sheets - AWS Certified CloudOps Engineer Associate
by Jon Bonso

handling changes in demand by adjusting the number of pod replicas, making it a simpler and more automated
solution for handling increased application traffic.

The option that says: Enable the built-in Kubernetes Horizontal Pod Autoscaler option in Amazon EKS is
incorrect because there are no built-in Horizontal Pod Autoscaler in Amazon EKS. You have to manually install
the Kubernetes Metrics Server and the Horizontal Pod Autoscaler programs first in your Amazon EKS cluster.

The option that says: Integrate both Amazon CloudWatch Contributor Insights and Amazon CloudWatch
Application Insights in the EKS cluster is incorrect. Even though CloudWatch Contributor Insights and
Application Insights are great for monitoring, this combination is not capable of scaling the Amazon EKS
cluster. You need to use a Kubernetes Horizontal Pod Autoscaler for this case.

References:

https://docs.aws.amazon.com/eks/latest/userguide/horizontal-pod-autoscaler.html

https://kubernetes.io/docs/tasks/run-application/horizontal-pod-autoscale/#how-does-a-horizontalpodautosc
aler-work

https://docs.aws.amazon.com/eks/latest/userguide/eks-workloads.html

Check out this Amazon Elastic Kubernetes Service Cheat Sheet:

https://tutorialsdojo.com/amazon-elastic-kubernetes-service-eks/

Click here for more AWS Certified CloudOps Engineer - Associate practice exam questions.

It is best to get some rest before the day of your exam, and review any notes that you have written down. If you
have done well in the_practice tests, go over the questions where you made a mistake and understand why so.
If you are not feeling so confident after trying the practice tests, you can just reschedule your exam and take
your time preparing. The exam will not be easy to pass, but it'll be worth it when you do.
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AWS Deep Dives
Amazon EC2

Amazon Elastic Compute Cloud (EC2) is a computing service that runs virtual servers in the cloud. It allows
you to launch Linux or Windows virtual machines to host your applications and manage them remotely -
wherever you are in the globe.

You and AWS have a shared responsibility in managing your Amazon EC2 virtual machines. AWS manages the
data centers, physical facilities, the hardware components, the host operating system, and the virtualization
layer that powers the entire Amazon EC2 service. On the other hand, you are responsible for your guest
operating system, applying OS patches, setting up security access controls, and managing your data.

Amazon EC2 can be integrated into other AWS services to accomplish a certain task or to meet your
specifications. It can be used to do a variety of functions — from running applications, hosting a self-managed
database, processing batch jobs and so much more.

Amazon EC2

Can belintegrated with
a lot of AWS Services
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An Amazon EC2 virtual machine is somewhat similar to your desktop or laptop that you may be using right
now. It also has a CPU, a Random Access Memory, a Network Interface, an IP address, and even a system
image backup. You can also attach a Solid State Drive, or a Hard Disk Drive (HDD) to your EC2 instance for
more storage; You can even connect it to a shared network file system, to allow multiple computers to access
the same files.

Just like your computer, you can also integrate a lot of other AWS services with Amazon EC2. You can attach
various storage, networking, and security services to an Amazon EC2 instance. There are many options
available to purchase your EC2 instance, that can help you lower down your operating costs. Some AWS
Services are even using Amazon EC2 as its underlying compute component. These services orchestrate or
control a group of EC2 instances to perform a specific function, such as scaling or batch processing. It is also
used on AWS-managed databases, containers, serverless computing engines, microservices, and many more!
This is why Amazon EC2 is considered as the basic building block in AWS — it is used in almost every service!

For storage, you can use different AWS Storage services with your Amazon EC2 instance to store and process
data. You can attach an Instance store for your temporary data or an Amazon EBS volume for persistent
storage.

You can also mount a file system to your EC2 instances. You can connect it to Amazon EFS or Amazon FSx.
For your static media files or object data, you can store them in Amazon S3 and then retrieve them back to your
EC2 instance via an API or through an HTTP and FTP client.

For networking, you launch your EC2 instance on either a public or a private subnet in a Virtual Private Cloud or
VPC. You can associate an Elastic IP address to your instance for it to have a static IPv4 address. An elastic
network interface can also be used as a virtual network card for your EC2 instance. If you have a group of
interdependent instances, you can organize them into a placement group. This placement group can be a
cluster, a spread, or a partition type that enables you to minimize correlated failures, lower network latency, and
achieve high throughput.

AWS also offers enhanced networking features to provide high-performance networking capabilities by using
an Elastic Network Adapter or an Intel 82599 Virtual Function (VF) interface. If you have a High-Performance
Computing workload or machine learning applications, you can attach an Elastic Fabric Adapter to your
instance to provide a higher network throughput than your regular TCP transport.

For scaling, you can use Amazon EC2 Auto Scaling to automatically add more EC2 instances to process the
increasing number of traffic in your application. Auto Scaling can also terminate the underutilized instances if
the demand decreases — this can cut down your server expenses in half, or even more!

For system image backup, you can take a snapshot of your EC2 instance by creating an Amazon Machine
Image, or AMI.
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The AMI is just like a disk image of your Mac, Linux, or Windows computer that contains custom data and
system configurations that you have set. It enables you to launch a pre-configured Amazon EC2 instance that
can be used for auto-scaling, migration, and backups. If your EC2 instance crashes, you can easily restore your
data using an AML. It is also helpful if you want to move your server to another Available Zone, another Region,
or even another AWS account. You can also launch one or more EC2 instances using a single AMI.

There are more AWS services and features that you can integrate with Amazon EC2. We will cover these
services in the succeeding chapters of this eBook.

Components of an EC2 Instance

You must know the components of an EC2 instance since this is one of the core AWS services that you'll be
encountering the most in the exam.

1) When creating an EC2 instance, you always start off by choosing a base AMI or Amazon Machine
Image. An AMI contains the OS, settings, and other applications that you will use in your server. AWS
has many pre-built AMIs for you to choose from, and there are also custom AMIs created by other users
which are sold on the AWS Marketplace for you to use. If you have created your own AMI before, it will
also be available for you to select. AMIs cannot be modified after launch.

2) After you have chosen your AMI, you select the instance type and size of your EC2 instance. The type
and size will determine the physical properties of your instance, such as CPU, RAM, network speed, and
more. There are many instance types and sizes to choose from and the selection will depend on your
workload for the instance. You can freely modify your instance type even after you've launched your
instance, which is commonly known as “right-sizing”.

3) Once you have chosen your AMI and your hardware, you can now configure your instance settings.

h)

If you are working on the console, the first thing you'll indicate is the number of instances you'd
like to launch with these specifications you made.

You specify whether you'd like to launch spot instances or use another instance billing type
(on-demand or reserved).

You configure which VPC and subnet the instance should be launched in, and whether it should
receive a public IP address or not.

You choose whether to include the instance in a placement group or not.

You indicate if the instance will be joined to one of your domains/directories.

Next is the IAM role that you'd like to provide to your EC2 instance. The IAM role will provide the
instance with permission to interact with other AWS resources indicated in its permission policy.
Shutdown behavior lets you specify if the instance should only be stopped or should be
terminated once the instance goes into a stopped state. If the instance supports hibernation,
you can also enable the hibernation feature.

You can enable the termination protection feature to protect your instance from accidental
termination.
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i) If you have EFS file systems that you'd like to immediately mount to your EC2 instance, you can
specify them during launch.

j) Lastly, you can specify if you have commands you'd like your EC2 instance to execute once it
has launched. These commands are written in the user data section and submitted to the
system.

After you have configured your instance settings, you now need to add storage to your EC2 instance. A
volume is automatically created for you since this volume will contain the OS and other applications of
your AMI. You can add more storage as needed and specify the type and size of EBS storage you'd like
to allocate. Other settings include specifying which EBS volumes are to be included for termination
when the EC2 instance is terminated, as well as encryption.

When you have allocated the necessary storage for your instances, next is adding tags for easier
identification and classification.

After adding in the tags, you now create or add security groups to your EC2 instance, which will serve
as firewalls to your servers. Security groups will moderate the inbound and outbound traffic
permissions of your EC2 instance. You can also add, remove, and modify your security group settings
later on.

Lastly, access to the EC2 instance will need to be secured using one of your key pairs. Make sure that
you have a copy of this key pair so that you'll be able to connect to your instance when it is launched.
There is no way to reassociate another key pair once you've launched the instance. You can also
proceed without selecting a key pair, but then you would have no way of directly accessing your
instance unless you have enabled some other login method in the AMI or via Systems Manager.

Once you are happy with your instance, proceed with the launch. Wait for your EC2 instance to finish
preparing itself, and you should be able to connect to it if there aren't any issues.

References:

https://docs.aws.amazon.com/AWSEC?2/latest/UserGuide/EC2_GetStarted.html
https://tutorialsdojo.com/amazon-elastic-compute-cloud-amazon-ec2/

Types of EC2 Instances

1.

General Purpose — Provides a balance of computing, memory, and networking resources and can be
used for a variety of diverse workloads. Instances under the T-family have burstable performance
capabilities to provide higher CPU performance when the CPU is under high load in exchange for CPU
credits. Once the credits run out, your instance will not be able to burst anymore. More credits can be
earned at a certain rate per hour, depending on the instance size.

Compute Optimized — Ideal for compute-bound applications that benefit from high-performance
processors. Instances belonging to this family are well suited for batch processing workloads, media
transcoding, high-performance web servers, high-performance computing, scientific modeling,
dedicated gaming servers and ad server engines, machine learning inference, and other
compute-intensive applications.

Memory Optimized — Designed to deliver fast performance for workloads that process large data sets
in memory.
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4. Accelerated Computing — Uses hardware accelerators or co-processors to perform functions such as
floating point number calculations, graphics processing, or data pattern matching more efficiently than
on CPUs.

5. Storage Optimized — Designed for workloads that require high, sequential read and write access to very
large data sets on local storage. They are optimized to deliver tens of thousands of low-latency, random
I/0 operations per second (IOPS) to applications.

6. Nitro-based — The Nitro System provides bare metal capabilities that eliminate virtualization overhead
and support workloads that require full access to host hardware. When you mount EBS Provisioned
IOPS volumes on Nitro-based instances, you can provision from 100 IOPS up to 64,000 IOPS per
volume compared to just up to 32,000 on other instances.

References:

https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-types.html
https://tutorialsdojo.com/amazon-elastic-compute-cloud-amazon-ec2/

Storage with Highest IOPS for EC2 Instance

When talking about storage and IOPS in EC2 instances, the first thing that pops into the minds of people is
Amazon EBS Provisioned IOPS. Amazon EBS Provisioned I0PS volumes are the highest performing EBS
volumes designed for your critical, I/0 intensive applications. These volumes are ideal for both IOPS-intensive
and throughput-intensive workloads that require extremely low latency. And since they are EBS volumes, your
data will also persist even after shutdowns or reboots. You can create snapshots of these volumes and copy
them over to your other instances, and much more.

But what if you require both high IOPS and low latency performance, and the data doesn't necessarily have to
be stored on the volume? If you have this requirement, then the instance store volumes on specific instance
types might be preferable to EBS-provisioned IOPS volumes. EBS volumes are attached to EC2 instances
virtually, so there is still some latency in there. Instance store volumes are physically attached to the EC2
instances themselves, so your instances are able to access the data much faster. Instance store volumes can
come in HDD, SSD, or NVME SSD, depending on the instance type you choose. Available storage space will
depend on the instance type as well.

Reference:

https://docs.aws.amazon.com/AWSEC?2/latest/UserGuide/InstanceStorage.html
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Instance Purchasing Options

AWS offers multiple options for you to purchase compute capacity that will best suit your needs. Aside from
pricing on different instance types and instance sizes, you can also specify how you'd like to pay for the
compute capacity. With EC2 instances, you have the following purchase options:

1)

On-Demand Instances — You pay by the hour or the second depending on which instances you run for
each running instance. If your instances are in a stopped state, then you do not incur instance charges.
No long-term commitments.

Savings Plans — Receive discounts on your EC2 costs by committing to a consistent amount of usage,
in USD per hour, for a term of 1 or 3 years. You can achieve higher discount rates by paying a portion of
the total bill upfront, or paying full upfront. There are two types of Savings Plans available:

a) Compute Savings Plans provide the most flexibility since it automatically applies your discount
regardless of instance family, size, AZ, region, OS or tenancy, and also applies to Fargate and
Lambda usage.

b) EC2 Instance Savings Plans provide the lowest prices but you are committed to usage of
individual instance families in a region only. The plan reduces your cost on the selected instance
family in that region regardless of AZ, size, OS, or tenancy. You can freely modify your instance
sizes within the instance family in that region without losing your discount.

Reserved Instances (RI) — Similar to Saving Plans but less flexible since you are making a commitment
to a consistent instance configuration, including instance type and Region, for a term of 1 or 3 years.
You can also pay partial upfront or full upfront for higher discount rates. A Reserved Instance has four
instance attributes that determine its price:
a) Instance type
b) Region
c) Tenancy - shared (default) or single-tenant (dedicated) hardware.
d) Platform or 0S
Reserved Instances are automatically applied to running On-Demand Instances provided that the
specifications match. A benefit of Reserved Instances is that you can sell unused Standard Reserved
Instances in the AWS Marketplace. There are also different types of Rls for you to choose from:
a) Standard Rls - Provide the most significant discount rates and are best suited for steady-state
usage.
b) Convertible RIs - Provide a discount and the capability to change the attributes of the Rl as long
as the resulting Rl is of equal or greater value.
c) Scheduled Rls - These are available to launch within the time windows you reserve. This option
allows you to match your capacity reservation to a predictable recurring schedule that only
requires a fraction of a day, a week, or a month.
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Standard RI Convertible RI
Applies to usage across all Availability Zones in an AWS Yes Yes
region
Can be shared between multiple accounts within a Yes Yes
consolidated billing family.
Change Availability Zone, instance size (for Linux OS), Yes Yes
networking type
Change instance families, operating system, tenancy, No Yes
and payment option
Benefit from Price Reductions No Yes
Can be bought/sold in Marketplace Yes No

Spot Instances — Unused EC2 instances that are available for a cheap price, which can reduce your
costs significantly. The hourly price for a Spot Instance is called a Spot price. The Spot price of each
instance type in each Availability Zone is set by Amazon EC2, and is adjusted gradually based on the
long-term supply of and demand for Spot Instances. Your Spot Instance runs whenever capacity is
available and the maximum price per hour that you've placed for your request exceeds the Spot price.
When the Spot price goes higher than your specified price, your Spot Instance will be stopped or
terminated after a two minute warning. Use Spot Instances only when your workloads can be
interrupted

Dedicated Hosts — You pay for a physical host that is fully dedicated to running your instances, and
bring your existing per-socket, per-core, or per-VM software licenses to reduce costs. Support for
multiple instance sizes on the same Dedicated Host is available for the following instance families: c5,
m5, r5, ¢5n, r5n, and mb5n. Dedicated Hosts also offers options for upfront payment for higher
discounts.

Dedicated Instances — Pay by the hour for instances that run on single-tenant hardware. Dedicated
Instances that belong to different AWS accounts are physically isolated at a hardware level. Only your
compute nodes run in single-tenant hardware; EBS volumes do not.

Dedicated Hosts Dedicated Instances
Billing Per-host billing Per-instance billing
Visibility of sockets, cores, | Provides visibility on the number of | No visibility
and host ID sockets and physical cores
Host and instance affinity Allows you to consistently deploy | Not supported
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your instances to the same physical
server over time
Targeted instance placement | Provides additional visibility and | Not supported
control over how instances are placed
on a physical server
Automatic instance recovery | Supported Supported
Bring Your Own License | Supported Not supported
(BYOL)
Instances must run within a | Yes Yes
VPC
Can be combined with other | On-demand Dedicated Hosts, | On-demand Instances,
billing options Reserved Dedicated Hosts, Savings | Reserved Dedicated
Plans Instances, Dedicated
Spot Instances

7) Capacity Reservations — Allows you to reserve capacity for your EC2 instances in a specific Availability
Zone for any duration. No commitment required.

References:

https://docs.aws.amazon.com/AWSEC?2/latest/UserGuide/instance-purchasing-options.html

https://aws.amazon.com/ec2/pricing/

https://tutorialsdojo.com/amazon-elastic-compute-cloud-amazon-ec2/

EC2 Placement Groups

Placement Groups is a logical grouping of your interdependent instances in AWS. This logical grouping affects
how your instances are placed on the underlying hardware. Having the instances in a placement group has
particular benefits in terms of network latency, throughput, and minimizing correlated hardware failure. By
default, AWS automatically spreads out your instances across underlying hardware to reduce this correlated

hardware failure.

AWS offers different placement strategies which can suit the placement requirements of your application

hosted in Amazon EC2.
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= EC2 > Placementgroups > Create placement group ® @ &
Create placement group i
Placement group settings
Name
Placement strategy
Determines how the instances are placed on the underlying hardware.
[ Cluster A ]
[ Cluster v ]
Spread
Partition
—
You can add up to 50 more tags.

Cluster Placement Group

A cluster placement group is a logical group of instances within a single Availability Zone and instances from
peered VPC in the same region. Through VPC Peering, you can still add instances from different Availability
Zones to your cluster placement group.

Instances on the same cluster group have a low network latency and high throughput. A cluster placement
group is beneficial to applications with a high volume of network traffic between their instances. To further
maximize these network performance benefits, you can choose instance types with enhanced networking for
your cluster placement group.

Availability Zone

Cluster placement group

AWS recommends launching the instances for the cluster placement group through a single launch request.
They also recommend using the same instance type for all the instances in the placement group to minimize
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the chance of getting an insufficient capacity error. This error comes out when there is not enough hardware
capacity to launch an instance. For example, when adding more instances to an existing placement group or
adding instances with a different instance type. The capacity error can also be encountered when you stop and
then start an instance again in a placement group.

v Advanced details i v Summary

Number of instances = Info

Placement group | Info [ 3 ]

When launching more than 1 instance, consider EC2 Auto Scaling

[ td-demo pg-0e6e94d7¢5db0al1b

v Create new placement group [
Strategy: cluster  Shared: No C p group [2

However, if you need to launch an instance to an existing placement group with running instances and
encounter an insufficient capacity error, try to stop and start all of the running instances inside the placement
group, then relaunch the instance. Doing so may force the instances to boot into new hardware capable of
accommodating all the instance requests for the placement group.

Cluster placement groups are commonly used for High-Performance Computing (HPC) applications, like
genomics, computational chemistry, financial risk modeling, machine learning, deep learning, etc.

Partition Placement Group

A partition placement group spreads all instances into logical segments called partitions. Each partition has a
dedicated rack with its network and power source. This placement strategy ensures that all partitions are
isolated from each other, reducing the risk of correlated hardware failures.

Also, partition placement groups can have partitions from different Availability Zones in the same Region with
a limit of seven partitions per AZ. The account limit determines the maximum number of instances. However, a
maximum of two partitions is allowed for the partition placement group with Dedicated Instance.
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Availability Zone

__________ 1 g e mEEEEE= e |
: Partition 1 I : Partition 1 : : Partition 1 I
i 1 1 1 i 1

1 1
: | I . : ‘ ' : : | I .

1 1
: ‘ . : ‘ : : ‘ .
! I : S I
: I . " : I

Rack 1 Rack 2 Rack 3

When launching instances to the partition placement group, you can specify the specific partition.

Placement group  Info

C Create new placement group [?

demo-partition-placement-group pg-0cb5107ee65696ceb v
Strategy: partition Number of partitions: 7 Shared: No

Target partition Info

[ Select A ]

[ Select A ]
1

2
3

To achieve high availability for the application, we often go to multi-AZ deployment, but some applications are
dependent on internode latency, thus making it unavailable for multi-AZ deployment. With a partition
placement group, you can deploy this kind of application in a single Availability Zone but with improved
performance and less chance for correlated hardware faults.

Applications like HDFS, HBase, and Cassandra are benefiting from this kind of placement strategy. Because
they are topology-aware applications, they can use the topology information to make intelligent data storage
decisions.
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Spread Placement Group

A Spread placement group is a placement strategy that strictly hosts instances separately on a distinct rack
that has an individual network and power source. Since all instances are hosted on distinct racks, you can
freely have multiple instance types or add instances over time on your spread placement group.

Availability Zone
__________ 1 g ToEmmEEs=Es _| e |
: Partition 1 | : Partition 1 : : Partition 1 |
1 11141 : 1 11111 : 1 11111 :
1
- - - .
= - I = - | - - 1
I - C \ : - L, I o L .
i - - i , - = | ' - - 1
' TTTTT i . TTTT1 | ' TTTTI1 i
: ' i I : I
Rack 1 Rack 2 Rack 3

Since instances on the spread placement group are isolated from each other, the chance of having hardware
faults is reduced when compared to instances sharing the same rack.

Like partition placement groups, spread placement groups can also span on different Availability Zones with a
maximum of seven running instances per AZ.

= EC2 > Placementgroups > Create placement group ® @ I

Create placement group

Placement group settings
Name

( )

Placement strategy
Determines how the instances are placed on the underlying hardware.

[ Spread a ]

Cluster
[ Spread v ]

Partition

Tags - optional
No tags associated with the resource.

You can add up to 50 more tags.
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For the Partition and Spread placement group, there are times when a unique hardware is unavailable to
accommodate all instance requests. When this happens, try to request again later as more hardware becomes
available over time.

Reference:
https://docs.aws.amazon.com/AWSEC?2/latest/UserGuide/placement-groups.html
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EC2 Image Builder

EC2 Image Builder is an AWS service that automates the process of creating, managing, and deploying
machine and docker images both for your AWS environment and on-premises. You can keep your images
updated through the image builder, automate image customization, validate image integrity and functionality
through testing, and deploy images in different AWS regions. The image builder is pretty straightforward; it lets
you create an Image Pipeline, configure an Image recipe, define the infrastructure, and set the image
distribution.

Image Pipelines

To automate the creation of images, AWS allows you to create a pipeline where you can configure the
necessary components of your custom images. The image creation will run based on the defined build
schedule and frequency or can be manually run.

= EC2ImageBuilder > Image pipelines > Create pipeline ]

Build schedule it

Schedule options

© Schedule builder
Automatically run the pipeline using a job schedule. The default schedule
is every week at the current time in UTC.

Automatically run the pipeline using a syntax that specifies the time and The pipeline will run when you initiate it.

(O CRON expression O Manual
intervals to run it.

Frequency Day Time .
Time zone

Run pipeline every [WEEk v ] on [Thursday v } at [oz;oo ] uTC

Dependency update settings
Choose how you would like to apply the build schedule when a dependency, such as an image or component, is updated.

© Run pipeline based on schedule
The pipeline will run according to the regular schedule.

(O Run pipeline at the scheduled time if there are dependency updates

If you choose this option, you must use semantic versioning (x.x.x) for your components, and always use latest for the base image.

This applies to the following image recipe dependencies:

* Base image updates
+ Component updates

Image Recipes Configuration

Image recipes are where you define the customization and testing of your images. Image recipes are reusable
and have version control. It consists of the following components.

Source Images

The source image will be the baseline of your custom image. Image builder supports the customization for
Amazon Machine Image (AMI) and Docker image. For AMI, this can be AWS-managed images or a custom
AMI. Likewise, for Docker images, it can be AWS-managed images, an ECR image, or a public image from
Docker Hub.
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Image type

Choose the image type

Output type

© Amazon Machine Image (AMI)

1l
(.

)

() Docker image

iﬁ%"

docker

You can select from different operating systems and versions; availability depends on the image type.

Image Operating System (OS)

Image Builder supports Amazon Linux, Windows, Ubuntu, CentOS, RHEL, and SLES.

© Amazon Linux
Amazon Linux 2

=T e

) Windows () Ubuntu

Windows Server 2012R2, 2016, 2019, Ubuntu 16, 18 and 20
2004, and 20H2

\.
= +{~ ubuntu

) CentOS
CentOS 7 and 8

%% CentOS

() Red Hat Enterprise Linux (RHEL) () SUSE Linux Enterprise Server

RHEL 7 and 8 (SLES)
SLES 12 and 15

& RedHat e

Image builder installs SSM Agent during the build process, but you can remove the agent after the pipeline

execution.
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Instance configuration info

Choose the instance configuration

SSM agent
EC2 Image Builder uses AWS Systems Manager agent as part of the image build process. The agent is installed for you automatically if it was not installed in
the source image.

Remove SSM agent after pipeline execution
If you deselect this box, Image Builder keeps the SSM agent in the output image.

Should it be necessary to run a command on the instance launch, you can set it on the User Data. Note that
defining User data requires your source image to have the SSM Agent pre-installed or that you include SSM

Agent installation on the User Data.

User data
You can specify user data to configure an instance or run a configuration script during launch.

® When you provide user data, you must also ensure that the SSM agent is already
installed on the source image or that you install it with your user data input.

The user data is already base64

Build and Test Components

A build component installs software packages to your source image. You can select from Amazon-managed
build components, share build components to your AWS account, or create a new one. See the example
Amazon-managed build components below.

Selected components (2)
Expand the component to view versioning options and input parameters. To sort the build sequence, drag the components up and down.

Sequence Component (drag the component up or down to change the sequence) P Expand all

. amazon-cloudwatch-agent-linux Owner: Amazon e
= » Versioning options

1

2 amazon-corretto-8-jdk Owner: Amazon X

= » Versioning options

https://portal.tutorialsdojo.com/ 43


https://portal.tutorialsdojo.com/

TD Tutorials Dojo Study Guide and Cheat Sheets - AWS Certified CloudOps Engineer Associate
by Jon Bonso

Test Components are optional, but it's a better option to configure this to validate the integrity and functionality
of the output image. You can also use Amazon-managed, shared, or create a new test component. See the
example Amazon-manage test components below.

Selected components (2)
Expand the component to view versioning options and input parameters. To sort the build sequence, drag the components up and down.

Sequence Component (drag the component up or down to change the sequence) (O Expandall

1 . amazon-cloudwatch-agent-linux Owner: Amazon X

= » Versioning options

2 . amazon-corretto-8-jdk Owner: Amazon X
= » Versioning options

Storage

Storage configuration is optional. You can configure this during the instance launch.

Storage (volumes) - optional
The storage device settings for your pipeline.

¥ EBS volume 1 (AMI root)

Device name Snapshot - optional Volume type

/dev/xvda snap-0896bce87dc58384b General Purpose SSD (gp2) v
Size (GiB) 10PS Encryption (KMS alias)

8 100 Do not enable v

Delete on termination

Infrastructure Configuration

The Infrastructure configuration is an optional configuration on the image pipeline. You can configure the
Instance Type, VPC settings, IAM role, and Tags for the output image. A notification can also be published
using SNS.
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AWS infrastructure

Service-specific defaults will be applied if you do not select values.

Instance type Info
Select one or more instance types to customize your image.

SNS topic Info

Select an SNS topic to receive notifications and alerts from EC2 Image Builder

Create SNS topic [/}

P VPC, subnet and security groups
Specify advanced settings to launch the instance that will customize your image.

» Troubleshooting settings Info
Specify settings to troubleshoot issues with building your image.

Besides the default IAM policies that the image builder uses, the configured IAM role should also have the
necessary permissions to execute all the build and test components defined on the image recipe.

Default IAM Policies for Image Builder:
e EC2InstanceProfileForimageBuilder
e EC2InstanceProfileForimageBuilderECRContainerBuilds
e AmazonSSMManagedinstanceCore

Distribution Settings

You can configure the image deployment on the Distribution settings. You can choose multiple AWS Regions
as image destinations. For Amazon Machine Images, you can configure the output image name, AMI sharing,
and the license and launch template configuration. For the docker images, you need to specify the Regions and
ECR repository name.

Reference:
https://docs.aws.amazon.com/imagebuilder/latest/userqguide/what-is-image-builder.html
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Amazon EC2Rescue

While AWS takes care of the underlying infrastructure for EC2, customers are responsible for configuring,
maintaining, and troubleshooting their instances.

EC2Rescue for Windows Server

EC2Rescue for Windows Server is a downloadable tool for Windows Server instances to help you diagnose and
troubleshoot issues. You can also use EC2Rescue to detect potential problems in your current instances.

Diagnose and Rescue an Offline Instance

EC2Rescue scans and diagnoses the Amazon EBS root volumes of the problematic instances. To do this,
EC2Rescue requires a host instance where it will be installed. The EBS root volume should be detached from
the problematic instance and attached to the EC2Rescue instance host.

Reminders:
e The EC2Rescue tool only runs on Windows Server 2008 R2 or later and requires .NET Framework 3.5
SPI or later.

The EC2Rescue instance host should also be accessible using an RDP connection.
The instance where EC2Rescue is installed and the instance to be diagnosed should reside on the
same Availability Zone.

The following instructions will guide you on how to check an instance using EC2Rescue.

1. Connect to the EC2Rescue host and download the tool here using a browser or using the PowerShell
command below.

Invoke-WebRequest https://s3.amazonaws.com/ec2rescue/windows/EC2Rescue_latest.zip -OutFile
Senv:USERPROFILE\Desktop\EC2Rescue_latest.zip

2. Extract the downloaded zip file. Once extracted, run the EC2Rescue application.
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| [F] || = | EC2Rescue_latest =
F\Ie Home  Share  View 2]
L
) 7 » EC2Rescue_latest w|@| | Search EC2Rescue latest p
Feedback ~
Name Date modified Type Size
7 Quick access
EC2Rescue 2/ 21 AM Compiled HTML ... 210 KB
[ Desktop L
[ EC2Rescue M Application 682 KB
& Documents T ] EC2Rescue.cxeconfig M CONFIG File KB
M ¥ Downloads [&] EC2RescueCmd Application 25KB
¥ =] Pictures | | EC2RescueCmd.exe.config CONFIG File 2KB
g I This pC |%] EC2Rescuelib.dll Application extens... 179 KB
[ 2] license Text Document 2KB
EC2Rescue._... £ Network |=] README Text Document 5KB

EC2Rescue ..

3. Click I agree on the license agreement and click Next on the Welcome screen.

[ License Agreement O *

Please agree to the license before you procesd.
opyright 2016-2021 Amazon.com, Inc. orits affiliates. All Rights Reserved.

Licensed as AWS Content under the AWS Customer Agreement (available at
hitp://aws.amazon.com./agreement.) or other agreement with Amazon Web Services, Inc.
ar its affiliates goveming your use of AWS services (Customer Agreement”). This software is
distributed on an "AS 15" BASIS, WITHOUT WARRANTIES OR COMDITIONS OF ANY
KIMND, express or implied.

Data collection and processing. This tool works by collecting information from your instance
and processing the information to troubleshoot problems with your instance.  Information may
include networking configuration, demain and computer name, installed drivers and services,
Windows Firewall settings, and mini dump files, which may include personally identifiable
information. By using this toal you consent to AWS processing this data on your behalf in
this way and for this purpose and represent that you have sufficient consent for the personal
information of other people for AWS to process it on your behalf. ¥ you do not consent or do
not have sufficient pemissions for AWS to process this data on your behalf in this way and
for this purpose, please do not use this tool.
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[7] EC2Rescue - O *
Eile View Help
Welcome to EC2Rescue ®

EC2Rescue for Microsoft Windows is an easy to use tool that can be run on your EC2
Windows Server instances. This tool makes troubleshooting easier for both the
current instance and offline instances.

Help Previous

4. Select Offline instance and click Next.
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[ EC2Rescue - O *
File  VWiew Help
Select mode »

Please select a fixing mode

Curmrent instance

[ || Read cumert instancs configuration and provide useful information, also collect logs for further troubleshooting. This mode is read-only and
;' will not make any modffication to the cument instance.

Offline instance

— Diagnose and rescue an offline volume. Restore settings to previous state, also collect logs for further troubleshoating.

Help Previous ext

5. Select the EBS volume of the problematic instance and click Next. If you are checking multiple root
volumes, note the device name when attaching the volumes to the EC2Rescue host.
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[ EC2Rescue o O X
File  View Help
Select a disk ®
Select a disk: Refresh
Mame Size Device Status Paritions
CaEDisk 1 0GB wedf Offine 1 Partition :
Help Previous

6. Click Yes to confirm. A popup window will show once the EBS volume is successfully loaded.

Select a disk

o Are you sure this is the right volume?
Disk 1, 30 GB, wvdf, Offline, 1 Partition ECZRescue X

If the volume is offline EC2R.escue will try to bring it online
and drive letters will be assigned to the partitions on the Volume successfully loaded.
volume,

7. Once the volume is loaded, the EC2Rescue tool will display system information of the instance. You will
also see different offline instance options. In this case, select Diagnose and Rescue to proceed.
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[ EC2Rescue - O *
File  View Help
Select Offline Instance Option L
System Information: Choose offline instance option:
QOperating System: Windows Server 2019 Datacenter
Service Pack: - Diagnose and Rescue
Version: 10.0.17763 - Diagnose selected volume to detect possible issues.
Computer Name: ECZAMAZ-CENE163 %
Time Zone: UTC
NET Framework:
v4.8 (4.8.03761) Restore
EC2ZLaunch Version: 1.3.2003236 — Set windows to boot into last good known configuration
%’ made or restore reqgistry from registry backup.
= Capture logs
- & | Collect required logs for further troubleshooting the issue.
Help Previous Mext

8. The EC2Rescue tool will now start scanning and diagnosing the volume. Once the diagnostic is done, it
will summarize the necessary configurations, including their status and description. Click Next to

proceed.
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[ EC2Rescue - O >
Eile  View Help
Summary »
ECZRescue has checked the following tems. Proceed to next page to select actions.
MName Status Description o
System Tirme
) RealTimelsUniversal Enabled I this is disabled, Windows system time drifts when timezone is set other than UTC.
Windows Firewall
! Domain networks Enabled  Windows Firewall may prevent access to this instance when using this profile,
! Private networks Enabled  Windows Firewall may prevent access to this instance when using this profile.
! Guest or public networks Enabled  Windows Firewall may prevent access to this instance when using this profile.
Remote Desktop
ﬂ Service Start Manual Remote Desktop service should start automatically.
0 Remote Desktop Connections Enabled  Remote Desktop Connections should be enabled to allow access.
a TCP Port 3389 The default listening port is TCP/3389.
EC2Launch
0 Installation Installed  ECZLaunch 1.3.2003236 is installed.
) Reset Administrator Password  Disabled  If you want to re-generate Administrator’s password on next boot, select this.
Metwork Interface
0 DHCP Service Startup Automatic  The service should be started automatically.
) Ethemet detail MAA {54B3107E-36BF-4BBE-SAB2-106A535CD7ACH AWS PV Network Device, 8.2.5.32
O DHCF on Ethemet Enabled  IF address on the network interface must match with its private P address. Enabling DHCP is recomm
) Bthemet 2 detail MAA {7ADS5F04-05BD-4CDA-B380-4D44F3COFI5E}, Intel(R) 82599 Vitual Function, 2.1.185.0
&) DHCP on Ethemet 2 Enabled  IP address on the network interfface must match with its private |P address. Enabling DHCP iz recomm w
< >
Help Previous

9. EC2Rescue will give you a list of potential issues of the instance. From this, you can select the fixes you
find necessary for your instance. Click Next to proceed.
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EEC?_RESCUE
Eile  View Help

Detected possible issues

Select tems to be fixed:
Name Status Description

Windows Firewall
1 Domain networks Enabled  Windows Firewall may prevent access to this instance when using this profile. |
Windows Firewall may prevent access to this instance when using this profile.

! Private networks Enabled
! Guest or public networks Enabled Windows Firewall may prevent access to this instance when using this profile.
ECZLaunch

) Reset Administrator Password  Disabled I you want to re-generate Administrator's password on next boat, select this.

Select Al

Previous

10. Once confirmed, click Rescue.
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[ EC2Rescue — O x
Eile  View Help
Confirm >
The items below will be fixed:
Name From To Description
Windows Firewall
1. Domain networks Enabled Disabled Disables Windows Firewall on Domain networks.
! Private networks Enabled Disabled Disables Windows Firewall on Private networks.
! Guest or public networks Enabled Disabled Disables Windows Firewall on Guest or public networks.
EC2Launch
'ﬂ' Reset Administrator Password Disabled Enabled Re-generates Administrator's password on next boot.
Help Previous

11. Click Next to continue applying the changes.
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[ EC2Rescue — O d
Eile View Help
Result ]
Rescue result:
MName From To Result
Windows Firewall
GEDomain networks Enabled Disabled Windows Firewall has been disabled.
0 Private networks Enabled Disabled Windows Firewall has been disabled.
) Guest or public netwarks Enabled Disabled Windows Firewall has been disabled.
ECZLaunch
) Reset Administrator Password Disabled Enabled  Reset Administrator Password has been enabled.
Help

12. Click Finish.
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EC2Rescue can take the volume offline by clicking the [Finish] button or exiting the
application. The volume can then be attached to the original instance as (/dev/sdal),
after which the original instance can be started.

To view the audit log for this session, click on [View] > [Show log].

13. When exiting the EC2Rescue tool, check the Fix disk signature to resolve the boot issue caused by disk
signature mismatch. The offline selected disk is also checked when the Fix disk signature is checked.

EC2Rescue 7 pod

o Are you sure you want to exit ECZRescue?

ox | (G ]

Fix disk signature

Collecting Logs from an Offline Instance

To collect logs from the instance, select Capture Logs from the offline instance option. The following
instructions will guide you on how to collect logs from an offline instance.

1. Select Capture logs from the offline instance option.
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[ ecoRescue — O X
File  View Help
Select Offline Instance Option L
System Information: Choose offline instance option:
Operating System: Windows Server 2019 Datacenter
B P Diagnose and Rescue
Version: 10.0.17763 - Diagnose selected volume to detect possible issues.
Computer Name: ECZAMAZ-CENE169 E-:b@
Time Zone: UTC
NET Framewark:
v4 .8 (4.8.03761) Restore
ECZLaunch Version: 1.3.2003236 - Set windows to boot into last good known configuration
& mode or restore registry from registry backup.
.. Capture logs
- = | Collect required logs for further troubleshocting the issue.
Help Previous Mext

2. Select the logs you want to collect. Click Collect to proceed.
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EC2Rescue — O *

File View Help
Capture logs [J

Select tems to collect:

EAY vont Lo
-] Registry

&[] Windows Update Log
-] Sysprep Log

|:| Driver Setup Log
&#-[+] Boot Configuration
&[] Memary Dump

- JEC2Corfig File

& ]EC2Launch File
&[] 55M Agent File

[ ]EC2 BlasticGPUs Files
= JECS

Select Al

Help Previous || Collect ...

3. Save the logs as a zip file.
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[ output File ped
4N » This PC » Documents v 0 Search Documents pe
Organize » Mew folder == - 9
“ Mame Date modified Type Size
#F Quick access
I Desktop * Mo items match your search.
Documents o
‘Downloads b
&= Pictures -+
3 This PC
s Local Disk (D)
v £ >
File name: | rescuelogs ”
Save as type: | ZIP file ~
A Hide Folders Cancel

Restore Options for an Offline Instance

Using the EC2Rescue tool, you can also restore an instance. EC2Rescue provides two restore options: Last
Known Good Configuration and Restore registry from backup.

You restore an offline instance by selecting Restore on the offline instance options.
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[ EC2Rescue - O X
File  View Help
Select Offline Instance Option ®
System Information: Choose offline instance option:
Operating System: Windows Server 2019 Datacenter
B Pacle Diagnose and Rescue
Version: 10.0.17763 - Diagnose selected volume to detect possible issues.
Computer Name: EC2AMAZ-CENE163 %
Time Zone: UTC
.NET Framework:
v4.8 (4.8.03761) Restore
EC2Launch Version: 1.3.2003236 - Set windows to boot into last good known configuration
gy mode or restore registry from registry backup.
T Capture logs
— | Collect required logs for further troubleshooting the issue.
Help Previous et

Then select a Restore option to begin the restoration.
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[ EC2Rescue - O d

File  View Help
Select Restore Option

Choose restore option:

] Last Known Good Configuration
'/F_l—\\l By selecting the Last Known Good Configuration, you can attempt to boot into the last known bootable state of the machine.

Restore registry from backup
% — Set Windows to restore the registry from backup (\Windows'\System 32 \corfig RegBack).

Help Previous Mext

Checking the Current Instance

EC2Rescue also allows you to check the configuration and logs of its host instance. To check the current
instance, select Current Instance mode.
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[ EC2Rescue - O *
File  View Help
Select mode ]

Please select a fixing mode

Cumrent instance

L I'| Read cument instance corfiguration and provide useful information, alse collect logs for further troublesheoting. This mode is read-only and
;' will not make any modffication to the cumrent instance.

Offline instance

— Diagnose and rescue an offling volume. Restore settings to previous state, also collect logs for further troubleshooting.

Help Previous Mext

The EC2Rescue tool only allows you to capture logs of the current instance, unlike the offline instance mode
where you can run a diagnostic and restore.
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EC2Rescue for Windows on Systems Manager

System Information:

Operating System: Windows Server 2019 Datacenter
Service Pack: -
Version: 10.0.17763
Computer Name: ECZAMAZ-QFNGS00
Instance 10 i-0a1b40534001 7bib 86
Private IP Address: 10.0.0.175
Time Zone: UTC
Drivers:
AWS PV Network Device v8.2.5.32
AWS PV Storage Host Adapter v8.3.2.2
NET Framewaork:
v4 8 (4.8.03761)
|EC2La|_|r|ch Version: 1.3.2003236

Choose curent instance option:

Capture logs

Caollect required logs for further troubleshooting the issue.

by Jon Bonso
[ EC2Rescue - O it
File  View Help
Select Current Instance Option »

Help

Previous Mext

You can also use EC2Rescue using the Run command in AWS Systems Manager. The command document for
EC2Rescue for Windows Server is named AWSSupport-RunEC2RescueForWindowsTool. When you run this
command, it will download and verify EC2Rescue for Windows Server and install a PowerShell module that
allows you to run EC2RescueCmd. You can find this command document by simply typing EC2Rescue on the
command search.
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Run a command
Command document
Select the type of command that you want to run
Q 1
Search: EC2Rescue X ‘ ‘ Clear filters
Name QOwner Platform types
AWSSupport-RunEC2RescueForWindowsTool Amazon windows

Given that your windows instance is added as Managed Instances on the Systems Manager, you will be able to
run and do the following commands:
1. ResetAccess - resets the password of the local windows administrator and creates a new password in
the Parameter Store. Requires KMS Key ID to encrypt new administrator password.
2. CollectLogs - collects and uploads valuable logs from the operating system to an S3 bucket.
3. FixAll - fix an offline root volume attached to the instance.

AWSSupport-RunEC2RescueForWindowsTool

Description Content Versions Details

v Parameters

Document version
14 (Default)

1

Default

N T Descripti
ame ype escription Value

(Required) Choose one of: ResetAccess - Resets the local Administrator password and stores the new password in Parameter Store | CollectLogs: Collects troubleshooting logs from

Command Strin N
4 the Operating System, and uploads them to an 53 bucket in your account | FixAll: Attempts to fix an offline Windows root volume attached to the current instance

ResetAccess

5 " sui (Required) Parameters for the command: ResetAccess - KMS Key ID (not the alias) to encrypt the new Administrator password | CollectLogs: S3 bucket to upload the logs to | FixAll: —
arameters i ° " alias/aws/ssm
9 Device name for the offline remediation.

EC2Rescue for Linux

You can diagnose and troubleshoot EC2 instances running in Linux using EC2Rescue for Linux. This tool has
over 100 modules on its library ready to use in checking Linux instances. EC2Rescue for Linux supports the
following Linux distributions.

Amazon Linux 2

Amazon Linux 2016.09+

SUSE Linux Enterprise Server 12+

RHEL 7+

Ubuntu 16.04+

EC2Rescue for Linux also requires Python 2.7.9+ or 3.2+ installed.
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Installing EC2Rescue for Linux

To use EC2Rescue for Linux, you need to download and install the tool in a working Linux machine which will

serve as its host. You can download the EC2Rescue tool using the command below.

curl -0 https://s3.amazonaws.com/ec2rescuelinux/ec2rl.tgz

You also need to download the sha56 hash file to verify the integrity.

curl -0 https://s3.amazonaws.com/ec2rescuelinux/ec2rl.tgz.sha256

Verify the integrity of the tool tar archive.

sha256sum -c ec2rl.tgz.sha256

Extract the archive.

tar -xvf ec2rl.tgz

Run EC2Rescue help to view help and to verify the installation.

cd ec2rl-<version_number>
./ec2rl help

Diagnose Issues Using EC2Rescue for Linux

The EC2Rescue for Linux contains modules that you can use to diagnose and get valuable information about
an instance. You can run either all the modules or any specific module you want. Some modules require root

access so you may want to use an account with root access or run the command with sudo.

Run all modules.

Jec2rl run

Run a specific module.

./ec2rl run -only-modules=module_name --arguments

If you are unsure what module to use, you can list and find information about the module using the following

command.

https://portal.tutorialsdojo.com/

65



https://portal.tutorialsdojo.com/

TD Tutorials Dojo Study Guide and Cheat Sheets - AWS Certified CloudOps Engineer Associate
by Jon Bonso

List all modules.

sec2rl list

#get help for a module
./ec2rl help module_name

EC2Rescue generates a log file that you can view in the /var/tmp/ec2rl directory after running a module. You
can either upload the log file to an S3 bucket or AWS Support.

Upload log file to S3 bucket.

Jec2rl upload —-upload-directory=/var/tmp/ec2rl/2017-05-11T15_.39_21.893145 —presigned-url="s3presignedurl”

Upload log file to AWS Support

./ec2rl upload —upload-directory=/var/tmp/ec2rl/2017-05-11T15_39_21.893145
—-support-url="URLfromAWSsupport"

Creating Instance Backup Using EC2Rescue for Linux

With the EC2Rescue tool, you can create a backup for the Linux instance. Backup can be done as AMI or
volume snapshot.

Backup using AMI

./ec2rl run -backup=ami

Backup all volume.

./ec2rl run -backup=allvolumes

Backup specific volume.

./ec2rl run -backup=volumelD
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TD

EC2Rescue for Linux on Systems Manager

Systems Manager also has automation documents that check Linux instances called
AWSSupport-TroubleshootSSH. When you execute this automation, it will install EC2Rescue for Linux to check
and troubleshoot the instance.

You can find this document under the Remediation category from the Automation in Systems Manager.

AWS Systems Manager » Automation » Execute

Choose document

Owned by Amazon Owned by me Shared with me All documents

Create document

J o 12 3 . > ®

Document categories Automation document

AWS Documentation
AWS user guides, tutorials

Remediation

Remediating comman issue:

AWS-CreateJiralssue

AWS-CreateServiceNowlncident

AWS-EnableCloudTrail

AWS-PublishSNSNotification

patching Owner Platform types Owner Platform types Owner Platform types Owner Platform types
Patching workflows Amazon Windows, Linux Amazon Windows, Linux Amazon Windows, Linux Amazon Windows, Linux
Security
Enforcing security best practices
AWS-ReleaseElasticlP AWSSupport- AWSSupport-TroubleshootRDP AWSSupport-TroubleshootSSH o
Instance management StartEC2Rs Workfl
e Owner Platform types @ escueiarkdiow Owner Platform types Owner Platform types
Amazon Windows, Linux Owner Platform types Amazon Windows, Linux Amazon Windows, Linux
Data backup Amazon Windows, Linux,
Data backup, snapshots Mac0s
AMI management
Manage Windows and Linux AMIs
AWSConfigRemediation- AWSConfigRemediation- AWSConfigRemediation- AWSConfigRemediation-
Self service support workflows CancelKeyDeletion ConfigureCodeBuildProjectWithKM ConfigureLambdaFunctionXRayTra ConfigureS3BucketPublicAccessBlo
Troubleshooting, diagnostics and SCMK cng &k
rrrrrrrr Owner Platform types
Amazon Windows, Linux, Owner Platform types Owner Platform types Owner Platform types
Resource management MacOs Amazon Windows, Linux, Amazon Windows, Linux Amazon Windows, Linux
Tasks for AWS resources including MacOs

RDS, CloudFormation, $3, DDB, etc.

References:
https://docs.aws.amazon.com/AWSEC?2/latest/WindowsGuide/Windows-Server-EC2Rescue.html
https://docs.aws.amazon.com/AWSEC?2/latest/UserGuide/Linux-Server-EC2Rescue.html
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AWS Auto Scaling

Auto Scaling Group

Auto Scaling allows AWS resources to scale up and down quickly to handle your application load. On EC2, you
can create an Auto Scaling Group to provision a fleet of instances. You can specify its minimum, maximum,
and desired number of instances according to your requirements.

Desired Capacity Scale Out as needed
A I8

r 1 r A
- - === 1
I Auto Scaling Group I
I N 11111 L _ 141411 " | | i
- - - o oo
- - - - o oo
] 1rini LB | e | - -I 1
i 1

L J

Y
L_T_J Maximum Size

Minimum Size

EC2 Auto Scaling offers different scaling options that include manual, dynamic, and scheduled scaling. As the
word implies, manual scaling allows you to manually add and remove instances from the Auto Scaling Group.
Dynamic scaling enables you to set a specific condition to trigger autoscaling. Scheduled scaling scales your
Auto Scaling Group at a scheduled time. During scale-out, additional instances spawn while instances are
terminated during scale-in.

Auto Scaling Templates

To create an Auto Scaling Group, you need to configure Launch Templates. These templates contain the
necessary instance parameters for the Auto Scaling Group, like Amazon machine image (AMI) and Instance

Type.

Launch Templates

Launch Templates are reusable templates that contain parameters needed to provision EC2 instances. When
creating Launch Templates, defining only the common parameters like template name, AMI, and networking
platform is recommended.

You may want to enable Auto Scaling guidance to guide you on the template creation. If enabled, the Amazon
machine image (AMI) parameter is required.
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Launch template name and description

Launch template name - required

Must be unigue to this account. Max 128 chars. No spaces or special characters like "&', "', '@".

Template version description

Max 255 chars

Auto Scaling guidance  Info
Select this if you intend to use this template with ECZ Auto Scaling

Provide guidance to help me set up a template that | can use with EC2 Auto Scaling

P Template tags

P Source template

You can already define the Instance Type, but this can be changed or overridden during the Auto Scaling Group
configuration. The key pair is the security credentials that will be used when connecting to the instance.

¥ Amazon machine image (AMI) - required info

AMI - required

amzn2-ami-hvm-2.0.20210326.0-x86_64-gp2
ami-0742b4e67307 2066 v
architecture: 64-bit (x86)  virtualization: hvm

¥ Instance type info

Instance type

t2.micro Free tier eligible Compare instance types
Family: £2 1 vCPU 1 GiB Memory

v Key pair (login) infe
You can use a key pair to securely connect to your instance. Ensure that you have access to the selected key pair before you launch the
instance.

Key pair name

webapp Template value ¥ (&) Create new key pair
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You can select multiple security groups as well. Note that when no security group is assigned, instances will
use the default security group. You can only leave the security group empty if you intend to configure this using
the network interface.

¥ Network settings

Networking platform  Info

QO Virtual Private Cloud (VPC) EC2-Classic
Launch into a virtual network in your own logically Launch into a single flat network that you share with
isolated area within the AWS cloud other customers.

Security groups Info

MyEc2DMZ sg-2914b459 )4
VPC: wpc-d5e8beac

Volume is automatically created and will depend on the selected AMI; you can optionally create additional
volume and add tags.

v Storage (volumes) info

Volume 1 (AMI Root) (8 GiB, EBS, General purpose SSD (gp2))

AMI Volumes are not included in the template unless modified

Add new volume

¥ Resource tags info

No resource tags are currently included in this template. Add a resource tag to include it in the launch template.

Add tag

50 remaining (Up to 50 tags maximum)
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You can skip adding a network interface if you want to keep the default network interface. If you don't want to
use auto-assignment of IP addresses to your instances and assign specific IP addresses, you may want to
change the default network interface. See further instructions here.

v Network interfaces info

No network interfaces are currently included in this template. Add a network interface to include it in the launch

template.

Add network interface

» Advanced details info

Cancel Create template version

Don't forget to review the parameters before you proceed with the creation of the template.

You can keep multiple template versions when modifying an existing launch template. You can also specify the
default version.

WebappLT (lt-0cf27f37495ae7843) Actions v | [ Delete template

Launch template details

Launch template ID Launch template name Default version Owner
1t-0cf27f374952e7843 WebappLT 1 arniaws:iam:947117271373root
Details Versions Template tags
Launch template version details Actions ¥ ‘ ‘ Delete template version
Version Description Date created Created by
1 (Default) a Webapp Launch Template 2021-04-07T13:47:07.000Z (@ arn:awsiam::947117271373:root
2
1 (Default)

Network interfaces Advanced details

AMIID Instance type Availability Zone Key pair name
ami-0742b4e673072066F t2.micro - webapp
Security groups Security group IDs

59-2914b459
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Auto Scaling Group Configuration

As we mentioned above, you can create an Auto Scaling Group using Launch Templates. Instances in Auto
Scaling Group can be On-Demand, Spot instances, or both. You can specify the template version when you use
Launch Template.

Launch template info Switch to launch configuration

Launch template
Choose a launch template that contains the instance-level settings, such as the Amazon Machine Image (AM), instance type, key pair, and
security groups.

WebappLT v

Create a launch template [4

Version

Default (1) v

Create a launch template version [4

Description Launch template Instance type

Webapp Launch Template WebappLT [ t2.micro
1t-0cf27f3749523e7843

AMIID Security groups Request Spot Instances
ami-0742b4e673072066f - No

Key pair name Security group IDs

webapp sg-2914b455 [4

Launch templates allow you to combine purchase options and instance types.

Instance purchase options infe

Use the launch template to create a uniform configuration among all of the instances in the group. Or define options to
accommodate a wide variety of requirements, such as launching Spot and On-Demand Instances.

Adhere to launch template © Combine purchase options and instance types
The launch template determines the purchase option (On- Specify how much On-Demand and Spot capacity to
Demand or Spot) and instance type. launch and multiple instance types (optional). This choice

is most helpful for optimizing the scale and cost for a fleet
of instances.
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You can maximize the scaling and cost savings by setting the percentage split for the On-Demand and Spot
instances. You can also set the Spot allocation strategy and configure Capacity optimized Spot settings.

Instances distribution

0On-Demand base capacity - optional
Specify how much On-Demand capacity the Auto Scaling group should have for its base portion. The maximum group size will be increased
(but not decreased) to this value.

] On-Demand Instances

On-Demand percentage above base
Define the percentage split of On-Demand Instances and Spot Instances for your additional capacity beyond the base portion.

70 % On-Demand

30 % Spot

Spot allocation strategy per Availability Zone

© Capacity optimized (recommended) Lowest price
Launch Spot instances optimally based on the available Launch Spot Instances from the lowest priced instance
Spot capacity. pools.

Capacity optimized Spot settings

Prioritize instance types Info
You set the priority order for your instances types, and EC2 attempts to fulfill Spot capacity based on these priorities while still
optimizing for capacity.

Capacity rebalance Info
When you enable capacity rebalancing, and a rebalance notification is sent to an instance, EC2 Auto Scaling automatically attempts to
replace the instance before it is interrupted.

You can still select the instance type for your instances. If you do, the instance type on the launch template is
overridden. By default, instances are equally weighted. To use instance weighting for your instances, use units
like vCPU or memory to determine the weight. The weight determines the number of units that the instance
type represents towards the desired capacity.
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Instance types info

Choose the instance types that best suit the needs of your application.

Primary instance type Weight Info

1. t2.small v 1

TwCPU 2 Gib Memory

Additional instance types

Redo recommendations

2vCPU 4 Gib Memory

Add instance type

Set the VPC and Subnet for the Auto Scaling Group. Make sure that the security group set on the Launch
Template resides within the VPC that you selected.

Network info

For most applications, you can use multiple Availability Zones and let EC2 Auto Scaling balance your instances across the
zones. The default VPC and default subnets are suitable for getting started quickly.

.

VPC

vpc-03c57950e44f8783b (vpc_webapp)
10.0.0.0/16

Createa VPC[A

Subnets
v

us-east-1c¢ | subnet-0af258dc9096781ad (Public -4

subnet)
10.0.0.0/24

Create a subnet [

Cancel ‘ Previous H Skip to review ‘ Next

You have an option to add a Load Balancer on top of your Auto Scaling Group. By default, EC2 health checks
are enabled, but you can add an ELB health check as well.

https://portal.tutorialsdojo.com/ 74


https://portal.tutorialsdojo.com/

TD Tutorials Dojo Study Guide and Cheat Sheets - AWS Certified CloudOps Engineer Associate
by Jon Bonso

Configure advanced options i

Choose a load balancer to distribute incoming traffic for your application across instances to make it more reliable and easily
scalable. You can also set options that give you more control over health check replacements and monitoring.

Load balancing - optional info

Use the options below to attach your Auto Scaling group to an existing load balancer, or to a new load balancer that you

define.
© No load balancer Attach to an existing load Attach to a new load
Traffic to your Auto Scaling group balancer balancer
will not be fronted by a load Choose from your existing load Quickly create a basic load
balancer. balancers. balancer to attach to your Auto

Scaling group.

Health checks - optional

Health check type Info
EC2 Auto Scaling automatically replaces instances that fail health checks. If you enabled load balancing, you can enable ELB health checks in
addition to the EC2 health checks that are always enabled.

ELB

Health check grace period
The amount of time until EC2 Auto Scaling performs the first health check on new instances after they are put into service.

300 seconds

Additional settings - optional

Monitoring Info

Enable group metrics collection within CloudWatch

Cancel Previous H Skip to review ‘ Next

It is recommended to enable group metrics collection within CloudWatch to monitor your Auto Scaling Group.
We will further discuss monitoring in the latter part of this eBook.

You can set the desired, minimum, and maximum number of instances for your Auto Scaling Group. When the
Auto Scaling Group is created, it will spawn a number of instances equal to its desired capacity. If there are no
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scaling policies defined, the desired capacity will be maintained and will go through periodic health checks.
Unhealthy instances will be terminated and will be replaced by new instances.

Group size - optional info

Specify the size of the Auto Scaling group by changing the desired capacity. You can also specify minimum and maximum
capacity limits. Your desired capacity must be within the limit range.

Desired capacity

1

Minimum capacity

1

Maximum capacity

3

Scaling policies will determine if an Auto Scaling Group will scale out or scale in. You can use different
instance metrics to define the scaling policy. For example, if an instance reaches an average CPU utilization of
80%, a new instance will be spawned. And once it drops below 80%, the instance will be terminated. A
cooldown will be applied during a scaling process to ensure that the previous scaling has been completely
done before starting another scale process. You may want to add a warmup time for your instance to exclude
their metric since instances tend to have a high utilization when they are launched.
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Scaling policies - optional

Choose whether to use a scaling policy to dynamically resize your Auto Scaling group to meet changes in demand. Info

© Target tracking scaling policy Mone
Choose a desired outcome and leave it to the scaling
policy to add and remove capacity as needed to achieve
that outcome.

Scaling policy name

CPUUtlPolicy

Metric type

Average CPU utilization v

Target value

80

Instances need

120 seconds warm up before including in metric

Disable scale in to create only a scale-out policy

Lastly, you can also set up an SNS integration if you want to get notified of the launch and termination of
instances.

Add notifications .«

Send notifications to SNS topics whenever Amazon EC2 Auto Scaling launches or terminates the EC2 instances in your Auto
Scaling group.

| Add notification ‘

Cancel Previous H Skip to review | Next

You can optionally add tags as well. Tags will be applied to all of the instances inside your Auto Scaling Group.
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Add tags e

Add tags to help you search, filter, and track your Auto Scaling group across AWS. You can also choose to automatically add
these tags to instances when they are launched.

(@ You can optionally choose to add tags to instances (and their attachad EBS volumes) by specifying tags in your
launch template. We recommend caution, however, because the tag values for instances from your launch
template will be overridden if there are any duplicate keys specified for the Auto Scaling group.

Tags (0)

Add tag

50 remaining

After reviewing all of the group configurations, you can now proceed with creating the Auto Scaling Group.

Cancel Create Auto Scaling group

Now you can view vital information like scaling policy, instance management, and monitoring inside your Auto
Scaling Group.

EC2 > AutoScalinggroups > WebappASG

Details Activity Automatic scaling Instance management Monitoring Instance refresh

Group details
Desired capacity Auto Scaling group name

1 WebappASG

Minimum capacity Date created

1 Thu Apr 08 2021 01:16:22 GMT+0800 (Philippine Standard Time)

Maximum capacity Amazon Resource Name (ARN)
3 arn:aws:autoscaling:us-east-1:947117271373:autoScalingGroup:43028311-
5084-42¢8-bb85-71e80395eadcautoScali pName/WebappASG

If you expect a significant traffic change towards your Auto Scaling Group, you can set a Scheduled Action
under the Automatic scaling tab.

Reference:
https://docs.aws.amazon.com/autoscaling/ec2/userquide/what-is-amazon-ec2-auto-scaling.html
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Kubernetes Vertical Pod Autoscaler

The Kubernetes Vertical Pod Autoscaler (VPA) dynamically adjusts the amount of computational resources
allocated to Pods in a Kubernetes cluster. Pods are allocated optimal CPU and memory based on actual
resource usage and demand, ensuring efficient task performance. The VPA continuously monitors the resource
consumption of Pods and compares it with the requested resources. If it detects a discrepancy, it
automatically rescales the Pod’s CPU and memory requests to match the observed usage patterns. This
dynamic adjustment capability enhances the efficiency of resource utilization in the cluster, leading to
improved application performance and cost-effectiveness. However, it's important to note that the VPA should
be used judiciously as it can lead to frequent Pod restarts due to resizing, which might not be suitable for all
applications. Therefore, understanding the nature of your workloads and their resource requirements is crucial
when implementing the VPA in your Kubernetes environment.

AWS Global Accelerator

AWS Global Accelerator optimizes and accelerates data transfer for your applications over the AWS global
network. It achieves this by directing user traffic to the nearest edge location, which minimizes latency and
improves the overall user experience. In addition, it provides consistent performance by intelligently routing
user requests to the healthiest endpoints. It is also protected by AWS Shield, which safeguards your
applications from DDoS attacks, ensuring their safety and security.

With AWS Global Accelerator, you can be confident that your applications will perform at their best, regardless
of your users' location.

AWS Compute Optimizer

AWS Compute Optimizer is a free tool that generates recommendations on cost-savings and performance
improvement according to your workloads. It checks the current configuration of your AWS resources, analyzes
the historical data from CloudWatch metrics to identify your usage patterns, gives a calculated projection, and
provides recommendations. AWS Compute Optimizer leverages the capabilities of Al/ML-based analytics to
provide optimal recommendations.

Avoid commonly encountered provisioning issues with AWS Compute Optimizer
e Over-provisioned Resources = Unnecessary infrastructure cost
e Under-provisioned Resources = Service/Performance degradation

AWS Compute Optimizer supports the following services.

e Amazon Elastic Compute Cloud (Amazon EC2) instances

https://portal.tutorialsdojo.com/ 79


https://portal.tutorialsdojo.com/

TD Tutorials Dojo Study Guide and Cheat Sheets - AWS Certified CloudOps Engineer Associate
by Jon Bonso

e Amazon EC2 Auto Scaling groups
e Amazon Elastic Block Store (Amazon EBS) volumes
e AWS Lambda functions

Prerequisites

Only AWS resources with a minimum of 30 consecutive hours of CloudWatch metric data should receive
recommendations from AWS Compute Optimizer, except for Lambda functions which don’t need a metric
requirement. Once a resource meets the CloudWatch metrics requirement, AWS Compute Optimizer will begin
analyzing data which may take up to 12 hours.

Supported AWS Resource Requirement

Amazon EC2 e Supported Instance types:

C1, C3,C4, C5,C5a, C5ad, C5d, C5n, Céa, Cég, Cbgn, C7g, D2, D3en,
H1, Hpc6a, 12, 13, 13en, Im4gn, Is4gen, M1, M3, M4, M5, M5a, M5ad,
M5d, M5dn, M5n, M5zn, M6a, M6g, Mé6gd, M6i, R3, R4, R5, R5a,
R5ad, R5b, R5d, R5dn, R5n, R6g, Régd, R6i, T1, T2, T3, T3a, T4g, X1,
X1e, X2gd, z1d

Auto Scaling Group All supported EC2 Instance Types

Single instance type within ASG (no mixed instance types).

The same values for desired, minimum, and maximum capacity.
No scaling policy is attached.

No overrides (changes on Launch Template).

EBS Volume e EBS Volumes must be attached to an EC2 instance.
e Supported EBS Volume Types:
gp2, gp3,io1, i02 Block Express
Lambda Function e Lambda functions with memory < 1,792 MB

e Lambda functions with 50 times invocations in the last 14 days

AWS Compute Optimizer Dashboard

AWS Compute Optimizer has a dashboard that helps users visualize the data like Savings opportunities and
Under/Over-provisioned percentages.
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Dashboard it

This dashboard provides your savings overview, performance enhancements, and optimization recommendations. These findings are refreshed daily.

View:

( Account v ] ( setected regions (1) ¥ ]

Estimated savings opportunities gs type ¥ Estimated performance improvement opportunities

EBS Volumes

Lambda functions

Idle savings
EC2 Instances

$41.00 USD

EC2 Auto Scaling groups
per month
RDS DB Instances
B High 0
@ Medium 0
B Low 0

0

Very low

Rightsizing savings

o 01 02 03 04 05 06 07 os 09 1
@ High [ Medium [ Low Very low

Percent Estimated monthly savings Estimated monthly idle savings Under-provisioned (percent) Under-provisioned (count)
61.36% $41.00 USD $13.84 USD 25% 1/4

Optimization options for your resources info

Savings N v Resource type v Optimized v Not optimized v Idle v Idle savings v Rig.htsizing v License savings v
opportunity savings
$27.16 EC2 Instances 0 2 - $0.00 $27.16 $0.00
$13.84 EBS Volumes 2 0 7 $13.84 $0.00 -
$0.00 EC2 Auto Scaling groups o] 0 - $0.00 $0.00 -
$0.00 Lambda functions 0 0 - - $0.00 -
$0.00 RDS DB Instances 0 0 - $0.00 $0.00 -
$0.00 RDS DB Storage 0 0 - - $0.00 -
$0.00 ECS services on Fargate 0 0 - $0.00 $0.00 -

Note: Savings info provides total max savings by resource type. Max savings oppertunity may not equal to the sum of idle, rightsize and license savings.

Sample findings Summary per AWS Resources
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EC2 instances (238} info

View recommendations

Findings
! /! |
W Under-provisioned (9.66%) - 23 instances

B Optimized {14.29%) - 34 instances
@ Over-provisioned (76.05%) - 181 instances

Auto Scaling groups (2) info

View recommendations

Findings

W Optimized (0%) - 0 groups
B Not optimized (100%) - 2 groups

EBS volumes (2478) info

View recommendations

Findings
[

B Optimized (26.88%) - 666 volumes
[l Not optimized (73.12%) - 1812 volumes

Lambda functions (48) info View recommendations

Findings
I
B Memory under-provisioned (95.83%) - 46 functions

B Memory optimized (0%) - 0 functions

W Memory over-provisioned (4.17%) - 2 functions

Amazon Compute Optimizer will provide vital information to help you strategize accordingly from a
performance and cost standpoint. This information includes Estimated monthly savings, Savings opportunity
(%), Recommended instance type, Price difference (%), and many others.

Recommendations for EC2 Instances

AWS Compute Optimizer analyzes the metrics collected on the CloudWatch Metrics. For Amazon EC2

instances, these metrics are the following:

CPUutilization

Memory utilization
NetworkIn/NetworkOut
NetworkPacketsIn/NetworkPacketsOut

DiskReadOps/DiskWriteOps
DiskReadBytes/DiskWriteBytes
VolumeReadBytes/VolumeWriteBytes
VolumeReadOps/VolumeWriteOps
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An Amazon EC2 Instance can be classified as:
e Over-provisioned - underutilized infrastructure, unnecessary costs
e Under-provisioned - over utilized infrastructure, performance degradation
e Optimized - instance is correctly configured, and optimized base on the workloads

The finding reasons determine the overall finding classification for the current instance. Below are some
examples of finding reasons.

CPU over-provisioned

Memory over-provisioned

EBS IOPS over-provisioned

EBS throughput over-provisioned
Network bandwidth over-provisioned

AWS Compute Optimizer may give the following recommendations for EC2 instances.
Recommended instance type

e Recommended On-Demand price
e Recommended RI coverage (%)
e Recommended RI utilization (%)

Sample EC2 recommendations from taken AWS Console

Recommendations for EC2 instances (20+) info
Recommendations for current resources to improve cost and performance
CPU architecture preference: Current, Graviton (aws-ar... W 1 . % &
Q, Filter by one or more properties
Region = Asia Pacific (Singapore) | x | | Clear filters
Estimated monthly w i .
. o B Savings opportunity ¥
Instance 1D v Instance name v Finding Info v Finding reasons Info v savings (On- 9%) Info
Demand) Info {
i-o0 VMWEBLOGIC24 Qver-provisioned CPU over-provisioned, Memory over-prov... £1513.7300 77.09%
O i-01 VMWEBAPP1 Over-provisioned CPU over-provisioned, Memory over-prov... $593.0500 81.73%
i-01 [ VMWEBAPP2 Over-provisioned CPU over-provisioned, Memory over-prov... $593.0500 81.73%
i-01 _ WMDBPRD3 Over-provisioned CPU over-provisioned, Memory over-prov. $532.6100 60.00%,

Recommendations for Auto Scaling Group

An Auto Scaling group can be classified as Not optimized, or Optimized.
e Optimized - correctly configured and optimized based on the workloads
e Not Optimized - at least one specification/metric is Over-provisioned, or Under-provisioned
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AWS Compute Optimizer may give the following recommendations for Auto Scaling Group.
e Recommended instance type
e Recommended On-Demand price
e Recommended RI coverage (%)
e Recommended RI utilization (%)

Sample Auto Scaling Group recommendations taken from AWS Console

Recommendations for Auto Scaling groups (2) infe
Recommendations for current resources to imprave cost and performance.

CPU architecture preference: Current, Graviton ([aws-ar... W 1 (o)

Q, Filter by one or more properties

Reglon = Asla Pacific (Singapore) [ X | | Clear filters

Estimated thi Effective v
. stimated month v .
Auto Scaling v . _ Y Savings v Current instance v enhanced Current On= v 1
Finding info v savings (On- R . . ]
group name opportunity (%) Info type infrastructure Demand price Info i
Demand) Info .
metries Info

asgwebprd01 Mot optimized $65.4100 42.42% t3.xlarge @ Inactive £0.2112 per hour [

asgwebprd02 Mot optimized $65.4100 42.42% t3.xlarge e Inactive £0.2112 per hour [

Recommendations for EBS Volume Instances

The following EBS Volume metrics are collected.

VolumeReadBytes
VolumeWriteBytes
VolumeReadOps
VolumeWriteOps

An EBS Volume can be classified as Not optimized, or Optimized.

e Optimized - correctly configured and optimized based on the workloads
e Not Optimized - at least one specification/metric is Over-provisioned, or Under-provisioned

AWS Compute Optimizer may give the following recommendations for EBS Volumes.
e Recommended volume type

Recommended size

Recommended IOPS

Recommended throughput

Recommended monthly price
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Sample EBS Volume recommendations taken from AWS Console

Recommendations for EBS volumes (20+) info
Recommendations for current resources to improve cost and performance

Q, Filter by one or more properties

Region = Asia Pacific (Singapore) | x | | Clear filters

Estimated monthly w .
Savings v

Volume 1D 'y Finding Info v savings (On- - Current volume type v Current size v Current IOPS @
opportunity () Info

Demand) Info
vol I Optimized - - General Purpose S50 (gp2) 15 G 100
vol- [ Not optimized $0.144 8.57% General Purpose 55D (gp3) 16 GiE 2000
vol- [ Not optimized $6.000 1M.11% General Purpose SSD (gp3) 500 Gig 2000
vol- [ Not optimized $0.144 1.48% General Purpase S50 (gp3) 100 GIB 2000
vol-{ Not optimized $0.528 0.52% General Purpose SSD (gp3) 1000 GIB 3000
vol- I Optimized . . General Purpose S5D (gp2) 200 Gi8 600

Lambda function metrics being used:
Invocations

Duration

Errors

Throttles

Lambda function can be classified as Not optimized, or Optimized.
e Optimized - correctly configured and optimized based on the workloads
e Not Optimized - at least one specification/metric is Over-provisioned, or Under-provisioned

AWS Compute Optimizer may give the following recommendations for Lambda Volumes.

Recommended configured memory
Recommended cost (low)
Recommended cost (high)

Sample Lambda recommendations taken from AWS Console

Recommendations for Lambda functions (40+4) info

Recommendstions for current resources to improve cost and performance.

Q, Filter by one or more properties vz > @
Region = Asia Pacific (Singapore) | x | | Clear filters
. Estimated monthly w
Function v - . , Savings v
Function name v i Finding Info v Finding reason Info v savings (On- )
version Info opportunity (%) Info
Demand) Info
FuncRunApplyDaily SLATEST Mot optimized Memory over-provisioned $1.57 14.37%
@] FuncAuditUserWeekly SLATEST Mot optimized Memory over-provisioned £0.00082 10.61%
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Elastic Load Balancing

Elastic Load Balancing (ELB) is a traffic distribution service that offers high availability and elasticity for your
application. ELB is a fully managed service. Its load balancer scales as traffic changes allowing it to handle
millions of requests per second. A load balancer works by accepting traffic and routing it across multiple
targets in one or more Availability Zones (AZ). A load balancer node is created on each enabled Availability
Zone. The load balancer automatically handles the distribution of the traffic.

Load Balancer Types

ELB offers different types of load balancers. The type of load balancer depends on the traffic that you want to
distribute. Another thing to check when setting up an ELB is whether the load balancer would be internet-facing
or internal.

ELB supports the following types of load balancers for your workloads:
e Application Load Balancer - Layer 7 load balancing/HTTP/HTTPS traffic
e Network Load Balancer - Layer 4 load balancing/TCP/UDP traffic
e (Gateway Load Balancer - Layer 3 Gateway + Layer 4 Load Balancing
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ELB Features and Components

Elastic Load Balancing is placed on top of your application for traffic distribution. A load balancer is designed
to increase the availability and security of your application. Aside from the load balancer type, you need to
define other load balancer components and features to maximize its capabilities.

Load Balancer Scheme

You can set a load balancer to either internal or internet-facing. An internet-facing load balancer has a
Public IP address assigned on its node, and the requests are routed over the internet from the clientto a
target. On the other hand, the nodes of an internal load balancer have a Private IP address, and requests
are routed privately from client to target.

IP Addresses Type

For Application and Network Load Balancer, you can specify the IP Address type that it will support. You
can choose between IPv4 or dualstack (both IPv4 and IPv6).

Listener

The listener is a process that identifies the request through ports and protocols. By defining the listener
rule, a load balancer will know the traffic it will accept. Here’s an Application Load Balancer listener as an
example.

Listeners

A listener is a process that checks for connection requests, using the protocol and port that you configured.

Load Balancer Protocol Load Balancer Port
HTTP v]
Choose a protocol v

Choose a protocol
HTTP

HTTPS (Secure HTTP)

Target Group

The requests are routed to one or more targets through the port and protocol defined on the listener
through the target groups. ELB supports various types of targets such as:

EC2 Instances

Containers

Lambda Functions

IP Addresses

Virtual Appliances

https://portal.tutorialsdojo.com/ 87


https://portal.tutorialsdojo.com/

TD Tutorials Dojo Study Guide and Cheat Sheets - AWS Certified CloudOps Engineer Associate
by Jon Bonso

Security Groups

A security group is an additional layer of security for load balancers. Only the traffic allowed by the
security group will reach the load balancer.

Availability Zones

Availability Zones are locations within an AWS Region. You should always enable the AZ where your
targets are located. Take note also that you can only specify one subnet per Availability Zone.

Health Checks

Health checks are configured inside a target group. It ensures that the requests are routed to healthy
targets by monitoring your registered targets’ HTTP and HTTPS endpoints. Health checks are also
configurable; you can change the value of the threshold, interval, timeout, and success code.

Health checks

The associated load balancer periodically sends requests, per the settings below, to the registered targets to test their status.

Health check protocol

HTTP v

Health check path
Use the default path of “/* to ping the root, or specify a custom path if preferred.

/

Up to 1024 characters allowed.

» Advanced health check settings

Sticky Sessions

The sticky session is an ELB feature that guarantees that traffic from the same client is routed only to the
same target.

Cross-zone Load Balancing

Cross-zone Load Balancing is an ELB feature that enables the load balancer node to distribute all traffic
across all Availability Zones with healthy targets. When disabled, the load balancer node distributes the
traffic only to its AZ.

Connection Draining

Connection draining or deregistration delay is a feature that allows a request to be completed before
unregistering a target.
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Load Balancer Monitoring

CloudWatch integrates with Elastic Load Balancing to monitor and log its metrics. API calls to ELB are
also logged on CloudTrail.

Delete Protection

Deletion protection prevents the accidental deletion of a load balancer.

Choosing the Right Load Balancer

Application Load Balancer (ALB)

For routing HTTP and HTTPS requests, an Application Load Balancer is a good choice. Since this load balancer
works on Layer 7, it can distribute your web application’s HTTP and HTTPS requests. An ALB can work as an
internet-facing and internal load balancer, and work for IPv4 and dualstack IP addresses. It requires a minimum
of two different subnets on different Availability Zones. Note that a server certificate is required if you have a
listener configured for HTTPS protocol. You can either use a certificate from AWS Certificate Manager or IAM.

Network Load Balancer (NLB)

A Network Load Balancer is ideal for distributing TCP and UDP traffic from the client to your application. Like
an Application Load Balancer, the Network Load Balancer can also be either internal or internet-facing. It also
supports both IPv4 and dualstack IP addresses. You can set up a Network Load Balancer using only one
subnet, but two subnets are ideal for improving your application’s fault tolerance. Make sure as well that the
target group has at least one valid target to accept the requests. If multiple AZs are specified, you can enable
Cross-Zone Load Balancing to distribute the traffic in all targets equally. The direction of the network traffic will
depend on the rules defined by the listener and routing.

Listeners and routing info

A listener is a process that checks for connection requests, using the protocol and port you configure. Traffic received by the listener is then routed per your specification.

¥ Listener TCP:80

Protocol Port Default action

TCP v : 80 Forward to | Web-EC2-Group TCP v

Target type: Instance
1-65535 gettvp

Create target group [4

Add listener
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Gateway Load Balancer (GWLB)

A Gateway Load Balancer eases the management of multiple virtual appliances. A GWLB can distribute traffic
across multiple virtual appliances that support Generic Network Virtualization Encapsulation (GENEVE). You
can enable GWLB on a single subnet, but the target group should have at least one target that accepts the
GENEVE protocol. Take note that Gateway Load Balancer only supports IPv4 addresses; it doesn’t support IPv6
and dualstack.

Summary

Review and confirm your configurations. Estimate cost [

Basic configuration Edit Network mapping Edit IP listener routing Edit Tags Edit
Load balancer name not defined VPC vpc-03¢57950e44f8783b [4 GENEVE:6081 defaults to None
s |Pv4 vpc_webapp TD-VA [

e us-east-1a
subnet-0c06bf5364a2e0f3f [
web-subnet1
us-east-1b

subnet-060fcfc450d83dcff [
web-subnet-2

References:
https://docs.aws.amazon.com/elasticloadbalancing/latest/userquide/what-is-load-balancing.html

https://docs.aws.amazon.com/elasticloadbalancing/latest/userqguide/how-elastic-load-balancing-works.html

S3 Presigned URL

All buckets and objects are stored privately by default in S3. This is a much more secure design than having
your objects publicly accessible by default. But if you have a storage requirement where you must share an
object or bucket with your customers to upload an object quickly, you can use the S3 presigned URL to
generate a URL for your customer. The URL generated can be used by a customer to view or upload an object.
The action and the duration of the access can also be defined when generating a URL.

Sharing S3 objects using Presigned URL

There are multiple ways of creating a presigned URL to share an object, such as:

e AWSCLI e RESTAPI
AWS SDK for Java e .NET
e AWS Explorer for Visual Studio e Ruby
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e PHP e Python
e Node.s e Go

You can use the following security credentials when generating a presigned URL. Note that the user who
generates a presigned URL should have the necessary permission to execute the action of the generated URL.

Security Credentials Validity
IAM instance profile 6 hours max validity
AWS Security Token Service 36 hours max validity for permanent credentials
IAM user (access key and secret access key) Seven days max validity when using AWS
Signature Version 4

In this example, we use AWS Command Line Interface to generate a URL and share an object in S3.

tutorialsdojo-test .«

Objects Properties Permissions Metrics Management Access Points

Permissions overview

Access

Bucket and objects not public

Block public access (bucket settings)

Public access is granted to buckets and objects through access control lists (ACLs), bucket policies, access point policies, or all. In order to ensure that public access to all your 53 bucl
and its access points. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that your applications will work correctly without ¢
customize the individual settings below to suit your specific storage use cases. Learn more |z',

Block all public access

@ on

Block public access to buckets and objects granted through new access control lists (ACLs)

@ on

Block public access to buckets and objects granted through any access control lists (ACLs)

@on

Block public access to buckets and objects granted through new public bucket or access point policies

@ on

Block public and cross-account access to buckets and objects through any public bucket or access point policies

@ on
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Amazon 53 tutorialsdojo-test

tutorialsdojo-test .

Objects Properties Permissions Metrics Management Access Points

Objects (1)

Objects are the fundamental entities stored in Amazon S3. You can use Amazon 53 inventory [4] to get a list of all objects in your bucket. For others to access your objects, you'll need to explicitly grar

Actions ¥ [ Upload

Q

‘ Create folder

Name A Type v Last modified v

[ sample.txt txt July 117, 2021, 01:03:24 (UTC+08:00)

To generate a presigned URL, follow the command below.

aws s3 presign <s3objectURL>

Example:

aws s3 presign s3.//tutorialsdojo-test/sample.txt

Sample Output

https://tutorialsdojo-test.s3.ap-southeast-1.amazonaws.com/sample.txt?X-Amz-Algorithm=AWS4-HMAC-SHA2
56&X-Amz-Credential=AKIASZBEWVFGZ6VYNZLZ%2F20210710%2Fap-southeast-1%2Fs3%2Faws4_request&X-
Amz-Date=20210710T171224Z&X-Amz-Expires=3600&X-Amz-SignedHeaders=host&X-Amz-Signature=409f641

d1b06f2122b17fb26f9ef56a84b475714b4eb7fec29151746d963df5a

Use the generated URL to grant temporary access on the object.

@ https:/ftutorialsdojo-tests3.ap-s. X +

= C @ tutorialsdojo-test.s3.ap-southeast-1.amazonaws.com/sample mz-Algorithm=AWS4-HMAC-SHA

This is a test.

Optionally, you can define an access duration for the URL by adding the —-expires-in parameter. If you didn't
specify the duration, it would get a default value of 3600 seconds.
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aws s3 presign <s3objectURL> —-expires-in <value>

Uploading S3 Objects Using Presigned URL

Presigned URL also enables you to upload an object to a specific bucket. Users who upload an object using the
presigned URL need no credentials or permissions.

To generate a presigned URL for uploading objects, you can use AWS SDK. You need to provide valid security
credentials and specify the following parameters.

Bucket Name

Object Key

HTTP method (PUT method)

Expiration

In this example, we use AWS SDK for Python. The function generate_presigned_url will generate the presigned
URL with the defined parameters. You can set the validity by defining the Expiresin value in seconds.

import boto3
url = boto3.client('s3").generate_presigned_url(
ClientMethod="put_object,
Params={'Bucket" 'S3BucketName', 'Key": 'ObjectKey'},
ExpiresIin=3600)

Reference:

https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-presigned-url.html
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S3 Transfer Acceleration

When catering to a global audience, the distance between you and your client is undoubtedly an issue. This is
also applicable for the S3 service, especially when uploading large objects across the regions. It will surely take
a long time to upload hundreds of gigabytes of things to an S3 bucket located on the other side of the globe.
To address this issue, you can enable the S3 Transfer Acceleration feature on S3 buckets.

Amazon S3 tutorialsdojo-test Edit transfer acceleration

Edit transfer acceleration i

Transfer acceleration

Use an accelerated endpoint for faster data transfers. Learn more [/

Transfer acceleration
Disable

© Enable «——

Accelerated endpoint

tutorialsdojo-test.s3-accelerate.amazonaws.com

(@ Use the accelerated endpoint for faster data transfers, which will incur an additional fee. See Amazon 53
pricing [4

S3 Transfer Acceleration integrates with Amazon CloudFront and uses its AWS Edge location around the globe
to create an accelerated endpoint for a much faster data transfer. In this way, your S3 bucket is much closer to
your users. Data will be uploaded on an AWS Edge Location and routed to your S3 bucket through the AWS
internal network.
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AWS offers a Speed Comparison tool to compare the performance of accelerated transfer and standard S3

data transfer in different AWS regions.

Upload speed comparison in the selected region

Virginia
(US-EAST-1) 6% faster

S3 Direct Upload Speed

Upload complete

83 Accelerated Transfer Upload Speed

Upload complete

Reference:

https://docs.aws.amazon.com/AmazonS3/latest/userguide/transfer-acceleration.html
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Amazon CloudFront

CloudFront enables customers to deliver content throughout the globe by using CloudFront edge location.
Content is cached to different edge locations from an origin server, allowing viewer requests to be directed to
the nearest edge location instead of the origin server.

Caching Process

Every object being cached has a unique identifier called Cache Key associated with them. This key may contain
values like domain name, URL, HTTP header, query strings, and cookies. When a viewer sends a request to an
edge location, CloudFront determines if the request is a cache hit or miss by comparing the values of the
request with the values in the cache key.

Amazan CloudFront Cache Process

% Cache hit
bject is served from the edge Iocatlon -
) 9 Origin Request )

Cache miss > - Object cached to Edge Location

User CloudFront Edge Location S3 Bucket Origin

A cache hit occurs when the request and cache key’s value matches, thus confirming that the requested object
is cached on the edge location. On the other hand, the request is forwarded to the origin server (origin request)
to retrieve the requested object during a cache miss event. The Origin Request contains values like URL,
request body, and headers. The origin server then sends the object to the user through the edge location and
caching simultaneously.

The cache key directly affects the cache hit ratio of an object; the more values defined on the cache key, the
lower the number of hits that can affect your application or website performance.

CloudFront Policies

CloudFront Policies help you to granularly define what values you want to include in Cache Key and Origin
Request. First, it is essential to determine what values your application/website requires from the viewer's
request. You may also want to choose the values being forwarded to the origin server if you plan to collect
these data.
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Cache Policy

Amazon CloudFront provides a preconfigured AWS-managed cache policy that you can use for your
distribution. Below is a comparison of the AWS-managed cache policy.

Cache Key Settings Compression Support
Cache Policy Header Cookies Query Strings Gzip Brotli
Authorization
CloudFront-Viewer-Country
Amplify Host All All Yes Yes
CachingDisabled None None None No No
CachingOptimized None None None Yes Yes
CachingOptimizedForUncom
pressedObjects None None None No No
aws.manifestfilter
start
Elemental-MediaPackage origin None end Yes No

If the AWS-managed cache policy doesn’t fit your requirements, you can always create a custom cache policy.
A custom cache policy gives you the flexibility to specify header, and block or accept a particular query string

and cookies.
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Cache key settings info

Headers
Choose which headers to include in the cache key.

Include the following headers v

Add header
Select an existing header element or create a custom header. (max 10)

v Add custom

Authorization X ‘ ‘ Host X ‘ ‘ CloudFront-Viewer-Country X

Query strings
Choose which query strings to include in the cache key.

Include all query strings except v

Block
Block a query string from the cache key.

Cookies
Choose which cookies to include in the cache key.

All v

Origin Request Policy

Origin Request Policy defines the information included in the origin requests. AWS also provides a

preconfigured AWS-managed origin request policy for origin requests. Below is a comparison of the
AWS-managed origin request policy.

Cache Key Settings
Origin Request Policy Header Cookies Query Strings
AllViewer All All All
CORS-CustomOrigin origin None None
origin
access-control-request-headers
CORS-S30rigin access-control-request-method None None
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origin
x-forwarded-for

Elemental-MediaTailor-PersonalizedManifests [user-agent

access-control-request-headers

access-control-request-method

None

All

referer
UserAgentRefererHeaders user-agent

None

None

If the AWS-managed origin request policy doesn’t fit your requirements, you can always create a custom cache
policy. A custom origin request policy gives you the flexibility to specify header, query strings, and cookies.

Origin request settings info

Headers
Choose which headers to include in origin requests.

Include the following headers

Add header
Select an existing header element or create a custom header. (max 10)

‘ Origin X ‘ ‘ CloudFront-Viewer-Country

Query strings
Choose which guery strings to include in origin requests

MNone

Cookies
Choose which cookies to include in origin requests.

Include specified cookies

Allow
Add the name of the cookie to include in origin requests.

session_id

Remove

v Add custom

Reference:

https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/HowCloudFrontWorks.html

https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/working-with-policies.html
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Amazon ElastiCache

ElastiCache Memcached and Redis Engine

AWS offers a fully managed service for in-memory caching for your applications. ElastiCache generally
supports both Memcached and Redis engines. Both are identical, but you certainly shouldn’t easily choose a
specific engine over the other since both of them have specific use cases. Here are the things you might want
to consider when choosing an ElastiCache engine.

©

Amazon ElastiCache <

Datz

Dashboard

¥ Resources Amazon ElasticaChe Get started

Valkey caches New Real-time performance for real-time applications Crente.a serverloss cache in st o fow dlicks
Memcached caches J :

Redis OSS caches Get started &
Global datastores
Valkey

Reserved nodes
Memcached

Backups
v Configurations Amazon ElastiCache
Amazon ElastiCache announces support for Valkey,
Subnet groups offering 20% lower price on ElastiCache node-based

Parameter groups
User management

User group management execute on the cache. Data stored is billed in gigabyte-

hours (GB-hours) and requests are billed in ElastiCache

and 33% lower price on ElastiCache Serverless, starting
|-_“_”—H—-| as low as $6/month on Serverless. ElastiCache
@ Serverless charges for data stored and the requests you

Processing Units (ECPUs). ElastiCache also offers the

Serverless Design your own cluster - X
ability to design your cluster where you pay for cache
Events Fast provisioning and instant scaling with Customize your node type, size, and nodes per hour.
Service updates no servers to manage. Data is placement for fine-grained control to meet
automatically stored across multiple your application’s needs. ElastiCache pricing

Availability Zones with a 99.99%

. . availability Service Level Agreement (SLA).
ElastiCache cluster client

Documentation [2

ra

More resources 2

Clusters

To start using ElastiCache, you create a cluster and specify the engine to be used. A cluster contains one or
more cache nodes with their memory and compute resources according to the node type. Each node in a
cluster runs a cache engine. For the Redis engine, you can choose to enable cluster mode during cluster
creation. Redis (Cluster Mode enabled) offers a limited option for cluster modification, but Memcached and
Redis (Cluster Mode disabled) support adding and removing nodes from the cluster.

Sharding

One key difference between Memcached and Redis is the sharding feature. Memcached doesn’t support the
use of shards, while Redis does. Shard is a hierarchical arrangement of multiple nodes that allows you to have
primary and replica nodes. Redis (Cluster Mode enabled) may contain up to 500 shards, while Redis (Cluster
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Mode disabled) may only have a single shard on a cluster. Both Redis and Memcached can split their data
across all nodes. Still, sharding allows for much efficient processing, which is beneficial when working with a
large scale in-memory caching.

Multithreading

Memcache supports multithreading allowing it to process through multiple cores and making it easy to scale
up its computing resources. On the other hand, Redis runs on a single thread, which allows it to scale
horizontally on a cluster.

High Availability

Suppose high availability is a crucial requirement for your caching workloads. In that case, Redis is the engine
to choose from since Memcache doesn’t support replication and high availability. Redis supports replication
through sharding. For Redis (Cluster Mode disabled), all nodes can contain all the cluster's data in a single
shard, while for Redis (Cluster Mode enabled), data are partitioned across all shards. This feature also enables
Redis for automatic failover. Below is an example of a node, replica, and Multi-AZ configuration on ElastiCache
Redis.

ElastiCache > Redis OSS caches » Create Redis 0SS cache

Location

© AWSs Cloud () On premises
Use the AWS Cloud for your ElastiCache instances. Create your ElastiCache instances on an Outpost

Multi-AZ
Enable

Multi-AZ provides enhanced high availability through automatic failover to a read replica, cross AZs, in case of a primary node failover.

Auto-failover

Cluster settings

Use the following options to configure the cluster.

Engine version
Version compatibility of the engine that will run on your nodes.

(74 v
Port
The port number that nodes accept connections on.
[ 6379 ]
Parameter groups
Parameter groups control the runtime properties of your nodes and clusters.
[ defauitredis7 v | @
Node type
The type of node to be deployed and its associated memory size.
cacherég.large v
13.07 GiB memory  Up to 10 Gigabit network performance

Number of replicas
Enter the number of replicas between 0 and 5. Zero replicas will not enable an enhanced cluster with primary/replica roles.

C )
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Backup and Restore

An ElastiCache cluster running on the Redis engine can use S3 to export a backup. You can set up a scheduled
automatic backup or trigger a manual backup for your Redis cluster. You can also create a Redis cluster using
a backup from an S3 bucket. On the other hand, Memcached doesn't support backup and restore. Here’s an
example backup configuration of the ElastiCache cluster using the Redis engine.

Backup source

Source

Choose the source backup to migrate data from.

[ Other backups v ]
Seed RDB file 53 location

Path to a RDB backup stored in Amazon S3 to seed your cache.

[ myBucket/myFolder/objectName ]
Use comma to separate multiple paths in the field.

Backup o

You can use backups to restore a cache or seed a new cache. The backup consists of the cache's metadata, along with all of the data in the cache.

Enable automatic backups
ElastiCache will automatically create a daily backup of your cache.

Backup retention period
The number of days for which automated backups are retained before they're automatically deleted.

L v

Backup start time
The daily time when automatic backups start if they're enabled.

© No preference
() Specify start time

Key Points:

The workloads you'll be processing must be considered when choosing the right engine for ElastiCache. If
you'll be working with simple data types like objects and need the capability to scale depending on the number
of workloads, it is recommended to use Memcached. If your data includes complex data types (string, sets,
sorted sets, lists, hashes) and requires high availability and failover capabilities, Redis is the right choice.

References:
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/SelectEngine.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Whatls.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/mem-ug/Whatls.html
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Virtual Private Cloud

Network Access Control List (NACL)

AWS recommends applying security on any level of your architecture. For VPC Subnets, it's the Network
Access Control List (NACL). The NACL may allow or deny network traffic according to the rules you applied.
Unlike a security group, the NACLs are stateless. Accepted inbound traffic is not automatically permitted on
outbound; you need to define it explicitly. Changes made to an NACL are also applied immediately. You can't
associate multiple NACLs to a subnet simultaneously, but you can associate an NACL to various subnets. You
create a rule by specifying the following details.

e Rule number. e Source (Inbound rules only)

e Type e Destination (Outbound rules only)
e Protocol e Action (Allow/Deny)

e Portrange

Each subnet requires an NACL associated with it. AWS provides a default network ACL that accepts both
inbound and outbound traffic.

Default NACL Inbound Rules

Inbound rules Outbound rules Subnet associations Tags
Inbound rules (2) Edit inbound rules
Q 1 @
Rule number ¥ Type v Protacol v Port range v Source v Allow/Deny 'S
100 All traffic All All 0.0.0.0/0 @ Allow
All traffic All All 0.0.0.0/0 ® Deny

Default NACL Outbound Rules

Inbound rules Outbound rules Subnet associations Tags

Outbound rules (2) Edit outbound rules
Q 1 @
Rule number v Type v Protocol v Port range v Destination v Allow/Deny v
100 All traffic All All 0.0.0.0/0 @ Allow
All traffic All All 0.0.0.0/0 ® Deny
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The default network ACL works fine if you don't have strict security requirements. Still, it's a good practice to
leverage this feature to another layer of security in your cloud architecture.

You can create your own fine-grained rules on a custom network ACL and associate them with your subnets.
Always consider and evaluate your application’s traffic and traffic from your users to avoid any conflicts on the
rule. By default, a newly created custom NACL denies all inbound traffic.

Below is an example of a custom NACL with fine-grained rules for inbound and outbound. The custom NACL
allows HTTPS from IPv4 addresses, SSH from a specific IP address, and Oracle database connection from a
particular CIDR block. The rule with the lowest rule number is evaluated first; in this case, the HTTPS rule is
applied first, then followed by the rule for SSH and Oracle database traffic. The rule with an asterisk (*) on rule
number guarantees that all network traffic that is not explicitly defined is denied. Note that a rule is
immediately applied for specific traffic and doesn’t consider conflicts with other rules with a higher rule

number.

acl-0d1d563c4a57¢265c¢ / td-nacl-app

Details Inbound rules Outbound rules Subnet associations Tags

Inbound rules (4) Edit inbound rules
Q 1 ©
Rule number v Type v Protocol v Port range v Source v Allow/Deny v
100 HTTPS (443) TCP (6) 443 0.0.0.0/0 Allow
110 SSH (22) TCP (6) 22 206.1.110.3/32 @ Allow
120 Oracle (1527) TCP (6) 1521 10.1.0.0/24 ®@ Allow
All traffic All All 0.0.0.0/0 ® Deny

acl-0d1d563c4a57¢c265¢ / td-nacl-app

Details Inbound rules Outbound rules Subnet associations Tags
Outbound rules (4) Edit outbound rules

Q 1 @
Rule number v Type v Protocol v Port range v Destination v Allow/Deny v
100 HTTPS (443) TCP (6) 443 0.0.0.0/0 @ Allow
110 SSH (22) TCP (6) 22 206.1.110.3/32 © Allow
120 Oracle (1521) TCP (6) 1521 10.1.0.0/24 @ Allow

All traffic All All 0.0.0.0/0 ® Deny
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Route Tables

The Route tables control the traffic routing of your subnets and gateways. The route table evaluates the
destination and target defined in the route to direct traffic. All subnets in a VPC require a route table. When a
VPC is created, the main route table, which handles the traffic routing within that VPC, is also created. The
main route table is implicitly associated with a VPC until you explicitly associate a new custom route table with
it. Remember that you can associate a route table with multiple subnets. However, a subnet can be associated
with only one route table at a time.

On the route table, you define a destination and target. A destination determines where the traffic from an IP
address range or a prefix goes. Traffic from the destination is routed to whatever is defined on the route target.

Egress Only Internet Gateway - allows only outbound IPvé6 traffic to the public internet. Prohibits IPv6
connection from the internet

Gateway Load Balancer Endpoint - a VPC endpoint that the Gateway Load Balancer uses for
distributing traffic between the service provider and service consumer VPC

Instance - EC2 instance within the same instance

Internet Gateway - allows inbound and outbound communication between VPC and public internet
Local - route for the local VPC

NAT Gateway - resides on a public subnet. Allows internet connection for private subnets

Network Interface - virtual network card attached to an instance

Outpost Local Gateway - allows communication between VPC and on-premises network

Peering Connection - the connection between two VPCs

Transit Gateway - interconnects multiple VPC and on-premises networks using a network transit hub
Virtual Private Gateway - virtual router used for VPN tunnel
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Edit routes
Destination Target
Q. 0.0.0.0/0 | Q|

Add route

Egress Only Internet Gateway
Gateway Load Balancer Endpoint

Instance

Internet Gateway

local

NAT Gateway

Network Interface
Outpost Local Gateway
Peering Connection
Transit Gateway

Virtual Private Gateway

Here is an example of a custom route table. Creating a route table automatically creates a local route to enable
traffic routing within the VPC. You also see a route for all IPv4 and IPv6 addresses routed to an Internet
Gateway. You can route traffic from a prefix (Amazon S3) to a specific network interface within a VPC.

Routes Subnet associations Edge associations
Routes (4)

Q
Destination Target

172.31.0.0/16
0.0.0.0/0

/0
pl-6fa54006

local

igw-e8a2ab8c
igw-e8a2a68c
eni-02d4a726c1fc1dd1a [

Route propagation Tags
Both v 1 {s¥
Status Propagated v
® Active No
@ Active No
@ Active No
@ Active No
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VPC Flow logs

Using VPC Flow logs, you can track IP traffic to and from your network interfaces in a VPC. This feature helps
you to monitor traffic or troubleshoot a network-related operational issue.

You create a Flow Log on the Network Interface on the EC2 console. You can set the Flow log to capture
accepted and rejected traffic only, or both. You also set the logging interval to either 10 minutes or 1 minute.

Filter
The type of traffic to capture (accepted traffic only, rejected traffic only, or all traffic).

Accept
Reject
O Al

Maximum aggregation interval Info
The maximum interval of time during which a flow of packets is captured and aggregated into a flow log record.

© 10 minutes

1 minute

Destination
The destination to which to publish the flow log data.

Send to CloudWatch logs
© Send to an S3 bucket

When you create a Flow log, you have an option to publish the data into an Amazon CloudWatch logs or
Amazon S3 bucket. When you choose to publish the data to Amazon CloudWatch logs, you need to specify the
log and an IAM role; otherwise, set the ARN for the Amazon S3 bucket.

You can also choose the log format. You can use the AWS default format or choose only specific log attributes
by selecting a custom format.
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Log record format

The fields to include in the flow log record.
O AWS default format

Custom format

Format preview

${version} ${account-id} ${interface-id} ${srcaddr} ${dstaddr} ${srcport} ${dstport}
${protocol} ${packets} ${bytes} ${start} ${end} ${action} ${log-status}

Here is an example of a flow log published to an Amazon CloudWatch Logs log group. The log filter is helpful
for things like viewing traffic from a specific address, checking traffic on particular ports, and others.

Log events

You can use the filter bar below to search for and match terms, phrases, or values in your log events. Learn more about filter patterns [4

Q

Clear m 30m 1h 12h Custom (O]

> Timestamp

2021-08-09722:11:34.000+08:00
2021-08-09722:11:34.000+08:00
2021-08-09722:11:34.000+08:00
2021-08-09722:11:34.000+08:00
2021-08-09T722:11:34.000+08: 00
2021-08-09T722:11:34.000+08:00
2021-08-09T722:11:34.000+08:00
2021-08-09T722:11:34.000+08: 00

2021-08-09T722:11:34.000+08: 00

vV ¥ ¥V vV vV vV VvV v v Vv

2021-08-09T722:11:34.000+08:00

Traffic Mirroring

Message

No older events at this moment. Retry

2 947117271373 eni-02d4a726clfclddla 193.93.62.46 172.31.15.23 24472 3389 6 8 1486 1628518294 1628518354 ACCEPT OK
2 947117271373 eni-02d4a726¢1fclddla 193.93.62.81 172.31.15.23 42462 3389 6 8 1502 1628518294 1628518354 ACCEPT OK
2 947117271373 eni-02d4a726¢1fclddla 193.27.228.61 172.31.15.23 49891 1564 6 1 40 1628518294 1628518354 REJECT OK
2 947117271373 eni-02d4a726c1fclddla 172.31.15.23 193.93.62.47 3389 1132 6 7 1905 1628518294 1628518354 ACCEPT OK
2 947117271373 eni-02d4a726cifclddla 23.2.106.84 172.31.15.23 80 39275 6 1 44 1628518294 1628518354 REJECT OK

2 947117271373 eni-02d4a726cifciddla 54.240.227.54 172.31.15.23 443 62003 6 24 7177 1628518294 1628518354 ACCEPT OK
2 947117271373 eni-02d4a726cifciddla 193.93.62.47 172.31.15.23 1132 3389 6 8 1502 1628518294 1628518354 ACCEPT OK
2 947117271373 eni-02d4a726cifciddla 193.93.62.23 172.31.15.23 52584 3380 6 8 1486 1628518294 1628518354 ACCEPT OK
2 947117271373 eni-02d4a726cifclddla 185.156.73.19 172.31.15.23 55308 57418 6 1 40 1628518294 1628518354 REJECT OK

2 947117271373 eni-02d4a726c1fclddla 172.31.15.23 54.248.227.54 62001 443 6 4 214 1628518294 1628518354 ACCEPT OK

Traffic Mirroring is a VPC feature that allows you to stream both inbound and outbound traffic from a network
interface to multiple targets. With traffic mirroring, you can analyze your network traffic in real time by sending
the mirrored traffic to many monitoring/security devices. The device can be on the same VPC or a different
VPC connected via VPC Peering, AWS Transit Gateway, or the Gateway Load Balancer endpoint. Since the
network packets are captured from the network interface level, running an agent on your instance is
unnecessary. With a simple configuration, you can quickly detect threats and identify vulnerabilities.
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To use Traffic Mirroring, you need to configure the following.
Mirror targets - the destination of mirrored traffic. A target can be any of the following:
e Network interface

e Network Load Balancer with UDP listener
e (Gateway Load Balancer with UDP listener

Choose target

Target type cannot be modified after creation.

Target type
Network Interface v
Target
Q, eni-075359fh30a8a9db7 X C

Mirror filter - defines the specific inbound and outbound traffic that is mirrored. No traffic is accepted by
default; you need to accept or reject traffic explicitly.

Inbound rules - optional
. Source port range - Destination port range - I P
Number Rule action Protocol _ ~ Source CIDR block Destination CIDR block Description
optional optional P
100 < reject v TCP(6) v 22 22 0.0.0.0/0 0.0.0.0/0 ®
200 ] accept ¥ TCP(6) v 8080 7832 0.0.0.0/0 10.1.0.0/24 ®
Add rule
Outbound rules - optional
. Source port range - Destination port range - I P
Number Rule action Protocol - _ Source CIDR block Destination CIDR block Description
optional optional P
100 o] reject v TCP(6) v 22 22 0.0.0.0/0 0.0.0.0/0 (0]
200 < accept ¥ TCP(6) v 8080 7832 0.0.0.0/0 10.1.0.0/24 (]
Add rule

Mirror sessions - set up the traffic mirroring by specifying the Mirror source, target, and Filter.
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Session settings
Set description, source, and target.

Name tag - optional

TDAppMirrorSession
Description - optional
Mirror source
The resource that you want to monitor.
Q. eni-0c320ee8830be38b8. X c
Only network interfaces of type "interface” are allowed.
Mirror target
A network interface, or a network load balancer, or a gateway load balancer endpoint that is the destination for mirrored traffic.
Q, tmt-022470a957e538c4f x C Create target

In the example below, users access an application hosted in an EC2 instance. On the same VPC, a monitoring
instance is spawned (a SaaS or an instance with any network/packet analyzer capabilities). According to the
defined Filter, inbound and outbound traffic from the users going to the application instance is mirrored in the
monitoring instance. From there, the monitoring instance can see and analyze the same traffic the application
has.

Inbound

Af—

Outbound

%
8
Traffic Mirroring
Defined Mirror Session,
Mirror Target and Filter [:l::: I
Application Instance Monitoring Instance
(Source) (Target)

References:
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
https://docs.aws.amazon.com/vpc/latest/mirroring/what-is-traffic-mirroring.html
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Amazon Route 53

Amazon Route 53 is a scalable Domain Name Service (DNS) for your resources inside and outside an AWS
environment. Route 53 gives you the capabilities to register a domain, use different routing policies for DNS
routing, and monitor resources through health checks.

Domain Registration

Domain registration on Route 53 is straightforward. You search by providing a domain name and extension
(.com, .net, etc.). Route 53 will tell you the availability of the domain and gives you domain suggestions.
Domains are priced per year, and the prices also vary per domain extension.

Choose a domain name

cloudcomputing | .com - $12.00 > | m

Availability for ‘cloudcomputing.com'’

Domain Name Status Price /1 Year Action

cloudcomputing.com b 4 Unavailable

Related domain suggestions

Domain Name Status Price /1 Year Action

alphacloudcomputing.com +  Available $12.00 Add to cart
alphacloudcomputing.net "  Available $11.00 Add to cart
analyticscomputing.com v  Available $12.00 Add to cart
appscomputing.com +  Available $12.00 Add to cart
cloudcomputing.systems +  Available $21.00 Add to cart
cloudcomputingsystems.net v  Available $11.00 Add to cart
cloudforcecomputing.com +  Available $12.00 Add to cart
intercloudcomputing.com +  Available $12.00 Add to cart
saintcloudcomputing.com +  Available $12.00 Add to cart

If you have an existing domain on another DNS provider, you can also transfer its registration under Route 53.
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Transfer Domain to Route 53

You can transfer registration for one or more domains from another registrar to Route 53. Before you continue, do the
following:

» Confirm that the domain is transferable. See Transfer requirements for top-level domains.
» For each domain that you want to transfer, perform the first four steps of Transferring registration for a domain
to Route 53.

To transfer up to five domains, you can enter each domain name below.
To transfer more than five domains, you can use the Transfer multiple domains to Route 53 page.

.com - $12.00 x m

Route 53 Service Integrations

Route 53 works with multiple AWS resources and even resources outside AWS. For AWS resources, you can
route traffic to the following:
e Amazon EC2 - route traffic to website and application hosted on EC2 instances using IP address.
Amazon VPC - route traffic to a VPC endpoint using its IPv4 address
Elastic Load Balancing - route traffic to Load Balancer’s IPv4 address
Amazon API Gateway - route traffic to an APl endpoint using IPv4 address
Amazon CloudFront - route traffic to CloudFront distribution using IPv4/IPv6 address
AWS Elastic Beanstalk - route traffic to Elastic Beanstalk environment using IPv4 address
Amazon Lightsail - route traffic to a Lightsail instance using IPv4 address
Amazon WorkMail - route traffic to WorkMail using MX, TXT, and CNAME record
Amazon RDS - route traffic to DB instance using its domain name
Amazon S3 - route traffic to a static website hosted on an S3 bucket using S3 website endpoint

Hosted Zones

For easy routing management, hosted zones are configured to hold routing information. You can create a
hosted zone by specifying your domain and the zone type. A hosted zone can be either of the two:

e Public Hosted Zones - traffic are routed on the internet

e Private Hosted Zones - traffic are routed within Amazon VPC
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Route 53 Health Checks

Route 53 can monitor the health status of multiple resources for more efficient traffic distribution. You can set
up endpoint monitoring for your resources like web servers by sending HTTP/HTTPS or TCP requests. Aside
from monitoring endpoints, Route 53 can also monitor other health checks and CloudWatch Alarm. Monitoring
the other health checks can be helpful if you are monitoring the number of resources with the same function.
You still have health checks (child) on the individual resources, but instead of receiving multiple alerts, you only
receive alerts from the parent health check that monitors the other health checks.

For CloudWatch Alarms, Route 53 health check returns a healthy status for OK state and unhealthy status for
ALARM state. For INSUFFICIENT alarm state, you can configure a health check to either return a healthy,
unhealthy, or the last known status.

Name  webserver [ ]

What to monitor @ Endpoint (]
Status of other health checks (calculated health check)

State of Cloud\Watch alarm

Route 53 health check can also monitor resources listed on a DNS record set for DNS failover. Route 53 can
monitor resources specified in a record and do the DNS queries only to the healthy resources.

Route 53 Records

When you create a hosted zone, you can create records where you specify record types of your resources as
well as the routing policy.
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Route 53 Hosted zones test.net Create record
Quick create record info Switch to wizard \ Add another record |
Record name Info Record type Info Value Info P Alias
test.net A - Routes traffic to an IPv4 addr... ¥

Valid characters:a-z, 0-9, ! " # $ % & ' () *+,-/ 4
o=@V LY Enter multiple values on separate lines.
TTL (seconds) Info Routing policy Info

300 Simple routing v
[ m | 1h | [ 1d ‘

Recommended values: 60 to 172800 (two days)

When routing traffic to other AWS resources, Route 53 supports the use of Aliases.

Route traffic to Info @ Alias

A

Q |

Allds LU AFTUdilEewdy AP ~

Alias to CloudFront distribution

Alias to Elastic Beanstalk
environment

— Alias to Application and Classic Load = —

Balancer

Alias to Network Load Balancer .
Alias to Global Accelerator

Alias to S3 website endpoint

Alias to VPC endnnint -
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Routing Policy

How Route 53 distributes traffic to your resources will depend on the routing policy you specified. Route 53
offers the following routing policies.

e Simple Routing Policy - routes traffic to a single resource

e Failover Routing Policy - lets you define a primary and secondary resource. Traffic is automatically
transferred to secondary resources when the primary resource is unhealthy
Geolocation Routing Policy - route user traffic to specific resources based on their location
Latency Routing Policy - route traffic to your resource’s AWS region with the lowest latency
Multivalue Answer Routing Policy - supports multiple value return for DNS queries
Weighted Routing Policy - route traffic by specifying the weight to various resources.
Geoproximity Routing Policy - determines the traffic routing according to the location of the user and
resources. It can be used on Traffic Flow only.

Switch to quick create

Routing policy

© Simple routing Weighted Geolocation

EE :

a
T .
i+
I+
I+

Use if you're routing traffic to just
one resource, such as a
webserver.

Latency

Use when you have resources in
multiple AWS Regions and you
want to route traffic to the
Region that provides the best
latency.

B
.

Use when you have multiple
resources that do the same job,
and you want to specify the
proportion of traffic that goes to
each resource. For example: two
or more EC2 instances.

Failover

Use to route traffic to a resource
when the resource is healthy, or
to a different resource when the
first resource is unhealthy.

® O

E3

Use when you want to route
traffic based on the location of

your users.

Multivalue answer

Use when you want Route 53 to
respond to DNS queries with up
to eight healthy records selected
at random.

g ----- EE
fe B2

For complex DNS routing of many resources, you can use Route 53 Traffic Flow. It is a visual editor to help you
create complex DNS routing like using multiple routing policies for different resources.
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DNStype A |P address in IPv4 format -0

Geoproximity rule

DNS Record Types

When adding a resource to a record, you specify the record type and its value.

record types.

Latency rule

Region (s East (N Virginia)

» Health checks

4
%o

Show geoproximity map N e
]
Region: o [
Endpoint  Cystom (enter coordinates) . }
Location
Coordinates  0.00 0.00 [i]
Latitude Longitude
Bias 0 =g [i]
99 99
» Health checks

Region  ys East (Ohio)

» Health checks

4
o

Endpoint

Type  Value

Value 1921681

Type  Value

Route 53 supports the following

Record Type | Value/Used for

A IPv4 address

AAAA IPv6 address

CAA Verification of certificates used by a domain/subdomain
CNAME Map a domain to another domain/subdomain

DS Establishing the chain of trust for DNS Security Extensions (DNSSEC)
MX mail server

NAPTR Dynamic Delegation Discovery System (DDDS) applications
NS Provides Name Servers for a hosted zone

PTR Map IP address to Domain

SOA Provide DNS information about a domain

SPF Verification of email sender (Not recommended)

SRV Accessing services by defining priority, weight, and port
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TXT For application-specific values and verification of email sender

Route 53 Resolver

Route 53 Resolver is a DNS resolver that automatically answers DNS queries within a VPC. By default, it
resolves queries for

e FEC2instances domain names

e Records in Private Hosted Zones
e Records in Public Name Servers

Resolver Endpoints

If there is a need to set up DNS resolution between a VPC and an on-premise network, you will need to create
Resolver Endpoints. You can create an Inbound Endpoint (going to Route 53 resolver), Outbound Endpoint
(going to another DNS resolver), or both.

Basic configuration

Direction of DNS queries Infa
You can configure endpoints for inbound DNS queries (to your VPC), outbound DNS queries (from your VPC), or both.

© Inbound and outbound Inbound only Outbound only
Configure endpoints that allow Configure an endpoint that Configure an endpoint that
DMS queries both to and from allows DNS queries to your VPC allows DNS queries from your
your VPC. from your network or another VPC to your network or another

=D .G =G

An on-premise network must be connected to your VPC via AWS Direct Connect/AWS VPN, or if with a different
VPC, it must be connected using VPC Peering.
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Inbound Endpoints - DNS Resolvers from on-premise network/peered VPC forward DNS queries to your Route
53 Resolver.

General settings for inbound endpoint

Endpoint name
A friendly name lets you easily find your endpoint on the dashboard.

TD-InboundEndpoint

The endpoint name can have up to 64 characters. Valid characters: a-z, A-Z, 0-9, space, _ (underscore), and - (hyphen)

VPC in the Region: ap-northeast-1 (Tokyo) Info

All inbound DNS queries will flow through this VPC on the way to Resolver. You can't change this
value after you create an endpoint.

vpc- SO v |

Security group for this endpoint Info
A security group controls access to this VPC. The security group that you choose must include
one or more inbound rules. You can't change this value after you create an endpoint.

MyWebDMZ (sg-01127267) v ‘ ‘ & ‘

IP addresses info

To improve reliability, Resolver requires that you specify two IP addresses for DNS queries. We recommend that you
specify IP addresses in two different Availability Zones. After you add the first two IP addresses, you can optionally
add more in the same or different Availability Zones.

¥ IP address #1 Remove IP address

Availability Zone Info
The Availability Zone that you choose for inbound DNS gueries must be configured with a subnet.

‘ ap-northeast-1a v |

Subnet Info

The subnet that you choose must have an available IP address. Only IPv4 addresses are supported.
‘ subnet-7013e039 (172.31.16.0/20) v |

IP address Info

For inbound DNS gqueries, you can either let the service choose an IP address
for you from the available IP addresses in the subnet, or you can specify the
IP address yourself.

© Use an IP address that is selected automatically
' Use an IP address that you specify

v IP address #2 Remove IP address
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Outbound Endpoints - Route 53 Resolver uses Rules to conditionally forward DNS queries to DNS Resolvers

from on-premise network/peered VPC.

General settings for outbound endpoint

Endpoint name
A friendly name lets you easily find your endpoint on the dashboard.

TD-OutboundEndpoint

The endpoint name can have up to 64 characters. Valid characters: a-z, A-Z, 0-9, space, _ (underscore), and - (hyphen)

VPC in the Region: ap-northeast-1 (Tokya) Info

All outbound DNS queries will flow through this VPC on the way from other VPCs. You can't change
this value after you create an endpoint.

| vec-sol v |

Security group for this endpoint Info

A security group controls access to this WPC. The security group that you choose
must include one or more outbound rules. You can't change this value after you
create an endpaoint.

MyWebDMZ (sg-01127267) v | ‘ c |

IP addresses info

To improve reliability, Resolver requires that you specify two IP addresses for DNS gueries. We recommend that you
specify IP addresses in two different Availability Zones. After you add the first two IP addresses, you can optionally
add more in the same or different Availability Zones.

¥ |P address #1

Remove IP address

Availability Zone info
The Awailability Zone that you choose for cutbound DNS queries must be configured with a subnet.

‘ ap-northeast-1c v

Subnet Info
The subnet that you choose must have an available IP address. Only IPv4 addresses are supported.

‘ subnet-6703343f (172.31.0.0/20) v ‘

IP address Info

For outbound DNS queries, you can either let the service choose an IP
address for you from the available IP addresses in the subnet, or you can
specify the IP address yourself.

© Use an IP address that is selected automatically
' Use an IP address that you specify

v |P address #2

Remove IP address
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Resolver Rules

Rules are associated with an Outbound Endpoint to define how the DNS queries from your VPC will be
forwarded.

e Conditional forwarding rules - forward DNS queries for specified domain names to DNS resolvers on
your network. Queries to the specified domain name are forwarded to the defined Target IP Addresses

e System rules - handles the DNS queries for the specified domain names instead of the other DNS
resolvers outside your VPC

e Recursive rule (Internet Resolver) - created automatically by the Resolver. Other domain names that are
not defined explicitly on the rules go to this recursive resolver

Rule for outbound traffic

For queries that originate in your VPC, you can define how to forward DNS queries out of the VPC.

Name
A friendly name helps you find your rule on the dashboard.

TD-OutboundRule

The rule name can have up to 64 characters. Valid characters: a-z, A-Z, 0-9, space,
_ (underscore), and - (hyphen)

Rule type Info

Choose Forward to forward DNS queries to the IP addresses that you specify in
Target IP addresses section near the bottom of this page. Choose System to have
Resolver handle queries for a specified subdomain. You can't change this value
after you create a rule.

Forward v

Domain name Info

DNS gueries for this domain name are forwarded to the IP address that you
specify in the Target IP addresses section near the bottom of the page. If a query
matches multiple rules (example.com and www.example.com), outbound DNS
queries are routed using the rule that contains the most specific domain name
(www.example.com). You can't change this value after you create a rule.

tutorialsdojo.local
Target IP addresses info
DNS gueries are forwarded to the following IPv4 addresses:

IP address Port

Add target
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Amazon Elastic File System (EFS)

Elastic File System (EFS) is a fully managed storage service from AWS that enables you to provision a simple
and scalable file system that can be used with AWS Cloud services and on-premises resources. EFS can
accommodate multiple connections all at the same time. For example, you can create an EFS on your VPC with
various instances and mount it on the instances.

EFS Storage Classes

Like Amazon S3, Amazon EFS also has different storage classes to offer for different file system requirements.
The EFS Classes differ on availability and durability.
e EFS Standard - frequently accessed data / multi-AZ storage
e EFS Standard-Infrequent Access (lA) - long term storage for infrequently accessed data / multi-AZ
storage
EFS One Zone - frequently accessed data / stored on single AZ
EFS One Zone-lA - long term storage for infrequently accessed data / stored on single AZ
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Creating a File System

To create an EFS, you need to specify a VPC and storage classes.

Create file system X

Create an EFS file system with service recommended settings. Learn more [

Name - optional
Name your file system.

TutorialsDojo-EFS

Name must not be longer than 256 characters, and must only contain letters, numbers, and these
characters: +-=._:f

Virtual Private Cloud (VPC)

Choose the VPC where you want EC2 instances to connect to your file system. Learn more [

vpc-5e1bff38
default

v

Availability and Durability
Choose Regional (recommended) to create a file system using regional storage classes. Choose One
Zone to create a file system using One Zone storage classes. Learn more E

© Regional One Zone
Stores data redundantly Stores data redundantly
across multiple AZs within a single AZ

More settings can be configured when you click on the Customize button.

Enabling automatic backups allows you to backup your file system using AWS Backup.

Automatic backups
Automatically backup your file system data with AWS Backup using recommended settings. Additional pricing applies. Learn more [/

Enable automatic backups

Lifecycle management
Automatically save money as access patterns change by moving files into the Standard - Infrequent Access storage class. Learn more [}

30 days since last access

Like S3, EFS also has Lifecycle management that moves files to |A storage classes (Standard-IA/One Zone-IA)
to save on costs effectively. The default policy set for lifecycle management is 30 days, but this can be
changed.
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Lifecycle management
Automatically save money as access patterns change by moving files into the Standard - Infrequent Access storage class. Learn more B

30 days since last access A
None
7 days since last access

14 days since last access

30 days since last access

60 days since last access

90 days since last access

You can also set the performance mode of your file system to either General Purpose or Max I/0 with no
additional cost. You can select General Purpose mode for latency-sensitive use cases and Max I/0 if you want
a throughput performance that scales up. Max I/0 performance mode is not available for file systems with the
One Zone storage class. Performance mode can't also be changed once the file system is created.

Performance mode
Set your file system's performance mode based on I0PS required. Learn more B

© General Purpose Max 1/0
Ideal for latency-sensitive use cases, like Scale to higher levels of aggregate
web serving environments and content throughput and operations per second

management systems

EFS also has two throughput modes: bursting for throughput scaling and provisioned for fixed throughput.

Throughput mode

Set how your file system's throughput limits are determined. Learn more E

© Bursting Provisioned
Throughput scales with file system size Throughput fixed at specified amount
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EFS uses AWS KMS service to encrypt the data at rest on the file system. You can also use a custom KMS key
for the encryption.

Encryption
Choose to enable encryption of your file system's data at rest. Uses the AWS KMS service key (aws/elasticfilesystem) by default. Learn more [7]

Enable encryption of data at rest

¥ Customize encryption settings

KMS key
Choose or input a KMS key ID or ARN to use instead of the AWS KMS service key. Learn more B
Q Create an
AWS KMS key
@z

Depending on the availability you selected, your file system will have different mount targets per availability
zone.

Network access

Network

Virtual Private Cloud (VPC)
Choose the VPC where you want EC2 instances to connect to your file system. Learn more [#

vpc-03c57950e44f8783b v

vpc_webapp

Mount targets

A mount target provides an NFSv4 endpoint at which you can mount an Amazon EFS file system. We recommend creating one mount target per Availability Zone. Learn more [4

Availability zone Subnet ID IP address Security groups

us-east-1c v subnet-0af258dc9096781ad ¥ v

sg-07eb4c62e3815f63a X
default

| Add mount target |

For additional control, EFS also has a file system policy as an optional feature. The following are the current
policies available which can also be customized using the policy editor.

e Prevent root access by default

e Enforce read-only access by default

e Prevent anonymous access

e Enforce in-transit encryption for all clients
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File system policy - optional
Policy options

Select one or more of these common policy options, or create a
custom policy using the editor. Learn more [£

Prevent root access by default*

Enforce read-only access by default*
Prevent anonymous access
Enforce in-transit encryption for all clients

* Identity-based policies can override these default permissions.

» Grant additional permissions

Policy editor {JSON}

1xi

2
3

4
5

8~

1@

1~

12
13
14

15~
16 -

17
18
19
28

21~

22
23

24~

25
26
27

28 -
29~

3@
31
32
33
34
35

¥

"Version": "2012-18-17",

"Id": "efs-policy-wizard-6080e658-bfdd-4742-854e-1ea3lfdac@2o™,
"Statement":

{

"5id":
"Effect”:

[

"Principal™: {

L

“ANST: Tt

Action™: [
"elasticfilesystem:ClientRootAccess",

"elasticfilesystem:ClienthWrite”

"Condition": {

"sid":
"Effect”: "

"Bool"; {

Clear

"efs-statement-e8834732-63c6-47e3-b4B5-57def3bf2914",
"Allow",

"elasticfilesystem:AccessedViaMountTarget™: "true"

“Principal™:

UANST: TR

"aws:SecureTransport™: "false"

"efs-statement-2alc9146-e388-48a8-9853-93751fce3793",

Manual changes will prevent the use of the policy options on the left until the editor is cleared.

Once the file system is created, you can view a summary of its details with its management and monitoring

options.

File systems (2)
Q

Name v File system ID ¥ Encrypted ¥ Total size ¥
TD-EFS fs-34df7e74 @ Encrypted 6.00KiB
TutorialsD

0“;;"3 el fs-eBdc7das @ Encrypted 6.00 KiB

Size in
Standard /
QOne Zone

6.00 KiB

6.00 KiB

v

Size in
Standard-IA /
One Zone-1A ¥

0 Bytes

0 Bytes

Provisioned
Throughput
(MiB/s)

v

File system state ¥

@ Available

@ Available

Creation time ¥

Sun, 09 May 2021
02:19:54 GMT

Sun, 09 May 2021
01:57:56 GMT

1 @
Availability Zone ¥

Ragional

Ragional

EFS automatically scales as you add or remove files. You only pay for the storage used by the file system.
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TutorialsDojo-EFS (fs-ffaf09bf) [ actach |
General

Performance mode Automatic backups

General Purpose © Enabled

Throughput mode Encrypted

Bursting 8ed87659-81bc-48b1-8031-155559d8b330 (aws/elasticfilesystem)
Lifecycle policy File system state

30 days since last access © Available

Availability zone

Regional

Metered size Monitoring Tags File system policy Access points Network

Metered size
Total size
6.00 KiB

Size in Standard / One Zone
6.00 KiB (100%)

Size in Standard-IA / One Zone-1A
0 Bytes (0%)

BN Size in Standard / One Zone
mm Size in Standard-1A / One Zone-IA

File System Access Point

Access points are entry points for your applications to connect with your file system. Access points help you
efficiently manage your application access. When creating an access point, you need to provide the File
System Name/ID, Access Point Name (Optional), and Root directory path (Optional).
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Create access point

An access point is an application-specific entry point into an EFS file system that makes it easier to manage application access
to shared datasets. Learn more [

Details

File system
Choose the file system to which your access point is associated.

‘ Q. Enter a file system name or 1D |

MName - optional

EFS access point name |

Maximum of 256 Unicode letters, whitespace, and numbers, plus +-=. _: f

Root directory path - optional
Connections use the specified path as the file system’s virtual root directory Learn more [A

Defaults to /

Example: "/foo/bar”

You also have an option to enable operating system (POSIX) identity for your access point by providing the
User ID, Group ID, and Secondary group IDs.

POSIX user - optional

The full POSIX identity on the access point that is used for all file operations by NFS clients. Learn more [4}

User ID

POSIX user ID used for all file system operations using this access point.

POSIX UID |

Accepts values from 0 to 4294967295

Group ID
POSIX group 1D used for all file system operations using this access point.

POSIX GID |

Accepts values from 0 to 4294967295

Secondary group 1Ds
Secondary POSIX group I0s used for all file system operations using this access point.

Example: "123,456,789" |

A comma-separated list of valid POSIX group IDs
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Furthermore, you can set permission for your file system root directory by providing the User ID, Group ID, and
Permission (defined in octal number).

Root directory creation permissions - optional

EFS will automatically create the specified root directory with these permissions if the directory does not already exist. Learn more [

Owner user ID
Owner user ID for the access point's root directory, if the directory does not already exist.

Accepts values from 0 to 4294967295
Owner group 1D

Owner group 1D for the access point's root directory, if the directory does not already exist.

Accepts values from 0 to 4294967295

POSIX permissions to apply to the root directory path

An octal number representing the file's mode bits.

File System Security Group

In addition to the security group for your Linux instance to allow incoming ssh traffic on port 22, you also need
to create another firewall rule that allows NFS traffic to your instance. The source will depend on your

requirement.

Inbound rules info

Type Info Protocol Info Portrange Info Source Info
NFS v TCP 2049 Custom v Q

5g-089681b017daB4fc7 X
Add rule

Mounting a File System

When launching an EC2 instance, you can select and mount an existing file system that you created. Notice
that a script for the file system is automatically generated on the user data. If you haven't made a security
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group for your file system, you have an option to allow AWS to create the required security group on your
behalf. Please note that EFS only supports Linux instances.

Step 3: Configure Instance Details

FUUILULE CHAIYTS gy appiy

File systems (i)  (fs-34df7e74 | TD-EFS ¥|[/mntiefsiist | @

Add file system c Create new file system

@ Additional security groups required
To enable access to the file system, the required security groups will be
automatically created and attached to this instance and the selected file
system’'s mount targets. To manually manage the security groups, clear
the check box. Learn more.

B Automatically create and attach the required security groups.

¥ Advanced Details

Enclave (i) [JEnable
Metadata accessible (i)  [Enabled 4
Metadata version (i) [W1 and V2 (token optional) 4|
Metadata token response hop limit (i) [ 2|

Userdata (i) ® As text O Asfile input is already base64 encoded

- yum install -y nfs-utils .
- apt-get -y install nfs-common

- file_system_id_1=fs-34df7e74

- efs_mount_point_1=/mnt/efs/fs1

- mkdir -p "${efs_mount_point_1}" -
- test -f "/sbin/mount.efs" && printf "\n${file_system_id_1}./

P emd ek A% s e i P = g

Additionally, you can mount your file system on an existing Linux instance via DNS or IP address. EFS provides
both commands when using the EFS mount helper and the NFS client. You can view these commands by
selecting the file system then clicking the Attach button.

Amazon EFS File systems fs-695a35dd

TD-EFS (fs-695a35dd)

General
Performance mode Automatic backups
General Purpose ) Enabled
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Mount via DNS

Mount your Amazon EFS file system on a Linux instance. Learn more [4]

© Mount via DNS Mount via IP

Using the EFS mount helper:

sudo mount -t efs -o tls fs-695a35dd:/ efs

Using the NFS client:

sudo mount -t nfs4 -o nfsvers=4.1,rsize=1048576,wsize=1048576,hard,timeo=680, retrans=2,noresvport fs-

695a35dd.efs.us-east-1.amazonaws.com:/ efs

Mount via IP

Mount your Amazon EFS file system on a Linux instance. Learn more [4]

Mount via DNS © Mount via IP

Availability zone

us-east-Ta v

Using the NFS client:

sudo mount -t nfs4 -o nfsvers=4.1,rsize=1048576,wsize=1048576,hard,timeo=600, retrans=2,noresvport

172.31.26.238:/ efs

Reference:

https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
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Amazon FSx

Amazon FSx is a simple and fully managed file system service. It offers a fast and reliable file system
performance while maintaining durability and scalability for its data. Underlying hardware and software are
AWS managed and are continuously monitored. Amazon FSx also replicates the data on multiple devices
within an Availability Zone and supports different file systems optimized for specific workloads..

Amazon FSx supports the following file system types:

Amazon FSx for Lustre
Amazon FSx for NetApp ONTAP
Amazon FSx for OpenZFS

Amazon FSx for Windows File Server

FSx > Filesystems > Create file system ®
Step 1 .
@ Select file system type Select file SyStem type
Step 2
Specify file system details File system options
Step 3 (") Amazon FSx for NetApp ONTAP ") Amazon FSx for OpenzFS () Amazon FSx for Windows File Server () Amazon FSx for Lustre
Review and create
N, AY N, N,
FS/@ FS/<ZZ— FS/(Q FS/@\
Amazon FSx Amazon FSx Amazon FSx Amazon FSx
for NetApp ONTAP for OpenZFS for Windows File Server for Lustre
TUTORIALS Cancel
ORer - D

Amazon FSx for Windows File Server

Amazon FSx provides a file system to Windows Operating System accessible through Server Message Block
(SMB) Protocol. Like a native Windows file system, Amazon FSx for Windows also has management features
like Active Directory integration and user quotas. The file system is also accessible outside AWS Environment
through AWS Direct Connect or AWS VPN. Furthermore, it is also accessible by Linux and macOS devices.

File System Details

When setting up an Amazon FSx for Windows Server, the following details are provided.

Deployment Type

Amazon FSx for Windows Server is available on the following deployment options.
e Single-AZ - creates the Windows File Server on a single Availability Zone only.
e Multi-AZ - creates the Windows File Server across multiple Availability Zones.
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Storage Capacity and Storage Type
The minimum and maximum storage capacity vary depending on the storage type. To obtain much higher
storage and throughput, you create multiple file systems and combine them using Microsoft Distributed File
System (DFS). The following storage type is supported.

e Solid State Drives (SSD) - high performance and low latency workloads.

e Hard Disk Drives (HDD) - general workloads, user file sharing

Throughput Capacity

The data transfer rate can be configured on throughput capacity. You can select the AWS recommended
throughput capacity (based on storage capacity) or specify the throughput capacity yourself. Throughput
bursts for periods of time are also supported.

Virtual Private Cloud

The VPC is where your file system resides. The file system is also accessible from other VPC through peering
or Transit Gateway and is accessible outside the AWS environment through AWS Direct Connect or AWS VPN.
For Multi-AZ deployment, two subnet/availability zones are required for preferred and standby file systems.
Amazon FSx creates an Elastic Network Interface for the instances to connect to the file system.

Windows Authentication

Amazon FSx for Windows Server integrates with Microsoft Active Directory for authentication and folder/file
access control. You can select an AWS Managed Microsoft Active Directory or a Self-managed AD if you have
it running in an Amazon EC2 instance.

Windows authentication

Choose an Active Directory to provide user authentication and access control for your file system Info

O AWS Managed Microsoft Active Directory

Self-managed Microsoft Active Directory
Choose an AWS Managed Microsoft AD directory to use. Info

v Create new directory [4

Encryption
Amazon FSx integrates with AWS KMS for encryption. You can use the default aws/fsx key or provide another
key ARN.
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Optional Details
e Auditing - allow audit logging for files and folders. Log destination can be CloudWatch logs or Kinesis
Data Firehouse
Access - define additional DNS names for the file system
Backup and Maintenance - configure the backup schedule and maintenance window
Tags - Metadata/Label for AWS resources

Working with Amazon FSx for Windows File Server

The diagram below shows an Amazon FSx for Windows File Server with Multi-AZ deployment. The file system
is created on both preferred and standby availability zones. Any changes on the primary file system are
synchronously replicated to the standby file system. The instances access the primary file system through a
network interface. In cases when the primary file system becomes unavailable, the Traffic is automatically
migrated to the standby file system. The file system is also accessible from an on-premises network using
AWS Direct Connect or AWS VPN.

FSx DNS
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Amazon FSx for Lustre

Lustre is an open-source, parallel file system used for High-Performance Computing (HPC). Through Amazon
FSx, you can create a fast, scalable, and cost-effective file system capable of Lustre workloads. Amazon FSx
for Lustre offers capabilities like sub-millisecond latencies, hundreds of gigabytes per second of throughput,
and millions of I0OPS. Amazon FSx for Lustre is POSIX-compliant and can be used for Linux applications. To
mount Amazon FSx for Lustre, Linux instances should have Lustre Client installed.

File System Details
When setting up an Amazon FSx for Lustre, the following details are provided.

Deployment and Storage Type
Persistent deployment options have automatic data replication and file server failover capabilities, which is
highly recommended for long-term data processing. On the other hand, the scratch deployment option is ideal
for temporary, non-critical, and short-term processing. Storage also comes on SSD and HDD storage. The
available deployment options and storage types are as follows.

e Persistent, SSD - for long term latency-sensitive workloads that require high IOPS/throughput

e Persistent, HDD - for long-term workloads that require high throughput but are not latency-sensitive.

Has an optional SSD cache feature.
e Scratch, SSD - for short-term workloads and non-critical data

Storage Capacity and Throughput Capacity
The data transfer rate can be configured on throughput capacity. The total throughput capacity depends on the
storage capacity. The total throughput increases as the storage capacity increases.

e 50 MB/s/TiB (up to 1.3 GB/s/TiB burst)

e 100 MB/s/TiB (up to 1.3 GB/s/TiB burst)

e 200 MB/s/TiB (up to 1.3 GB/s/TiB burst)

Throughput capacity = Storage capacity (TiB) * Per unit storage throughput (MB/s)

Data Compression Type

Amazon FSx for Lustre uses the LZ4 algorithm for data compression. All new files are compressed before
being written on the file system and are decompressed when being read. Because of the tremendous LZ4
algorithm, the compression and decompression process has zero to minimal effects on the file system
performance.

Virtual Private Cloud

The VPC is where your file system resides. The file system is also accessible from other VPC through peering
or Transit Gateway and is accessible outside the AWS environment through AWS Direct Connect or AWS VPN.
Amazon FSx for Lustre doesn’t come with Multi-AZ deployment, but the data is replicated within the Availability
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Zone for persistent deployment. Amazon FSx creates an Elastic Network Interface for the instances to connect
to the file system.

Encryption
Amazon FSx integrates with AWS for encryption. You can use the default aws/fsx key or provide another key
ARN.

Optional Details
e Data Repository Import/Export - enable import data from S3/export data to S3
e Backup and Maintenance - configure the backup schedule and maintenance window
e Tags - Metadata/Label for AWS resources

Working with Amazon FSx for Lustre

The diagram below shows an Amazon FSx for Lustre in persistent deployment. The file system is being
accessed by multiple instances across two availability zones through a network interface. Data is transferred
from and to the file system at a throughput rate of hundreds of gigabytes per second. It also shows S3
integration for exporting/importing files in an S3 bucket.

The file system is also accessible from an on-premises network using AWS Direct Connect or AWS VPN.

@ EC2 Instances with
|—_, Lustre Client installed

Throughput at hundreds
S3 Import/Export of gigabytes per second -

>

A

| Data Replication within the AZ

E| On-Premise Network y i

( | | = AWVPN
1 OO0 O3
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Amazon FSx for NetApp ONTAP

Amazon FSx for NetApp ONTAP provides a fully managed shared storage service built on NetApp ONTAP
technology. It supports multiprotocol access and advanced enterprise storage capabilities such as snapshots,
cloning, deduplication, compression, and replication.

Amazon FSx for NetApp ONTAP supports Network File System (NFS), Server Message Block (SMB), Internet
Small Computer Systems Interface (iSCSI), and Non-Volatile Memory Express over TCP (NVMe), making it
suitable for Linux, Windows, and high-performance block storage workloads.

File System Details
When setting up an Amazon FSx for NetApp ONTAP file system, the following details are provided.

Deployment and Storage Type
Amazon FSx for NetApp ONTAP supports the following deployment options.

e Single-AZ - deploys the ONTAP file system within a single Availability Zone.
e Multi-AZ - deploys highly available ONTAP file servers across multiple Availability Zones with automatic
failover support.

Storage Capacity and Throughput Capacity

Amazon FSx for NetApp ONTAP uses SSD storage for primary storage workloads. Storage can also
automatically tier infrequently accessed data to capacity pool storage for cost optimization.

The storage layers are:

e SSD Storage - high-performance primary storage for active workloads.
e Capacity Pool Storage - low-cost elastic storage tier for cold data.

Throughput capacity defines the maximum network throughput available to the file system. Higher throughput
configurations are recommended for workloads with intensive read/write operations. The throughput capacity
is independent of storage capacity and can be scaled as needed.

Storage Virtual Machines (SVM)

Amazon FSx for NetApp ONTAP uses Storage Virtual Machines (SVMs) to isolate workloads and manage
storage resources. Each SVM can support different protocols and authentication configurations.
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Volume Configuration

Volumes are logical storage containers created inside an SVM. Each volume can be configured independently
with:

Security styles

Storage efficiency settings
Snapshot policies

Tiering policies

Data Efficiency Features
Amazon FSx for NetApp ONTAP supports advanced storage optimization capabilities such as:

Deduplication
Compression
Compaction

Thin provisioning

These features help reduce storage consumption and cost.

Snapshots and Cloning

Amazon FSx for NetApp ONTAP supports near-instant point-in-time snapshots and FlexClone technology for
rapid cloning of datasets without requiring full copies.

Protocol Support
Amazon FSx for NetApp ONTAP supports the following protocols.

e Network File System (NFS)
e Server Message Block (SMB)
e iSCSI

This allows Linux and Windows applications to access the same shared storage.
Virtual Private Cloud

The VPC is where your file system resides. The file system is also accessible from other VPCs through peering
or Transit Gateway and is accessible outside the AWS environment through AWS Direct Connect or AWS VPN.
Amazon FSx creates Elastic Network Interfaces for client connectivity.

Encryption

Amazon FSx integrates with AWS for encryption. You can use the default aws/fsx key or provide another key
ARN.
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Optional Details

Backup and Maintenance - configure backup schedules and maintenance windows
Data Tiering - automatically tier cold data to capacity pool storage

Snapshots - configure automatic snapshot schedules

Replication - enable SnapMirror replication

Tags - Metadata/Label for AWS resources

Amazon FSx for OpenZFS

Amazon FSx for OpenZFS provides fully managed shared file storage powered by the OpenZFS file system. It is
optimized for Linux-based workloads requiring low-latency performance and high throughput.

Amazon FSx for OpenZFS supports NFS protocols and offers advanced OpenZFS capabilities such as
snapshots, cloning, compression, and data integrity validation.

File System Details
When setting up an Amazon FSx for OpenZFS file system, the following details are provided.

Deployment and Storage Type
Amazon FSx for OpenZFS supports the following deployment options.

e Multi-AZ (HA) - deploys highly available file servers across multiple Availability Zones with automatic
failover capabilities.

e Single-AZ (HA) - deploys a primary and standby file server within a single Availability Zone. This
deployment type provides high availability through automatic failover and failback within the same AZ.

e Single-AZ (non-HA) - deploys a single file server within one Availability Zone without standby failover
capability. Amazon FSx automatically detects and replaces failed infrastructure components, but
recovery events and maintenance operations may result in temporary downtime.

Storage Capacity and Throughput Capacity
Amazon FSx for OpenZFS uses SSD-based storage for low-latency workloads and intelligent caching.
The storage components include:

e SSD storage — high-performance storage for active datasets
e NVMe cache devices — accelerate read and write operations through intelligent caching
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Throughput capacity controls the amount of network bandwidth available to the file system. Higher throughput
configurations improve performance for concurrent workloads and large data transfers.

File Systems and Volumes

Amazon FSx for OpenZFS organizes storage into file systems and datasets. Each dataset can have
independent settings such as:

Compression
Quotas

Record size
Snapshot policies

Data Compression

Amazon FSx for OpenZFS supports transparent inline compression to reduce storage consumption while
maintaining performance.

Snapshots and Cloning

Amazon FSx for OpenZFS supports lightweight snapshots and near-instant writable clones for rapid testing
and recovery operations.

Data Integrity

OpenZFS continuously validates data integrity using checksums and automatically repairs corrupted data
blocks whenever possible.

Protocol Support
Amazon FSx for OpenZFS supports the following protocols.

e Network File System (NFS) v3
e Network File System (NFS) v4

Virtual Private Cloud
The VPC is where your file system resides. The file system is also accessible from other VPCs through peering
or Transit Gateway and is accessible outside the AWS environment through AWS Direct Connect or AWS VPN.

Amazon FSx creates Elastic Network Interfaces for client connectivity.

Encryption
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Amazon FSx integrates with AWS for encryption. You can use the default aws/fsx key or provide another key
ARN.

Optional Details

e Backup and Maintenance - configure backup schedules and maintenance windows
e Snapshots - configure automatic snapshot schedules
e Tags - Metadata/Label for AWS resources

References:

https://docs.aws.amazon.com/fsx/latest/WindowsGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/ ONTAPGuide/what-is-fsx-ontap.html
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AWS DataSync

Moving data from on-premises to cloud for data is a bit of a challenge. It could be for a Disaster Recovery (DR)
requirement, data archiving, data migration, or any business requirement. AWS DataSync simplifies the process
of moving data from on-premises to AWS Storage services and between AWS storage services. AWS DataSync,
as the name implies, syncs the data between the data source and its destination. It is an online data transfer
service that supports different file-sharing protocols like Network File System (NFS) and Server Message Block
Protocol (SMB).

Supported AWS Storage Service

e Amazon S3
e Amazon EFS
e Amazon FSx for Windows File Server

Working with DataSync

A DataSync Agent running on the on-premises environment is required when transferring data to AWS storage
service. The agent is not required when transferring data between AWS storage services. A DataSync Agent is
a virtual machine that is deployed on the following hypervisors and in Amazon EC2.

VMware ESxi

Microsoft Hyper-V

Kernel-based Virtual Machine (KVM)

AWS EC2

A Service endpoint and Activation key is also required. A service endpoint defines where your agent will
connect while the activation key associates the agent with your AWS account.

A Task is where you configure the source and destination by specifying the location type and its region. You
also select the agent here if transferring data from on-premises. You also need to define an IAM role for both
the source and destination; you can have AWS auto generate the required IAM role.
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Configuration
Location type
Amazon S3 A

Amazon EFS file system

Amazon FSx for Windows File Server

Amazon S3

Network File System (NFS)
Object storage

Server Message Block (SMB)

Moreover, the following settings are configurable for a more refined data transfer task.

e Data Verification - AWS DataSync does a data integrity check during the transfer process.

e Bandwidth limit - sets the maximum bandwidth (MiB/s) for the task

e Transfer Mode - choose whether to copy all the data or only the data that has been changed. Set the
behavior for the destination when a deleted file from the source and an existing file is detected.
Filter - specify a folder or file you want to exclude
Schedule - defines the time and frequency of the task
Logging - enable logging of information to a CloudWatch log group

The diagram below shows a typical setup when transferring data from an on-premises storage device to any
AWS storage service. The DataSync agent deployed on the on-premises environment enables the transfer
process as the data travels to the AWS environment over the Internet using Transport Layer Security (TLS) 1.2
protocol. The diagram also shows the data transfer process between AWS storage (e.g., S3 to EFS, FSx to S3).
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AWS Backup

AWS Backup is a fully managed backup service that enables you to manage and automate the backup of your
AWS resources in one place easily. You can do this by creating a backup plan, assigning an AWS Service to that
backup plan, and having it monitored. The AWS Backup service allows you to view all your backup jobs on a
single dashboard with details like backup and restoration job status for centralized monitoring.

Supported AWS Resources

e Aurora e EFS
e DynamoDB e FSx
e EBS e RDS
e EC2 e Storage Gateway

You can also back up your Windows VSS-supported applications on Amazon EC2 using AWS Backup.

Backup Plan

This is where you define your backup name and backup rules. The backup rules indicate the schedule,
frequency, and lifecycle rules of your backup. You can create a backup plan by either using a template, creating
a new plan, or using JSON. Once a backup plan is created, you can then assign AWS resources to it. That AWS
resources will be backed up according to its backup plan.
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Create Backup plan

Start options

Choose how you want to begin. Info

© Start with a template
Create a Backup plan based on a
template provided by AWS
Backup.

Choose template
Choose a template plan with existing rules.

Daily-35day-Retention
Daily-Monthly-1yr-Retention
Daily-Weekly-Monthly-5yr-Retention

Daily-Weekly-Monthly-7yr-Retention

Build a new plan
Configure a new Backup plan
from scratch.

Define a plan using J50N
Modify the JSON expression of an
existing backup plan or create a
New expression.

AWS Backup uses tagging to identify the resources that you want to include in your backup plan. Here in this
example, all resources with the tag EBSBackup:Yes are included on this backup plan.
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Assign resources i

General

Resource assignment name

EBSVolumes

Resource assignment name is case sensitive. Must contain from 1 to 50 alphanumeric and '-_." characters.

IAM role Info
AWS Backup will assume this IAM role when creating and managing recovery points on your behalf.

© Default role
If the AWS Backup default role is not present, one will be created for you with the correct permissions.

Choose an 1AM role

Assign resources

Assign resources to this Backup plan using tags and resource IDs.

Assign by Key Value

Tags v EBSBackup Yes

Add assignment

On-demand Backup

If you want to create a backup of your AWS resource immediately, you can do so through On-demand Backup.
You just need to select the AWS resource to backup and define its lifecycle and retention rules.
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Create on-demand backup

Settings

Resource type File system ID

EFS v ‘

LNoose

& resource v

Backup window

O Create backup now
Starts within 1 hour.

() Customize backup window

Transition to cold storage Info

| Newver

Retention period Info

| Always

Backup vault Info
Specify the Backup vault this backup is organized in.

| aws/efs/automatic-backup-vault

v ‘ | Create new Backup vault

IAM role info

Specify the |AM role that AWS Backup will assume when creating and managing backups on your behalf.

© Default role

If the AWS Backup default role is not present, one will be created for you with the correct permissions.

() Choose an |1AM role

b Tags added to recovery points

Tags specified here are added to recovery points when they are created. Tags on the resource will be copied automatically.

Backup Vault

Cancel Create on-demand backup

Backup Vault is where your backups are stored. It uses KMS for encryption to further secure the backups.
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Backup vaults (2) info

Backup vaults are containers where your backups are stored. You can have one default vault or multiple vaults where backups can be stored.

Create Backup vault

‘ Backup vault ¥ ‘ ‘ Q rilter < 1 D 3
Backup vault name v Recovery points KMS encryption key ID

EBSBackupVault 0 d6284805-7764-485h-a0b5-b5afae275c60 [4
aws/efs/automatic-backup-vault 6 d6284805-7764-485h-a0b5-b5afae275¢60 [4

Protected Resources

This is a list of AWS resources that are being backed up.

Protected resources (3) info Create on-demand backup

Resources backed up by AWS Backup

Q. Filter 1 L > @
Resource ID v Resource type v Last backup v
file-system/fs-097alabhd EFS Jul 6, 2021, 1:09:15 PM UTC+08:00
file-system/fs-b65b3102 EFS Jul 11, 2021, 1:36:44 AM UTC+08:00
file-system/fs-f15b3145 EFS Jul 11, 2021, 1:37:51 AM UTC+08:00

Backup Jobs

Jobs hold the records of your scheduled and on-demand backups as well as recovery jobs.
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Backup jobs info ‘ C ‘ ‘ Last 24 hours ¥
Records of your scheduled or on-demand backups.
Q > @
Backup job ID Status Resource ID Resource C'reatlon Start by
type time
da081bfb-4ad3- file-system/fs Jul 11, 2021, Jul 11, 2021,
478f-8986- ®© Completed f1 5b§145 EFS 1:37:51 AM 2:37:51 AM
23f38dfc2457 UTC+08:00 UTC+08:00
6dcbff76-8805- file-system/fs Jul 11, 2021, Jul 11, 2021,
44ba-b5fc- ® Completed b65b};1 02 EFS 1:36:44 AM 2:36:44 AM
377bd720fbca UTC+08:00 UTC+08:00
Ocae2a16-b5fb- volume/vol Jul 11, 2021, Jul 11, 2021,
4f14-86ch- (® Running 0fb58aac145ddfOf3 EBS 1:34:27 AM 6:34:27 AM
a32e972fd22b UTC+08:00 UTC+08:00

Cross-account Management

By integrating AWS Backup to AWS Organizations, you will be able to do a cross-account backup and
monitoring. It also allows you to create and use backup policies across different AWS accounts.

Reference:

https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
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Amazon Relational Database Service (RDS)

AWS introduced Amazon Relational Database Service (RDS) to cater to the most challenging and demanding
requirements of setting up a database on the cloud. RDS eases the process of creating and maintaining a
relational database on the cloud with notable advantages in availability, flexibility, performance, and cost when
compared to databases in a traditional environment.

Amazon RDS Features and Components

Amazon Relational Database Service (RDS) is a managed relational database service. Having a managed
relational database service means that maintaining and managing the physical infrastructure for the
databases is offloaded from the customer and is being taken care of by AWS allowing customers to focus on
the database itself. This includes fault management, software patches, backups, and recoveries. To further
understand RDS, let’s break down its components and features.

Amazon RDS Database Engines

Amazon RDS supports the following relational database engines.

e Aurora (PostgreSQL Compatible) - Amazon Aurora’s PostgreSQL-compatible edition that combines
PostgreSQL compatibility with a cloud-native distributed storage architecture. It provides higher
performance, scalability, and availability compared to standard PostgreSQL deployments.

e Aurora (MySQL Compatible) - Amazon Aurora’s MySQL-compatible edition that combines MySQL
compatibility with a distributed and fault-tolerant storage system. It delivers significantly improved
performance, automatic scaling, and high availability compared to standard MySQL deployments.

e PostgreSQL - an open-source object-relational database known for being reliable and stable. This
database engine supports both SQL (relational) and JSON (non-relational) queries.

e MySQL - is an easy-to-use, reliable, and very responsive database, making it the most popular relational
database engine.

e MariaDB - also a well-known high-performing open-source relational database created by the same
people who developed MySQL. MariaDB is compatible with MySQL databases.

e Oracle - is a commercial multi-model database management system. Built a superior reputation in
terms of performance, flexibility, availability, and security over the years. Widely used for transactional
database workloads as well as data warehousing. RDS offers both Bring-Your-Own-License (BYOL) and
License Included licensing models when setting up Oracle Database on RDS.

e Microsoft SQL Server - a relational database management system offering from Microsoft. Widely used
for transactional workloads, analytics, and business intelligence.

e IBM Db2 - an enterprise-grade relational database management system optimized for transactional
processing, analytics, and mission-critical workloads. Amazon RDS for Db2 automates administrative
tasks such as backups, patching, monitoring, and high availability while supporting existing Db2
applications and tools.
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Engine options

Engine type Info

() Aurora (MySQL Compatible)

=

© Aurora (PostgreSQL Compatible)

=

(O MysQL

() PostgreSQL

) MariaDB

A

) Oracle

ORACLE

() Microsoft SQL Server

Microsoft

ﬁ SQL Server

() 1BM Db2

IBM Db2

Choosing Suitable RDS DB Instance Classes

A DB instance is a primary component of RDS. It is a secured, isolated environment for your database.
Launching a database engine on RDS requires you to define a DB instance identifier unique within the Region.

Every RDS API call and command is associated with a DB instance using its identifier.

RDS offers different DBS Instance classes to match the different processing power and memory requirements.
The availability of the instance class options varies per database engine.
e Standard - General-purpose instance with balance performance.

e Memory-Optimized - Designed for memory-intensive database workloads.

e Burstable Performance - has a baseline performance level that can burst to higher performance; ideal
for unpredictable database workloads.

Choosing the Right RDS DB Instance Storages

Amazon RDS utilizes Amazon EBS volumes for its storage. The different storage types have distinct

performance and cost; choosing the right storage type will highly depend on the database storage requirement.

e General Purpose SSD (gp2) Storage - cost-effective storage with burstable performance that suits

most database workloads. Storage performance is relational to volume size i.e. the larger the volume,

the better the performance.

e Provisioned IOPS SSD (io1) Storage - designed for I/0-intensive workloads that require low latency and
consistent 1/0 throughput. Ideal for OLTP workloads with consistent performance.

e Magnetic (standard) Storage - ideal for small workloads and infrequently used data. Magnetic storage

uses hard disk drives (HDD). It doesn’t offer much performance when compared to gp2 and io1 storage.
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Storage

Storage type Info

Provisioned |IOPS (SSD) v

Allocated storage
100 GiB

Minimum: 100 GiB, Maximum: 65,536 GiB

Provisioned IOPS Info

3000 IOPS

Minimum: 1,000 IOPS, Maximum: 80,000 |OPS

Right-sizing database storage is also a crucial part, especially for databases with unpredictable workloads. In
these cases, it is ideal to use RDS storage autoscaling. On this feature, RDS will monitor and trigger autoscaling
according to the following factors.

e Free space is less than 10% of the total storage.

e The low-storage condition lasts at least 5 minutes.

e At least 6 hours have passed since the last storage modification.

Storage autoscaling info

Provides dynamic scaling support for your database's storage based on your application’s needs.

Enable storage autoscaling

Enabling this feature will allow the storage to increase once the specified threshold is
exceeded.

Maximum storage threshold Info
Charges will apply when your database autoscales to the specified threshold

1000 GiB

Minimum: 101 GiB, Maximum: 65,536 GiB
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Choosing a Region and Availability Zone for RDS Instance

When choosing the Region for your DB instance, it is vital to consider the region of the application connecting
to the database and its end users. AWS Regions are isolated and completely independent from other Regions.
Likewise, an Availability Zone (AZ) is isolated from different Availability Zones within a Region.

You can also extend an AWS Region to your end-users using Local Zones. A local zone can host services like
compute services, databases, and storage. A local zone is set up by creating a VPC Subnet in your Region and
assigning it to a Local Zone.

Increasing Database Availability Using Multi-AZ Deployment

A database holds a collection of essential data. Always consider a Multi-AZ deployment, especially for the
production databases, as it offers high availability and failover features. Though the odds are minimal, there is
always a chance that an Availability Zone will go down. The worst case is an offline production database
because of a faulty Availability Zone. Database engines like MySQL, MariaDB, Oracle, and PostgreSQL DB
instances leverage Amazon’s failover technology for Multi-AZ deployment. At the same time, Microsoft SQL
Server uses SQL Server Database Mirroring (DBM) or Always On Availability Groups (AGs) for high availability.
Just note that you can't use Local Zones for Multi-AZ deployment.

You can enable Multi-AZ deployment during the database creation or when editing the DB instance for existing
databases. When the Multi-AZ deployment is enabled, RDS creates a standby replica in an Availability Zone
that is different from the primary database. RDS automatically handles the synchronous replication between
the primary database and replicas and the failover process during unexpected disruption on the primary
database.

Availability & durability

Multi-AZ deployment Info

© Create a standby instance (recommended for production usage)

Creates a standby in a different Availability Zone (AZ) to provide data redundancy, eliminate
1/0 freezes, and minimize latency spikes during system backups.

Do not create a standby instance

Amazon Aurora has durability and high availability features native to it. Amazon Aurora always keeps a copy of
the data in a DB cluster that spans multiple Availability Zones within a Region. Additionally, Amazon Aurora has
replication capabilities that are set up to either Single-master or Multi-master. A Single-master replication can
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create up to 15 Aurora Replicas or Read Replicas. If a primary database becomes problematic, a replica will be
promoted as the primary database.

- Region

Read Access Onl '
app fErommil ; ;
| Read Replica r‘_j
IR et et St sl e
! - -
: Availability zone | » Asynchronous Replication
I
P 1
. 1 N R o e e e B 1
a p p Read/rite A{:oess,' >

Vo Synchronous Replication

a p p For failover only @

Standby Replica

Improving Database Performance using Read Replica and DB Clusters

A Read Replica improves the availability and increases the performance of your database at the same time.
You can do this by routing most of the read queries of your application to a read replica instead of the primary
database. Changes made on the primary database are asynchronously replicated to its read replica. The
database engines MySQL, MariaDB, Oracle, PostgreSQL, Microsoft SQL Server have built-in replication features
that RDS uses to create read replicas.

A database cluster is a collection of database servers that shares storage to improve performance and
availability. Similarly, an Amazon Aurora DB Cluster consists of one or more database instances with a cluster
volume that spreads to multiple Availability Zones. This cluster volume’s size increases as needed. RDS
replicates the Primary DB Instance to create multiple Aurora Replica. These replicas can accept read queries to
minimize the queries on the primary database, significantly improving the database performance and
improving availability, as discussed earlier.
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Adding an RDS Proxy

If you expect your application to have a high volume of connections to your database or have an application
with unpredictable workloads, you might want to use a proxy. Some applications have a high rate of opening
and closing a database connection or otherwise keep a database connection on idle status, leading to high
CPU and memory utilization. You can over-provision your database to accommodate all the workloads, or
better yet, add an RDS proxy.

[E——
app

ja8]
=
s

app

RDS proxy operates between your application and database to manage all the connections between these two.
You can set a certain percentage of connections for your database according to its number of connection
limits; thus, you can expect that your database will consistently process a good percentage of connections
avoiding a sudden burst on the number of connections. You can also set a connection timeout for idle
connections. RDS proxy enables an application to reuse the pooled connections to minimize the need to
establish a new connection. RDS proxy is MySQL and PostgreSQL-compatible and can also require a
connection over TLS.

https://portal.tutorialsdojo.com/ 155


https://portal.tutorialsdojo.com/

TD

Tutorials Dojo Study Guide and Cheat Sheets - AWS Certified CloudOps Engineer Associate
by Jon Bonso

Target group configuration

A target group is a collection of databases that the proxy can connect to. Currently, you can associate each target group with a
single RDS DB instance or Aurora DB cluster.

Database
Choose the RDS DB instance or Aurora DB cluster that you want to associate with the proxy.

Connection pool maximum connections Info
Specify the maximum allowed connections, as a percentage of the maximum connection limit of your database.

100 Percent
Specify the maximum allowed connections, as a percentage of maximum connection limit of your database. For example, if you have

set the maximum connections to 5,000 connections, specifying 50% will allow the proxy to create up to 2,500 connections to the
database.

Include reader endpoint Info

Working with RDS Backup

Amazon RDS takes a snapshot of the storage volume used by the DB instance when you enable the automated
backup feature. The automated backup allows you to make a Point-in-Time Recovery (PITR) when the
necessity occurs.

Backup

Enable automated backups
Creates a point-in-time snapshot of your database

RDS will create a snapshot based on the specified backup window. The retention period can also be set from 0
to 35 days.
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Backup retention period Info
Choose the number of days that RDS should retain automatic backups for this instance.

7 days v

Backup window Info
Select the period for which you want automated backups of the database to be created by Amazon RDS.

O Select window
() No preference

Start time Duration

00 \ 4 ;| 00 v uTC 0.5 v hours

Copy tags to snapshots

If needed, you can manually take a snapshot at any given time.
RDS » Snapshots > Take snapshot

Take DB Snapshot

Preferences
To take a DB Snapshot, choose a DB Instance and name your DB Snapshot.

DB Instance
DB Instance identifier. This is the unique key that identifies a DB Instance.

‘ td-sample-db-instance2 v ‘

Snapshot Name
Identifier for the DB Snapshot.

‘ backup-td-sample-db ‘

Snapshot identifier is case insensitive, but stored as all lower-case, as in "mysnapshot". Cannot be null, empty, or blank. Must contain from 1
to 255 alphanumeric characters or hyphens. First character must be a letter. Cannot end with a hyphen or contain two consecutive hyphens.

Cancel Take snapshot
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Amazon Aurora offers a Backtrack option to “rewind” a DB cluster. Backtrack is a way to undo data changes in
minutes compared to restoring a DB cluster using a snapshot that could take hours to complete. Backtrack can
rewind a DB cluster to its previous state for as long as 72 hours.

Backtrack

Backtrack lets you quickly rewind the DB cluster to a specific point in time, without having to create another DB cluster. Info

Enable Backtrack
Enabling Backtrack will charge you for storing the changes you make for backtracking.

Target Backtrack window
The Backtrack window determines how far back in time you could go. Aurora will try to retain enough log information to support
that window of time. Info

hours (up to
72)

Monitoring a Database Instance

Amazon RDS integrates with different AWS services to provide efficient monitoring of your databases. Metrics
of the active database are sent to Amazon CloudWatch every minute. You can then create Cloudwatch Alarms
using these metrics. The default monitoring that CloudWatch provides seems to be enough for testing of
non-critical databases.
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CloudWatch (19)

Legend: | td-sample-db-instance2

Q

| Cc || Add instance to compare H Monitoring ¥ Last Hour ¥

CPU Utilization (Percent)

4

> A AWM

2

1

0
07/22 07/22
00:00 00:30

DB Connections (Count)

5

4

3

2

1

0
07/22 07/22
00:00 00:30

Free Storage Space (MB/Second)

20,000
15,000
10,000
5,000
0

07/22 07/22
00:00 00:30

Freeable Memory (MB)

400
300
200
100

0

07/22 07/22
00:00 00:30

Write IOPS (Count/Second)

0.601
0.401
0.201

0
07/22 07/22

00:00 00:30

Read IOPS (Count/Second)
2
1.5
1
05
0
07/22 07/22
00:00 00:30

For production and databases with critical workloads, it is best to enhance monitoring options for a thorough
and granular performance monitoring. Moreover, database log files can be stored and accessed using Amazon
CloudWatch Logs. Moreover, AWSCloudTrail logs all the activities on RDS by recording all API calls. These
features are helpful when troubleshooting or investigating particular database issues.
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Monitoring

Enable Enhanced monitoring
Enabling Enhanced monitoring metrics are useful when you want to see how different processes or threads use the CPU

Granularity

60 seconds v

Monitoring Role

default v

Clicking "Create database" will authorize RDS to create the IAM role rds-monitoring-role

Log exports
Select the log types to publish to Amazon CloudWatch Logs

Audit log
Error log
General log

Slow query log

Performance Insights provides a dashboard to visualize and analyze your database’s performance. This feature
allows you to view essential insights like database sessions, queries, database load, and top charts for users,
connections, queries, and others.

Performance Insights info

(@ Enabling Performance Insights will automatically enable the MySQL Community performance schema.
Learn more [4.

Enable Performance Insights
Retention period info

You can also create a rule on Amazon EventBridge to monitor and log events of your database using an AWS
Lambda function.
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Event matching pattern Event pattern Copy H Edit ‘
You can use pre-defined pattern provided by a service or create N
a custom pattern {
"source": ["aws.rds"],

© Pre-defined pattern by service

Custom pattern
Service provider
AWS services or custom/partner services

AWS v

Service name
The name of partner service selected as the event source

Relational Database Service (RDS) v

Event type
The type of events as the source of the matching pattern

RDS DB Instance Event v

"detail-type": ["RDS DB Instance Event"]

¥

B wN R

» Sample event(s)

Performance Insights proactive recommendations identify potential performance issues before they impact
your database, offering suggested actions to prevent future problems. They work by monitoring metrics,
setting dynamic thresholds, and generating recommendations when anomalies or problematic patterns are

detected.
e AuroraandRDS > R dations = ©®
a
Aurora and RD: < . - q -
urora a S Recommendations (2) Info View details Apply v Dismiss
Dashboard The list of recommendations which include best practices for resource configuration, threshold based insights when Performance Insights is using the paid tier, and anomalous DB load
Databases detection when DevOps Guru for RDS is turned on.

- Status

Q Filter by text or property (example: Severity) ‘ Active

Query editor

Performance insights

Severity 4 | Detection

Snapshots

Exports in Amazon S3

M Informational td-demo is not a Multi-AZ instance

Automated backups
Reserved instances

Proxies M Informational

td-demo is not running the latest minor DB engine version

Last modified ‘ Last 3 months ‘ 1 o)

v.\

| Recommendation | Impact v | Categor

Set up Multi-AZ for the impacted DB instanc  Data availability at risk Reliabilit

Upgrade to latest engine version Reduced database perfor ~ Security

2

Subnet groups
Parameter groups
Option groups

Custom engine versions,

Zero-ETL integrations

Events

Event subscriptions
0 recommendations selected
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Deleting a Database Instance

Like other AWS services, Amazon RDS also has a deletion protection feature to avoid accidental deletion of the
database.

Deletion protection

Enable deletion protection
Protects the database from being deleted accidentally. While this option is enabled, you can’t delete the database.

This database has deletion protection option enabled X

To be able to delete the database, modify the database and disable deletion protection.

You can trigger a database deletion by selecting a database and clicking Delete from the Actions.

RDS Databases td-sample-db-instance
td-sample-db-instance | Modify || Actions a
Stop
Summary Reboot
DB identifier CPU Status Class
td-sample-db-instance ' 113.33% © Available db.tz
Role Current activity Engine Regit  Take snapshot
Instance [0 Connections MySQL Community us-e;

You will have an option to take a snapshot of your database before deleting a database instance in case you
want to keep a backup. Confirmation should also be done by typing “delete me.”
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Delete td-sample-db-instance instance? X

Are you sure you want to Delete the td-sample-db-instance DB Instance?

Create final snapshot?
Determines whether a final DB Snapshot is created before the DB instance is deleted.

Final snapshot name
The DBSnapshotldentifier of the new DB Snapshot created.

td-sample-db-instance-final-snapshot

To confirm deletion, type delete me into the field

delete me

Reference:
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html

Amazon OpenSearch Service

Amazon OpenSearch Service is designed to simplify the deployment, operation, and scaling of OpenSearch (an
open-source search and analytics suite derived from Elasticsearch 7.10). It provides robust capabilities for
full-text search, log analytics, real-time application monitoring, and security analytics. This service works
smoothly with other AWS services and provides features that ensure it's always available, can grow with your
needs, and has security measures like encryption and access control. It's an ideal solution for businesses
requiring near real-time data and insight access.

AWS Config

AWS Config is a service that keeps track of the configuration of your AWS resources. This service allows you to
continuously monitor and assess configurations beneficial for audit and compliance requirements. AWS Config
keeps the records of resource configuration in an S3 bucket. Additionally, aside from AWS resources, AWS

https://portal.tutorialsdojo.com/ 163


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Welcome.html
https://portal.tutorialsdojo.com/

TD Tutorials Dojo Study Guide and Cheat Sheets - AWS Certified CloudOps Engineer Associate
by Jon Bonso

config also supports a wide array of third-party resources to monitor. Resources are tracked according to their
record type and category. You also have the option to discover and watch all resources in an entire region.

Resource types to record

Record all resources supported in this © Record specific resource types
region

To learn more, see Supported Resource Types

Resource category Resource type
All resource categories A All resource types v
All resource categories
Aqua resources
Atlassian resources Choose a role from your account

AWS resources

AWSQS resources

AWS Config stores the configuration details of its monitored resources to an Amazon S3 bucket. Each record
type has its configuration history. You can also trigger an Amazon SNS to notify you of any changes in the
configurations.

AWS Config Continuous Configuration Monitoring

Resources are monitored and evaluated according to a set of desired configurations called Rules. You can use
a predefined but customizable AWS managed rule or create your own Custom Rule using the AWS Lambda
function.

Select rule type

© Add AWS managed rule Create custom rule
Customize any of the following rules to suit Create custom rules and add them to AWS
your needs. Config. Associate each custom rule with an

AWS Lambda function, which contains the
logic that evaluates whether your AWS
resources comply with the rule.
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Resources evaluation happens when a configuration change occurs, and during the schedule you set. AWS
Config marks the resources as COMPLIANT or NON_COMPLIANT according to its config rules. See below
example of an AWS-managed rule for EC2.

desired-instance- EC2 Checks whether your EC2 instances are of the
type specified instance types.

ebs-optimized- EC2 Checks whether EBS optimization is enabled for
instance your EC2 instances that can be EBS-optimized.

For reported non-compliant resources, a remediation action can be applied either automatically or manually.
AWS also recommends remediation for the non-compliant resource.

v Remediation action details

The execution of remediation actions is achieved using AWS Systems Manager Automation

Choose remediation action

Q|

B ® AWS-Createliralssue (recommended)

® AWS-PublishSNSNotification (recommended)

AWS-ASGEnterStandby

AWS-ASGExitStandby '
AWS-AddOpsltemDedupStringToEventBridgeRule

AWS-AttachEBSVolume

To further broaden the scope of your configuration monitoring, you can set up an AWS Config Aggregator.
Data aggregation will allow you to collect all configuration data across multiple AWS accounts and Regions
and consolidate it all in one place.

The diagram below shows a high-level architecture of AWS Config. Multiple AWS resources are being evaluated
using the rules periodically or in the event of configuration changes. It also shows the configuration details
being stored in an Amazon S3 bucket and email notifications sent via Amazon SNS.
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Monitored AWS Resources

Configuration Changes AWS EC2 Amazon RDS  Amazon CloudFront

A4

Periodic Config Evaluation

AWS Config

Amazon S3

Configuration Details

Admin

Email Notification 2 %5

Amazon SNS

%

33 Bucket

Reference:
https://docs.aws.amazon.com/config/latest/developerguide/WhatlsConfig.html

Deploying Resources with CloudFormation

AWS CloudFormation lets you model and create resources for your environment using programming language,
leveraging the concept of Infrastructure as Code (IaC). You don't need to make all of your resources one by one
manually; these resources are all defined on the AWS CloudFormation template. In this way, an AWS
environment can be reliably and quickly reproduced since everything is declared on a template. An example
would be creating a new Test environment similar to your current setup or creating a Disaster Recovery
environment in another region.

With AWS CloudFormation, you can upload your template, use a sample template, or create a template using
Designer. These templates can be in JSON or YAML format. Resources defined from these templates are
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treated and managed as a single unit called stacks. A template may contain the following sections, with
Resources being only the required section.

e Format Version - AWS CloudFormation template version
Description - Template description
Metadata - Additional details of the template
Parameters - values used by the template during stack creation
Rules - used to validate the parameters being used by the template
Mappings - matches a key to its corresponding value
Conditions - specifies the condition required for creating resources
Transform - specifies the version of the AWS Serverless Application Model
Resources - identifies the stack resources and their properties
Outputs - defines the output value

StackSets

AWS CloudFormation is used mainly for automating deployments of different applications. For creating
resources for multiple regions and multi-accounts deployment, you should consider using StackSets. With
StackSets, you can create resources for the Target Accounts using an Administrator Account. The
administrator account centrally manages the templates, and you only specify the target accounts to where you
want to create your resources.

Nested Stacks

As your infrastructure grows, there will be some cases where you need to declare the same resources to
multiple CloudFormation templates. In these cases, it is better to use nested stacks. You can create separate
templates for the most used resources and reference them on other templates. This way, you'll avoid copying
and pasting the same configuration on your templates, and this also simplifies stack updates.

Below is an example CloudFormation Template main stack in YAML format.

AWSTemplateFormatVersion: 2010-09-09
Resources:
MyStack:
Type: AWS::CloudFormation::Stack
Properties:
TemplateURL: https:/aws-account.testbucket.amazonaws.com/s3bucketcreate.yaml
TimeoutInMinutes: 60
Outputs:
StackRef:
Value: 'Ref MyStack
OutputFromNestedStack:
Value: IGetAtt MyStack.Outputs.BucketName
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The example CloudFormation template below is referenced on AWS::CloudFormation::Stack using its S3
object URL, allowing the GetAtt function to pull out the output values from the referenced template.

s3bucketcreate.yaml (uploaded on S3)

AWSTemplateFormatVersion: 2010-09-09
Resources:
SampleBucket:
Type: AWS::S3::Bucket
Outputs:
BucketName:
Value: 'Ref 'SampleBucket'
Description: This is a sample bucket

Deleting a Stack

Deleting a stack on CloudFormation also removes all the provisioned resources in it. In some cases, you want
some resources to be retained even after deleting its stack. The good thing is that you can do this by defining
its DeletionPolicy.

To keep the resources when deleting a stack, you need to define its DeletionPolicy with Retain value on the
template. You can set Snapshot as its value for the resources that support snapshot (like RDS databases).
With DeletionPolicy: Snapshot, a snapshot is created before a resource is deleted. In this way, you will have a
backup of the resource deleted from the stack.
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Retain

Adding DeletionPolicy: Retain on the template will retain the provisioned resources even after deleting its stack.

AWSTemplateFormatVersion: 2010-09-09
Resources:
SampleBucket:
Type: AWS::S3::Bucket
DeletionPolicy: Retain
Outputs:
BucketName:
Value: |Ref 'SampleBucket'
Description: This is a sample bucket

Snapshot

DeletionPolicy: Snapshot can be added on resources that support snapshots like the following:

AWS::EC2::Volume
AWS::ElastiCache::CacheCluster
AWS::ElastiCache::ReplicationGroup
AWS::Neptune::DBCluster
AWS::RDS::DBCluster
AWS::RDS::DBInstance

AWS::Redshift::Cluster

https://portal.tutorialsdojo.com/ 169


https://portal.tutorialsdojo.com/

TD Tutorials Dojo Study Guide and Cheat Sheets - AWS Certified CloudOps Engineer Associate
by Jon Bonso

In this example, we have a Volume created along with an EC2 instance. Because Snapshot is defined as its
DeletionPolicy, we expect this to create a snapshot when the stack is deleted.

AWSTemplateFormatVersion: 2010-09-09
Resources:
Ec2Instance:
Type: AWS::EC2::Instance
Properties:
Imageld: ami-0615132a0f36d24f4
TestVolume:
Type: AWS::EC2::Volume
DeletionPolicy: Snapshot
Properties:
Size: 10
AvailabilityZone: !GetAtt Ec2Instance.AvailabilityZone

References:

https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://tutorialsdojo.com/aws-cloudformation-stacksets-and-nested-stacks/
https://tutorialsdojo.com/aws-cloudformation-deletion-policy/
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AWS Systems Manager Patch and Change Manager

AWS Systems Manager Patch Manager

Patch Manager is an AWS Systems Manager feature that helps you identify and install the necessary
application and operating system updates on your managed instances. Managed instances can be EC2
instances or machines from an on-premises environment with SSM Agent installed.

Patch Manager provides a dashboard that gives essential information like compliance status and patch

history.

Patch Manager

Dashboard Reporting Patch baselines Patches Patch groups Settings

Patch compliance summary

Compliance summary for managed instances that have reported Patch data.

I Compliant 2 |l Critical non compliant 0 |l High non compliant: 0

I Other non compliant 0

Configure patching m

Compliance reporting age
Count of instances based on the age their most recent patching compliance reports

I Reported compliance within the past 7 days: 2

Not reported compliance within the past 7 days: 0
I Never reported compliance: 0

Patch operations history

This summary of recent patching operations indicates whether an operation was started manually, or started by a maintenance window or State Manager association. Choose
an operation link to view the command output.

Q

Patch operation Started by
Install [ Association
Scan [4 Association
Scan [4 Association
Scan [4 Association

Document name

AWS-RunPatchBaseline

AWS-RunPatchBaselineAssociation

AWS-RunPatchBaseline

AWS-RunPatchBaselineAssociation

End time

August 7, 2021, 9:06 PM GMT+8
August 7, 2021, 6:37 PM GMT+8
August 7, 2021, 6:34 PM GMT+8

August 7, 2021, 6:34 PM GMT+8

Status

@ Success
@ Success
@) Failed

@ Failed

Targets

Instancelds: *

Instancelds: i-0e23301eb0eb2f853

Instancelds: i-008e44a540d1a4d49

Instancelds: i-008e44a540d1a4d49
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To review the list of your managed instances, you can check Systems Manager Fleet Manager. The Fleet
Manager consolidates all managed instances in a single view allowing you to do administration tasks like
RDP/SSH, viewing file system, and user/group management.

To further understand how a Patch Manager works, here are the concepts that you need to know:

e Patch Baseline defines the patches that are approved for installation on your managed instances. AWS
provides a list of Patch Baselines per operating system, but you can configure a custom Patch Baseline.

e When defining instances to patch, you can select instances manually, select instances using tags, or
select a Patch Group. A Patch Group allows you to group identical instances for a particular patch
baseline. You can create a patch by tagging your managed instances with the key: Patch Group.

e Patch Operation lets you choose between Scan and Scan and Install operation for your selected
instances. Scan operation only identifies and generates a patched list while Install operation downloads
and installs all approved patches on the instances.

e Patch Schedule defines the maintenance window for the patching. You can also trigger a patch
instantly.

The Patch Manager provides a summary after a patch is executed.

Association execution summary

AWS-PatchNowAssociation

Association ID Execution ID

05cf9c45-f891-4571-b4ac-5f602a0566¢c2 [A 66906b90-1083-4af9-901c-dbcd9c15¢345 [A
Status Operation

@ Success Install

Reboot option Targets

RebootlfNeeded Instancelds: *

Summary

Success=2

AWS Systems Manager Change Manager

Change Manager is a change management capability of AWS Systems Manager. Change management is a
practice done by many organizations to control changes in a given system. In an AWS environment, this
capability simplifies submitting, reviewing, approving, and implementing operational changes to application
and infrastructure configurations. The Change Manager can manage all changes across AWS Regions and
AWS Accounts.
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To further understand how a Change Manager works, here are the concepts you need to know:

e Change Templates contain information like level of approvals, runbook, and notification configuration.
You can create a Standard and Emergency change template.

e Change Request is a request created from a change template. You can choose the request operation to
start at a scheduled time or once the request has been approved.

e A Runbook contains the actions that will be performed for a particular request. Below is an example of
a runbook for restarting an EC2 instance.

Runbook options
© Select a single runbook
Define a set of runbooks that can be used

Any runbook can be used

Runbook
Select an Automation runbook to add to your template.

AWS-RestartEC2Instance v Version 1 v

e Automation Runbook is a feature of AWS Systems Manager that automates tasks on AWS resources. It
can handle complex workflows, manage errors, and can be customized based on operational needs.

e Change Request Approval defines the needed approval for a particular request. The number of approval
depends on the levels defined on the template.

Change request approvals

Specify up to five levels of approvers for change requests created from this change template. Each level can include
one or more groups or individual users. All approvals from one level must be received before next-level approvers are
notified.

First-level approvals

Approver Required

1 approver to be specified at the request.

e You can add an Approval Notification using the SNS topic when configuring a template.
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Amazon SNS topic for approval notifications - optional
Specify the Amazon SNS topic to notify approvers at this level. Make sure the approvers are subscribed to the topic.

© Enter an SNS Amazon Resource Name (ARN)
Create an Amazon SNS topic

Select an existing Amazon SNS topic

Topic ARN

Must be a valid Amazon Resource Name (ARN).

Add notification

References:

https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html

https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-actions-and-change.htm
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Encryption on AWS Storage Services

S3 Encryption

Encryption is another security feature that S3 has as data protection. Users can opt to use Server-Side
Encryption or Client-Side encryption, and both have their use cases depending on your storage requirements.
S3 default encryption uses SSE and can be set on your bucket properties tab.

Default encryption

Automatically encrypt new objects stored in this bucket. Learn more [

Default encryption
Disabled

Server-Side Encryption

When using Server-Side Encryption, the new objects uploaded in a bucket are encrypted as it is written on a
disk and decrypted when being accessed. There are three different options to use for your encryption keys.

e SSE-S3 - Encryption keys are managed by the S3 service. AES-256 encryption is used.

Default encryption

Automatically encrypt new objects stored in this bucket. Learn more [

Server-side encryption
Disable
© Enable

Encryption key type
To upload an object with a customer-provided encryption key (SSE-C), use the AWS CLI, AWS SDK, or Amazon 53 REST APL

© Amazon 53 key (SSE-53)

An encryption key that Amazon S3 creates, manages, and uses for you. Learn more [

AWS Key Management Service key (SSE-KMS)
An encryption key protected by AWS Key Management Service (AWS KMS). Learn more E
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e AWS KMS keys (SSE-KMS) - Leverage AWS KMS capabilities. Users can use Customer Managed Key
stored on AWS KMS as encryption keys. You can create your own keys or use the default encryption for
S3. This comes with additional charges since you are using another AWS service. Enabling the Bucket
Key feature will reduce the number of calls to AWS KMS to save cost.

AWS KMS key

© AWS managed key (aws/s3)
arn:aws:kms:ap-southeast-1:947117271373:alias/aws/s3

Choose from your AWS KMS keys
Enter AWS KMS key ARN

Bucket Key
Reduce encryption costs by decreasing calls to AWS KMS for new objects in this bucket. To specify a Bucket Key setting for an object, use
the AWS CLI, AWS 5DK, or Amazon 53 Rest APIL. Learn more E

Disable
© Enable

e SSE-C - Customer-provided keys are used by S3 to encrypt objects.

Client-Side Encryption

While SSE is a great option to encrypt objects in S3, users may also choose to encrypt the objects before
uploading to S3. You can use your own keys for encryption or use a Customer managed key from AWS KMS.

Encrypting Existing S3 Objects

Only new objects uploaded on an S3 bucket are being encrypted when encryption is enabled. To encrypt the
existing objects, you can use Amazon S3 Batch operations. This will allow you to identify and copy
unencrypted objects, encrypt it, then write it on the same bucket.

EFS Encryption

Like other storage services, EFS also has encryption available for its data. EFS offers encryption both for Data
at rest and Data in transit.

Data at Rest Encryption

You can enable encryption on a filesystem when creating it. Note that once a filesystem is created, you can't
modify its encryption settings. EFS also uses KMS service to do the encryption; by default it uses
aws/elasticfilesystemkey but you can also create your own keys.
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Encryption
Choose to enable encryption of your file system’s data at rest. Uses the AWS KMS service key (aws/elasticfilesystem) by default. Learn more [

Enable encryption of data at rest

¥ Customize encryption settings

KMS key
Choose or input a KMS key ID or ARN to use instead of the AWS KMS service key. Learn more E

Q Create an AWS KMS key [4

Data In Transit Encryption

Using TLS when mounting your filesystem secures your data in transit. You can use the command provided on
the EFS mount helper.

Attach

Mount your Amazon EFS file system on a Linux instance. Learn more [

© Mount via DNS

Using the EFS mount helper:

sudo mount -t efs -o tls fs-897alabd:/ efs

EBS Encryption

Elastic Block Storage serves as block storage volumes for EC2 instances. EBS has encryption for both data at
rest and data in transit. Like other AWS services, EBS utilizes AWS KMS to handle the encryption.

Creating Encrypted EBS Volume

You can enable the volume encryption when launching an AWS instance. Both root and data volume can be
encrypted.

Size (GiB) T | e G
Volume Type (i Device (i) Snapshot (i D Volume Type (i I0PS (i (MBIs)g ; ? Termination Encryption (i)
i i @
snap-
Root /dev/xvda 053c42bdb1128764a 8 \General Purpose SSD (gp2) V\ 100/3000 N/A Not Encrypte w
[EBS v] [idevisdb v] [Search (case-insensit| |7 | [General Purpose SSD (gp2) ~| 100/3000 N/A =] 3133%edf27: v | @

Add New Volume

https://portal.tutorialsdojo.com/ 177


https://portal.tutorialsdojo.com/

TD Tutorials Dojo Study Guide and Cheat Sheets - AWS Certified CloudOps Engineer Associate

by Jon Bonso
Likewise, you can also enable encryption during volume creation.
Create Volume
Volume Type General Purpose SSD (gp2) + €
Size (GiB) 100 (Min: 1 GiB, Max: 16384 GiB) (i)
IOPS 300 /3000 (Baseline of 3 IOPS per GiB with a
minimum of 100 IOPS, burstable to 0
3000 IOPS)
Throughput (MB/s) Not applicable €}
Availability Zone* us-east-1a + O
SnapshotID  Select a snapshot +~C O

Encryption Encrypt this volume

Note that once a volume is created, you can only modify its volume type and size. You can’'t modify its
encryption.

Snapshots

Snapshots are backups of your EBS volumes. The same keys are used in encrypting a volume and its
snapshot. When you take a snapshot from an encrypted volume, the snapshot will automatically be encrypted.
Same goes with the snapshots of unencrypted volume - the snapshot will also be unencrypted.

Another thing to note. You can create an encrypted volume from an unencrypted snapshot but you can’t create
an unencrypted volume from an encrypted snapshot.
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Create Snapshot Actions ¥

Ao e e

Owned By Me Q Filter by tags and attributes or search by keyword 9 1to 2 0f 2
Status ~ Started +~ Progress | Encryption - KMS Key ID
& completed July 11, 2021 at 1:26:23 A... available (100%) Encrypted 3f339edf-27ac
& completed July 11, 2021 at 1:26:29 A... available (100%) Not Encrypted
RDS Encryption

Encryption for storage is a must especially for databases. On AWS Relational Database Services, encryption is
available both for data at rest and data in transit for its database instances. It uses AES-256 encryption to

secure the data on the RDS database instances.

Encrypting RDS Database Instance with AWS KMS

RDS also leverages AWS KMS for the encryption. During database creation, you have an option to enable the
encryption and use your preferred key. For an encrypted database instance, all of its data will be encrypted
including read replicas, snapshots, and automated backups.

Encryption using Transparent Data Encryption (TDE) is also supported for Oracle and SQL database instances.
Take note that using TDE simultaneously with encryption at rest will lead to some performance issues.

Encryption

Enable encryption

Choose to encrypt the given instance. Master key |Ds and aliases appear in the list after they have been created using the AWS

Key Management Service console. Info

AWS KMS Key Info

(default) aws/rds

Account

947117271373

KMS key ID

alias/aws/rds
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Note that encryption is not available for the following database instance classes:
e General Purpose (db.m1.small, db.m1.medium, db.m1.large, db.m1.xlarge)
e Memory Optimized (db.m2.xlarge, db.m2.2xlarge, db.m2.4xlarge)
e Burst Capable (db.t2.micro)

Securing Database Connection on RDS

For data in transit encryption requirements, you can SSL/TLS for the connection between your application and
your database instance. A server certificate is used to validate a connection to your database instance; these
certificates are also rotated for additional security. The implementation of this method varies depending on the
database being used.

References:
https://docs.aws.amazon.com/AmazonS3/latest/userquide/bucket-encryption.html

https://docs.aws.amazon.com/efs/latest/ug/encryption.html
https://docs.aws.amazon.com/AWSEC?2/latest/UserGuide/EBSEncryption.html

https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html

https://portal.tutorialsdojo.com/ 180


https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-encryption.html
https://docs.aws.amazon.com/efs/latest/ug/encryption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://portal.tutorialsdojo.com/

TD Tutorials Dojo Study Guide and Cheat Sheets - AWS Certified CloudOps Engineer Associate
by Jon Bonso

Security on AWS

AWS KMS Key Rotation

AWS Key Management Service (AWS KMS) is a managed service that lets you create and manage KMS Keys. A
KMS Key is a logical representation of a data key used to encrypt your data, making it a valuable and sensitive
asset to your security. It makes sense, and it is a best practice to do a rotation on these keys.

AWS Managed KMS Key has an automatic rotation feature enabled by default. This feature is optional for
Customer Managed Key. However, automatic key rotation is not supported by the following:
e Asymmetric KMS key where public and private key pairs are used to encrypt/decrypt or sign/verify
operations
KMS keys in custom key stores where the key material is stored on the AWS CloudHSM cluster
KMS Keys that have imported key material, which is supported only for symmetric KMS key in AWS
KMS key stores
e Hash-Based Message Authentication Code (HMAC) KMS keys is used for generating and verifying
HMAC tags.

You may not have an automatic key rotation available on these KMS key types, but you can still do a rotation
manually.

AWS Owned KMS key Rotation
AWS Owned KMS key is, as the name implies, AWS-owned and managed and is usable by multiple AWS
Accounts. The key rotation for AWS-owned KMS key varies depending on the AWS service that uses the key.

AWS Managed KMS key Rotation

AWS Managed KMS Keys are the ones that are created on your behalf. You can't manage the key rotation for
AWS Managed Keys. The automatic key rotation is handled by AWS KMS and is automatically rotated every
three years.

AWS Customer Managed KMS key Rotation
Unlike AWS Managed KMS key, you have full control over Customer Managed key, including key rotation. By
default, Customer Managed key can be rotated every year.
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KMS Key Automatic Key Rotation

TYPE OF KMS KEY Can view key Can manage key Used only for your Automatic Rotation

metadata AWS account
Customer Optional. Every
Managed KMS key ves ves ves 365 days.
AWS Managed Required. Every
KMS key ves No ves 1095 days.

AWS Owned KMS

k No No No Varies
ey

Secrets Manager vs Parameter Store

The best practices are always ideal to follow when storing essential and sensitive application information in
the cloud. Information like database credentials, application keys, configuration, or any other security
information that your applications consume are business-critical, hence should be secured at any given time.
AWS recommends securely storing this sensitive information and only retrieving it when needed to avoid
embedding credentials on application source code. Moreover, audit and key rotation are also advisable. AWS
offers two relevant services for these requirements, each of them with particular use cases.

Secrets Manager — securely store, rotate, and monitor secrets. This service leverages AWS KMS for
encryption-at-rest, which is enabled by default. Likewise, by default, Secrets Manager only allows
programmatic retrieval of secrets over TLS and Perfect Forward Secrecy (PFS). Secrets can be credentials of
databases like RDS, DocumentDB, Redshift, or other secrets like API keys.

Parameter Store - a feature of AWS Systems Manager that manages different configuration data like
passwords, strings, and parameter values. Information on Parameter Store can be stored on plain text or as

encrypted data using AWS KMS.

Parameter Stores offer two tiers:
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Tier
Parameter Store offers standard and advanced parameters.
© Standard Advanced
Limit of 10,000 parameters. Parameter Can create more than 10,000 parameters.
value size up to 4 KB. Parameter policies Parameter value size up to 8 KB. Parameter
are not available. No additional charge. policies are available. Charges apply
It also supports the following parameter type:
Type
O String
Any string value.
StringList
Separate strings using commas.
SecureString
Encrypt sensitive data using KMS keys from your account or another account.
Here is a side-by-side comparison of Secrets Manager and Parameter Store.
Parameter Store Secrets Manager
Key-Value Size 4KB/8KB 10KB
Encryption Yes Yes
Reference in CloudFormation Yes Yes
Built-in password generation No Yes
Key Rotation No Yes
Cross-account Access No Yes
Cost Free for standard parameters Yes
Use Cases Hierarchical storage for Business-critical secrets like
passwords, strings, and parameter | database passwords. Dedicated
values. Single store for secrets store with lifecycle
configuration and secrets management with rotation
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capabilities.

IAM Access Analyzer

The Access Analyzer is a feature of AWS IAM that evaluates the policies associated with AWS resources. It
identifies the resources that are shared with an external entity. Moreover, you can preview your policies before
proceeding with creation. IAM Access Analyzer will check your policy grammar and validate against the best
practices.This feature is a simple yet effective way to point out unintended access, over-provisioned privileges,
and other security-related risks. It helps you maintain the principle of least privilege on your resources.

Supported AWS Services

Amazon S3 - evaluates the bucket policies, access control list, and access point
AWS IAM - evaluates the trust policies of an IAM role

AWS Lambda - evaluates the policies associated with the functions

Amazon SQS - evaluates the policies associated with a queue

AWS KMS - evaluates the key policies and grants of keys

AWS Secrets Manager - evaluates the policies associated with a secret

The following statements summarize the process of Access Analyzer.

AR

Define scope. Scan resources. Create findings.

Define the scope or zone of trust. The zone of trust will serve as a basis of the Access Analyzer; scope
can be either within an AWS Account or Organization. Any entities outside the scope are treated as an
external entity; this can be an AWS Account, IAM Account/Role, public entities.

Scan all resources policy within the trust zone and determine the resources shared outside the defined
trust zone/scope.

Create findings to evaluate if access to a particular resource is intended or not.
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Active Archived Resolved All
Active findings Actions w
Account ID 947 1 S
Q. Filter active findings Lol
Finding ID Resource External principal Condition Shared through Access level Updated v
S3 Bucket L . .
d1fadecf-01... All Principals Bucket ACL Read, List a minute ago
s3-ap-demo

Here is an example of an active finding on an S3 bucket that is publicly exposed. It shows essential details like

the ARN, the policy, and the access level.

d1fadccf-0198-410d-a9bd-c85159210564 .«

/A Public: this finding is for a resource that allows public access.

Details

Finding ID
d1fadecf-0198-410d-a9bd-c85159210564

Updated

38 minutes ago

Resource External principal

arn:aws:s3::s3-ap-demo [4 All Principals

Resource owner account

5471

Status Shared through

Active Bucket ACL

Condition Access level
Read

s3:GetBucketAcl

List

s3:ListBucket
s3:ListBucketMultipartUploads

s3:ListBucketVersions

IAM Access Analyzer allows you to archive (for intended access) the findings or apply the necessary fix (not

intended access) to the resource.

Next steps
Intended access

If the access is intended, such as access necessary for business processes, you can archive the finding. This lets
you focus on findings that are related to potential security risks. When you archive a finding, it's removed from
Active findings and the status changes to () Archived.

To automatically archive similar findings, create an archive rule

Not intended

If the access isn't intended, it indicates a potential security risk. Use the console for the service associated with
the resource to medify or remove the policy that grants the unintended access. To confirm that your change
removed the access, choose Rescan. If the access is removed, the status changes to @ Resolved.

Go to 53 console [

arn:aws:s3::53-ap-demo

Another popular use of the IAM Access Analyzer is when creating a bucket policy. IAM Access Analyzer will
interactively check the syntax/grammar of the policy being created.
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Bucket ARN

arn:aws:s3:tutorialsdojo-test

Policy
11 ) Edit statement Remove
2 “Version®": "2012-18-17", AddCannedAcl
3 “Statement”: [
4~ { 1. Add actions
5 "5id": "AddCannedAcl”,
Choose a service
6 "Effect™: "Allow",
7~ "Principal: { Q
8- "AHS": [
9 "arn:aws:iam: 131142225388 root”, Included
1e "arn:aws:iam::9809146233025: root” 53
11 1
12 3 il
13- “Action®: [ Available
14 "s3:PutObject”, AMP
15 "s3:PutObjectAcl”, API Gateway
16 "s3:Cresteducket”
17 5 API Gateway V2
“Resource”: "arn:aws:s3:::tutorialsdojo-test/*" Access Analyzer
13 ¥
20 ] Account
21} Activate
Alexa for Business
Amplify
Amplify Admin -

2. Add a resource
=+ Add new statement 3. Add a condition (optional) Add

Using the Preview feature will trigger the IAM Access Analyzer to scan your policy and provide
recommendations according to security best practices. See sample findings below.

JSON Ln 18, Col 50

Security: 0 @ Errors:0 A\ Warnings: 0 Suggestions: 0 Preview external access

Preview external access - optionalpreview and validate Access Analyzer findings for external access to your resource. Learn more [}

Analyzer

TD-IAMAnalyzer v Preview
Zone of trust: Current account (947117271373)

Last update: 3 minutes ago

All New Resolved Archived Existing

Q

» @D AnAWS account has write and permissions access.
» @D AnAWS account has write and permissions access.

Access preview |D: 27b4404c-653e-4924-a03e-946c0e61815F

AWS Certificate Manager

The AWS Certificate Manager (ACM) helps you easily provision and manage keys and certificates for your
application or websites. With ACM, you can create both public and private SSL/TLS X.509 certificates.
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o e
Provision certificates Private certificate authority
Provide the name of your site, establish your identity, and let You or your IT Administrator can establish a secure managed infrastructure
ACM do the rest. ACM manages renewal of SSL/TLS for issuing and revoking private digital certificates. Private certificates
certificates issued by Amazon or by your own private Certificate identify and secure applications, services, devices and users within an
Authority. organization.

AWS Certificate Manager (ACM) allows you to secure your public websites and applications over TLS. You can
request new certificates with just a few clicks. You can even request certificates for multiple domains and
wildcard domains. Before ACM issues the requested certificates, the request is validated through DNS or Email
validation. ACM also handles the auto-renewal of certificates. If you want to use existing certificates, you can
do so by importing them to ACM.

The ACM Certificates are free to use and can be integrated into the following AWS services.
Elastic Load Balancing

Amazon CloudFront

AWS Elastic Beanstalk

AWS App Runner

Amazon API Gateway

AWS Nitro Enclaves

AWS CloudFormation

ACM Private CA allows you to create your certificate authority (CA) hierarchy in AWS. Certificates generated
from ACE Private CA can only be privately used and accessible via ACM Private CA API or the AWS CLI. The
ACM Private CA isn't free to use; you pay a monthly fee for each CA and certificate that you create and issue.
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Select the certificate authority (CA) type o

ACM helps you create a private subordinate CA.

® RootCA Create a root CA. Choose this option if you want to
establish a new CA hierarchy.

Subordinate Create a subordinate CA. Choose this option if you want

CA to make a CA that is subordinate to an existing CA. You
can use this option to create issuing CAs as well as
intermediate CAs.

Amazon Detective

Amazon Detective is designed to simplify and expedite the investigation of potential security issues. The
service automatically collects log data from AWS resources and employs machine learning, statistical analysis,
and graph theory to construct a comprehensive dataset. This dataset, presented through interactive
visualizations, enables security teams to conduct efficient and detailed investigations. Amazon Detective's
prebuilt data aggregations, summaries, and context provide a unified view of user and resource interactions.
This helps to quickly identify and understand the nature and extent of potential security issues. Its capabilities
include triaging security findings, investigating incidents with interactive visualizations, and tracking threats.
This service is a powerful tool for any organization looking to enhance its security posture in the cloud.

Amazon GuardDuty

Amazon GuardDuty is designed to safeguard your AWS accounts and workloads. It continuously monitors your
environment, examining various data sources like AWS CloudTrail management events, VPC flow logs, and
DNS logs. The service uses machine learning and threat intelligence feeds to spot unusual or potentially
harmful activities. This could include identifying compromised EC2 instances, detecting abnormal login
patterns, or spotting communication with suspicious IP addresses. By providing detailed security findings,
GuardDuty empowers you to take action and enhance the security of your AWS environment.

AWS Firewall Manager

AWS Firewall Manager is a service that simplifies your security tasks by enabling you to manage and organize
firewall rules from a single, central location within your AWS Organization. This means you can easily set up
and maintain security protocols across all your accounts and applications. As your organization grows and you
build more VPCs and accounts, you can quickly propagate your security and compliance policies across these
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new resources. This ensures all your security rules are enforced consistently, even as new resources are
added. AWS Firewall Manager simplifies your security management and reduces the risk of misconfigurations
by providing a single place to set up and maintain your rules. It integrates with AWS WAF, AWS Shield
Advanced, and Amazon VPC security groups, enabling you to use these services more effectively to protect
your AWS environment.

AWS Directory Service

AWS Directory Service enables the integration of AWS resources with an existing Microsoft Active Directory
located on-premises or creating a new, standalone directory in the AWS Cloud. It provides four directory types:

1. AWS Directory Service for Microsoft Active Directory (Available in Standard Edition or Enterprise
Edition): It is capable of supporting workloads aware of Active Directory, such as Remote Desktop
Licensing Manager, Microsoft SharePoint, and Microsoft SQL Server Always On in the AWS Cloud. It is
also suitable for use with AWS applications and services like Amazon WorkSpaces and Amazon Quick,
or if there is a need for LDAP support for applications based on Linux.

2. AD Connector: This is suitable if your requirement is solely to enable users from your on-premises
setup to authenticate into AWS applications and services using their Active Directory credentials.
Additionally, AD Connector can be utilized to associate Amazon EC2 instances with your pre-existing
Active Directory domain.

3. Simple AD: This is suitable if you're looking for a directory that is cost-effective and operates on a
smaller scale, offering fundamental compatibility with Active Directory. It supports applications
compatible with Samba 4 and provides LDAP compatibility for applications that are LDAP-aware.

4. Amazon Cognito: This is ideal for large-scale SaaS applications that require a directory capable of
managing and authenticating users, and it is compatible with social media identities.

By using AWS Directory Service, you can decrease the time required to establish and operate a directory in the
AWS Cloud, integrate your AWS resources with your existing infrastructure seamlessly, and simplify your hybrid
cloud deployments. It also offers multiple features, such as access control, auditing, and scaling, to
accommodate high-performance workloads. AWS Directory Service is a crucial component for enterprises that
are transitioning their workloads to the AWS Cloud as it enables them to leverage single sign-on to AWS
applications and services.
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References:

https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html

https://tutorialsdojo.com/aws- secrets manager-vs-s stems manager- arameter store

https://docs.aws.amazon.com/guardduty/latest/ug/what-is-quardduty.html
https://aws.amazon.com/firewall-manager/
https://docs.aws.amazon. com(d|rectoryserwce[latest(adm|n gwde[what is. htmI
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AWS Billing and Governance

AWS Organizations

AWS Organizations’ purpose is to ease the management of multiple AWS Accounts by consolidating them into
a group called Organization.

AWS Organization

Policy

Organizational Unit

AWS Account

p Organizational Unit
Policy

! Root Organizational Unit % e
% AWS Account
[

Policy

Customers mainly benefit from AWS Organizations in terms of billing and account management. Instead of
paying bills from each AWS Account, customers can consolidate and pay all bills on their AWS Master
Account. Consolidated billing allows the customers to centrally manage their cloud expenditure while saving
costs through different pricing discounts.

You can centrally manage all of your AWS Account from your Master Account. When you enable AWS
Organizations on your account, it automatically becomes the Master Account; an email verification is also sent
to your AWS Account email.
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AWS Organizations AWS accounts

AWS accounts

The accounts listed below are members of your organization. The organization's management account is responsible for paying the bills for all
accounts in the organization. You can use the tools provided by AWS Organizations to centrally manage these accounts. Learn more [/

Organization

Organizational units (OUs) enable you to group several accounts together and administer them as a single unit instead of one at a time.

Q "= Hierarchy ‘ = List ‘
Organizational structure Account created/joined date
v [ [3 Root
r-vObr
@ Lervin John Obando Joined 2021/08/09

9471 D I > outlook.com

You can then create an AWS account or invite an existing AWS Account for your Organization; the added AWS
accounts are considered member accounts. You can invite an existing AWS Account by specifying the AWS
Account ID or the email address.

Add an AWS account

You can add an AWS account to your organization either by creating an account or by inviting an existing AWS
account to join your organization.

Create an AWS account © Invite an existing AWS account
Create an AWS account that is added to your Send an email request to the owner of the account. If
organization. they accept, the account joins the organization.

Invite an existing AWS account to join your organization

Email address or account ID of the AWS account to invite

You can also have a hierarchical grouping on your AWS Organizations. You can do this by creating
Organizational Units (OU), a logical group, or container for your accounts. OUs may either have an AWS
Account or another OU into it. You can also freely move an AWS Account at any level in your Organization.
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Organizational structure Account created/joined date

v [} Root

r-vObr

v [ Admin Unit
ou-vObr-OopvTubu

@ Lervin John Obando Joined 2021/08/09
9471 S | B @ outlook.com

v 3 Dev unit
ou-vObr-iTlbmmmg38

@ lervz Created 2021/08/09
76871 I | I o mail.com

» 3 QA unit
ou-vObr-jmbwbkhb

You can attach policies at any level on your Organizational hierarchy as another management capability.
Organization policies are disabled by default, but you can explicitly enable them. Below are the supported
policy types for the AWS Organization.

Policies

Policies in AWS Organizations enable you to manage different features of the AWS accounts in your organization. Learn more [4

Supported policy types

Policy type A Status

Al services opt-out policies
Artificial Intelligence (Al) services opt-out policies enable you to control whether AWS Al services can store and use your e Disabled

content. Learn more [4

Backup policies
Backup policies enable you to deploy organization-wide backup plans to help ensure compliance across your organization's ® Enabled

accounts. Using policies helps ensure consistency in how you implement your backup plans. Learn more [

Service control policies
Service control policies (SCPs) enable central administration over the permissions available within the accounts in your

organization. This helps ensure that your accounts stay within your organization’s access control guidelines. Learn more @ Enabled
24

Tag policies

Tag policies help you standardize tags on all tagged resources across your organization. You can use tag policies to define @ Enabled

tag keys (including how they should be capitalized) and their allowed values. Learn more E

When you attach a policy to one of the hierarchy nodes, all Organizational entities (root, Organizational unit
(OU), or account) beneath it will inherit that policy. Here’'s an example of a Backup Policy being attached to an
Organizational Unit (OU).
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Attach backup_policy to a target

Select a target that backup_policy policy should be applied to. If you select an organizational unit, the applied policy will affect all AWS accounts
that belong to that organizational unit.

AWS Organization

Organizational units (OUs) enable you to group several accounts together and administer them as a single unit instead of one at a time.

Q "= Hierarchy = List

Organizational structure Account created/joined date

v O [ Root

r-vObr

> [3 Admin Unit
ou-vObr-Oopviubu

» © [O Dev unit
ou-vObr-iTbmmmg8

» O [0 QA unit
ou-vObr-jmbwbkhb

Cancel Attach policy

Service Control Policies (SCP)

Service control policies (SCPs) are a type of organization policy that you can use to manage permissions in
your organization. SCPs are similar to IAM permissions policies except that they don't grant any permissions.
Instead, SCPs specify the maximum permissions for an AWS Organizations entity. Attaching an SCP to your
organization root or an OU limits the permissions of all the entities beneath it; this includes the root user of any
member account.

Since SCPs don't grant any permissions, you still need to attach identity-based or resource-based policies to
IAM users or roles or the resources in your organization's accounts to grant permissions.

When creating a service control policy, you make a statement that identifies the maximum permission of an
entity to a particular AWS Service. Below is an example of an SCP that limits an account’s action to simple EC2
instance management.
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1v{ Edit statement R

2 "Version": "2012-18-17", Statement1 R Sove

3v "Statement”: [ . -

4w { 1. Add actions

n "sid": "statement1”, X
All services » EC2

6 "Effect": "Deny",

7v "Action": [ Q instance X

8 "ec2:StopInstances”,

9 "ec2:StartInstances”, RegisterinstanceEventNotificationAttrib (=~
10 "ec2:RebootInstances”, utes
11 "ec2:RunInstances"”, ) e

. . ReplacelaminstanceProfileAssociation @
12 "ec2:DescribeInstanceAttribute”,
13 "ec2:DescribelInstances”, ReportinstanceStatus @
14 "ec2:DescribeInstanceStatus”,
15 "ec2:DescribeInstanceTypes” RequestSpotinstances @
16 L ” ResetInstanceAttribute (§)
17w "Resource": [
18 e Runlnstances (%)
19 1
RunScheduledinstances

20 ) ®
21 1 Startinstances (%)
22}

Stoplnstances (3)

Terminatelnstances )

Cost Explorer

The Cost Explorer allows customers to view and analyze their consumption on AWS. This service can help you
identify usage patterns like most used services and unusual high service usage, which are crucial for analyzing
and maintaining a reasonable cloud expenditure. You can create reports from the Cost Explorer. Below are the
types of reports that are supported.

e Cost and usage (recommended)

e Savings Plans reports (Savings Plans utilization, Savings Plans coverage)

e Reservation reports (Reservation utilization, Reservation coverage)

The Cost Explorer presents the costs data into a dashboard graphical report, making it easy to visualize your
AWS usage. The dashboard is pre-configured but is customizable if you want to modify the view; it also
provides a data filter to help you navigate your data. Data can also be visualized according to groups like
Service, Regions, and Allocation Tags.

The Cost Explorer can present up to 12 months’ worth of data and give a billing forecast according to your
usage and billing patterns for the past months. Furthermore, it can also give a Reserve Instance purchase
recommendation. Reports are downloadable as a CSV file.
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AWS Cost Management Cost Explorer

[saveos.. [T A Sp—

Last 6 Months v Monthly v

Group by: m Linked Account  Region

Config [MEC2-Instances [l Others

To see usage data, filter by “Usage Type” or “Usage Type Group” filters with matching units (e.g., hours).

Costs ($)
15
10
05
0.0

Feb 2021 Mar 2021

[l Relational Database Service [l S3

Service Feb 2021
Total cost (§)

Cost Allocation Tags

a FILTERS CLEAR ALL
Service

Linked Account

Region

Instance Type

Usage Type

Usage Type Group

Resource @

Cost Category

Tag

More filters =

« ADVANCED OPTIONS L]

Show costs as €@

Unblended costs v

Include costs related to
[0 Show only untagged resources
[J Show only uncategorized resources

Show forecasted values

The Cost Allocation Tags is another effective way to organize and track your costs in your AWS cloud
environment. You can enable Cost Allocation Tags on your AWS Billing console. AWS associates your

resources with cost allocation tags to organize your cost allocation report.

There are two types of Cost Allocation Tags that you can simultaneously use.
e User-defined cost allocation tags - tags you created for your resources

e AWS-generated cost allocation tags - AWS-created and managed cost allocations tags
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Cost allocation tags e
User-defined cost allocation tags AWS-generated cost allocation tags
AWS-generated cost allocation tags (9) info
Q All statuses w 1 (O]
Tag key v Status v
aws:createdBy Active
aws:ecZlaunchtemplate:id Active

aws:ec2launchtemplate:version Active
aws:autoscaling:groupName @ Active
aws:backup:source-resource ® Inactive
aws:elasticfilesystem:default-backup @® Inactive
aws:ssmmessages:session-id @® Inactive
aws:ec2:fleet-id ® Inactive

aws:ssmmessages:target-id ® Inactive

AWS Cost and Usage Report

AWS Cost and Usage Report is a powerful tool that gives users detailed insights into their usage of AWS
resources and services. It offers detailed information about the expenses associated with various AWS
services and the patterns of their use. This allows companies to gain a clearer understanding of their
expenditures, manage their financial plans more efficiently, and fine-tune the distribution of resources. Utilizing
the AWS Cost and Usage Report, organizations can formulate cost-effective strategies, improve financial
transparency, and make decisions based on data regarding their AWS investments. It's an essential tool for
maintaining control over cloud expenditure and ensuring the efficient use of AWS services.

The AWS Cost and Usage Report (CUR) is created by gathering detailed billing and usage data from all your
AWS services. To set up the CUR, you need to enable it in the AWS Billing and Cost Management console and
specify an Amazon S3 bucket where the report will be stored. The CUR provides updates based on your chosen
configuration: daily, hourly, or monthly. Each update creates a new file in the specified S3 bucket, capturing the
latest usage and cost data in either CSV or Parquet format. The report includes detailed information such as
product usage, operation type, cost allocation tags, and account-level details, which are crucial for thorough
financial analysis and cost management. The stored data can be queried using Amazon Athena, visualized with
Amazon Quick.
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AWS License Manager

When you have multiple software licenses, tracking and managing them can be challenging, primarily if
numerous vendors have issued them. With AWS License Manager, you can have your licenses centralized into
one single plane, giving you a better view and control. Its scope can be extended across all AWS Organization
Accounts, enabling cross-account license inventory.

Here are the following notable features of the AWS License Manager.

Manage License from multiple sources

Self-managed licenses - create/manage your software license (BYOL). When creating a self-managed license,
you define the software license type (vVCPUs, Cores, Sockets, Instances). Optionally, you can create Automated
discovery rules to automatically discover and track the license of the software you defined from your
instances. Once created, you can associate it with an AMI.

AWS License Manager Self-managed licenses WindowsServerSTD2019

WindowsServerSTD2019
Summary
Status License type vCPUs in use
@ Active vCPU Oof4
Resources Associated AMIs Details Automated discovery rules Tags
Automated discovery rules Add automated discovery rules

Rules cannot be edited or removed. To edit or remove rules, delete the self-managed license and create a new one.

Product information
This self-managed license does not track license included instances.

Product name Product type Resource type

Windows Server Standard 2016 Amazon EC2 and on-premises

Windows Server Standard 2019 Amazon EC2 and on-premises

Granted License - These licenses are acquired from the AWS Marketplace or an independent software vendor
(ISV).
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AWS License Manager Granted licenses
Granted licenses (3) o
Q 1 ()
License ID Product name v Issuer v Seller of record v Status v Grant status License start date v License end date v Time updated v
-
Oee9f455a5 Elastic Cloud
AWS/Marks October 28,

3940b1863 (Elasticsearch ¢ lac/e arke Elastic (@ Available © Active October 28, 2022 - 2(;22 Er@
528f80f541 Service) i
84a
l-
720e36512

S flake Dat AWS/Marks October 28,
8d840b58¢ CT:UV; ke Data : la(/e arke Snowflake @ Available @ Active October 28, 2022 . 2322 Er@
2baaatf223 P
diif
-
936edcabd2

Trend Micro Cloud AWS/Mark October 28,
8cdcebb2d9 rend Micro Hou fMarke Trend Micro © Available @ Active October 28, 2022 ctober

One tplace 2022
494010691
65

AWS License Manager Dashboard - consolidated view of all licenses across the account/s

AWS License Manager Dashboard

Overview

Granted licenses Self-managed licenses Seller issued licenses

3 1 0

Granted license entitlements (3)
License entitlements purchased from AWS Marketplace E or third party I1SVs.

Product name Entitlement Usage

Elastic Cloud (Elasticsearch Service) AWS::Marketplace:Usage Enabled
Snowflake Data Cloud AWS::Marketplace:Usage Enabled
Trend Micro Cloud One AWS::Marketplace:Usage Enabled

View all granted licenses

Hosted Resource Group - tracks the licenses from a collection of Dedicated hosts using the defined
Self-managed license associated with an AMI.
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AWS License Manager Host resource groups Hide get started

Get started

A host resource group is a collection of EC2 Dedicated Hosts. After you create a host resource group, License Manager manages the hosts for you and automates tasks such as tracking licenses. Learn more [4

1 2 3

Create a self-managed license Associate an AMI Create a host resource group

You can specify the licensing rules based on the terms agreed After you associate an AMI to your self-managed license, EC2 Automatically manage Dedicated Hosts and track their licenses
with your software vendor. instances will automatically launch to your host resource group. when you launch EC2 instances.

Create self-managed license Associate AMI Create host resource group

License type conversions - allows a customer to switch License type from BYOL to AWS-provided license and
vice versa.

References:

https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/ce-what-is.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/license-manager/latest/userguide/license-manager.html
https://aws.amazon.com/aws-cost-management/aws-cost-and-usage-reporting/
https://docs.aws.amazon.com/cur/latest/userguide/what-is-cur.html

Monitoring and Logging on AWS

Amazon CloudWatch is a monitoring tool that you can use for various AWS resources. With CloudWatch, you
can collect metrics, logs, and apply event-driven actions using alarms and events.

CloudWatch Metrics for EC2

Amazon EC2 integrates with CloudWatch to monitor and collect performance data from EC2 instances called
metrics. It can also collect metrics of the application hosted in the EC2 instance and on-premises server using
CloudWatch Agent. Amazon CloudWatch consumes the default metrics available for your EC2 instances, but
you also have the capabilities to publish your own custom metric. Here’s a comparison of the default metrics
(AWS-provided) and a custom metric.

Monitoring Interval Supported Metrics

Default EC2 Metrics 5 minutes - basic monitoring CPU, Network, Disk, Status check
1-minute - detailed monitoring

Custom Metrics 1T minute down to a second Memory, Application Metrics
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Metric resolution is simply the granularity of the data being collected. Below are the two types of metric
resolution.

e Standard resolution - 1-minute granularity

e High resolution - 1-second granularity

While AWS services provide standard resolution metrics, you can configure your custom metric in high
resolution.

By default, Amazon CloudWatch does basic monitoring of all of your instances. CloudWatch collects the
metrics at a 5-minute interval. Optionally, you can enable Amazon CloudWatch Detailed Monitoring to collect
metrics in 1-minute intervals for an additional cost.

Detailed monitoring info

By default, your instance is enabled for basic monitoring. You can optionally enable detailed monitoring.

Instance ID
i-0e233071eb0eb2f853 (Windows Instance)

Detailed monitoring

Enable

After you enable detailed monitoring, the Amazon EC2 console displays monitoring graphs with a 1-minute
f ble detailed itori h c2 le displ itori hs with i
period for the instance. Additional charges apply [4

Instance Status Checks
Amazon EC2 publishes status check metrics to CloudWatch. EC2 performs status checks every minute to
evaluate and identify potential failures on the instance and its underlying hardware and software. AWS does
the following types of status checks to your instances.
e System Status Check - checks the underlying infrastructure to where an instance is hosted
e Instance Status Check - checks if the operating system of instance accepts traffic from its network
interface
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Status checks info

Status checks detect problems that may impair i-0e23301eb0eb2f853 (Windows Instance) from running your applications.

System status checks Instance status checks
) System reachability check passed (@ Instance reachability check passed

Report the instance status if our checks do not reflect your experience with this instance or if they do not detect issues you are having.

Report instance status

CloudWatch categorizes metrics using Namespaces. AWS provides the default Namespaces per AWS service,
but you can also create custom Namespaces for your custom metrics.

All metrics Graphed metrics Graph options Source

+ — AWS Namespaces

Backup EBS

4 Metrics 36 Metrics
EC2 Firehose
85 Metrics 2 Metrics
Lambda Logs

16 Metrics 20 Metrics
S3 SNS

6 Metrics 6 Metrics
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Below is an example of how CloudWatch presents the metrics collected from your instances. The graph
illustrates the CPU Utilization metrics of the instances for the past 3 hrs. You can configure a graph to change
the time scope, widget type, or modify the current metrics.

CloudWatch Metrics Switch to your original interface
CPUUtlization [4 th 3h 12h 1d 3d 1w Custom [ | Stackedareaw Actions v H G ‘ v |
Percent
824
0
13:15 13:30 13:45 14:.00 1415 14:30 14:45 15:00 15:15 15:30 15.45 16:00 16:15

€3 i-008e44a540d1a4d49 (Linux Instance) 3 i-0e23301eb0eb2f853 (Windows Instance) €3 i-060bbb2a3c6d192a5 (Windows Instance2)

Graphed metrics (3) Graph options Source m
Add math expression ¥ ‘ | Add dynamic label ¥ Info Statistic: | Average ¥ | Period: = 5Minutes¥ Clear graph
Label Details Statistic Period Y Axis Actions
[ | i-008e44a540d1a4d49 (Linux Instance) [  EC2+ CPUUtilization « Instanceld: i-00... Average v 5 Minutes ¥ > N LD v X
|| i-0e23301eb0eb2f853 (Windows Inst... [4 EC2« CPUUtilization « Instanceld: i-Oe... Average v 5 Minutes ¥ > N D A Y X
|| i-060bbb2a3c6d192a5 (Windows Inst... [4 EC2« CPUULilization « Instanceld: i-06... Average v 5 Minutes ¥ > N D A X

Creating CloudWatch Alarm

One of the valuable tools that you can use for monitoring is the CloudWatch Alarm. You can use CloudWatch
Alarm to create alarms from the metrics collected from your AWS resources. The alarm has three states on its
lifecycle.

e OK-metric is within the threshold/alarm condition isn't met

e ALARM - metric is outside the threshold/alarm condition is met

e INSUFFICIENT_DATA - no or insufficient data collected/alarm is just created

Example of CloudWatch Alarm with In Alarm state:
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Alarms (1) Hide Auto Scaling alarms

Q Any state v Any type v 1 &
Name v State v Last state update v Conditions Actions v
CPUULilALarm Alnalarm 2021-08-11 01:26:32 CPUUtilization > 80 for 1 datapoints within 5 © 2 action(s) enabled

minutes

Example of CloudWatch Alarm with OK state:

Alarms (1) Hide Auto Scaling alarms

Q Any state v Any type v 1 &
Name v State v Last state update v Conditions Actions v
CPUULiLALarm ® oK 2021-08-11 01:36:32 CPUUtilization > 80 for 1 datapoints within 5 @ 2 action(s) enabled

minutes

When creating an alarm, you create an alarm trigger by specifying a metric and a condition.
You first select an AWS service where you want to create an alarm. Looking at the example below, the
CloudWatch Alarm will check the maximum CPUUtilization metric of the EC2 instance within 5 minutes.
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Metric

Graph

This alarm will trigger when the blue line goes above the red line for 1 datapoints within 5 minutes.

Percent

0.5 u

14:00 15:00
® CPUUtilization

16:00

Namespace
AWS/EC2

Metric name

CPUUtilization

Instanceld

i-008e44a540d1a4d49

Instance name
Linux Instance

Statistic

Q. Maximum x
Period

5 minutes v

You can select Static or Anomaly detection for the threshold type. While Static uses the value from the defined
threshold, the Anomaly detection evaluates past data to determine a potential anomaly.
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Conditions

Threshold type

O Static

Use a value as a threshold

Whenever CPUUtilization is...
Define the alarm condition.

Greater
> threshold

than...
Define the threshold value.

80

Must be a number

» Additional configuration

© Greater/Equal

Anomaly detection
Use a band as a threshold

Lower/Equal Lower
<= threshold < threshold

Once the metrics and the condition is set, you can define the action you want to do when the alarm is triggered.

You can choose any action below.

Trigger an SNS Notification

Amazon CloudWatch will publish a message in the SNS Topic you selected, sending an email notification.
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Notification

Alarm state trigger

Define the alarm state that will trigger this action.

© Inalarm OK Insufficient data
The metric or expression is The metric or expression is The alarm has just started or
outside of the defined within the defined threshold. not enough data is available.
threshold.

Select an SNS topic
Define the SNS (Simple Notification Service) topic that will receive the notification.

© Select an existing SNS topic
Create new topic

Use topic ARN

Send a notification to...

Q, EC2CWAlarmsTopic X

Only email lists for this account are available.

Email (endpoints)

I @ gmail.com - View in SNS Console [
Add notification

Trigger an Auto Scaling Action
You can trigger an auto scaling action only to your account’s existing EC2 Auto Scaling group that uses a
simple and step scaling policy. You can also configure trigger action for an ECS service.
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Auto Scaling action

Alarm state trigger
Define the alarm state that will trigger this action.

© Inalarm OK Insufficient data
The metric or expression is The metric or expression is The alarm has just started or
outside of the defined within the defined threshold. not enough data is available.
threshold.

Resource type
Select a resource type.

© EC2 Auto Scaling group
ECS Service

Select a group

v

Only Auto Scaling groups with a simple scaling or step scaling
policy in this account are available.

Take the following action...

Only actions for the selected Auto Scaling group are available.

Add Auto Scaling action

Trigger an EC2 Action
You can configure Amazon CloudWatch to trigger an EC2 action for every alarm state that triggers. You can
stop, terminate, or reboot the instance.
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EC2 action

Alarm state trigger

Define the alarm state that will trigger this action.

© Inalarm () OK () Insufficient data
The metric or expression is The metric or expression is The alarm has just started or
outside of the defined within the defined threshold. not enough data is available.
threshold.

Take the following action...
Define what will happen to the EC2 instance with the Instance ID i-008e44a540d1a4d49 when this alarm is triggered.

Recover this instance
You can only recover certain EC2 instance types. See documentation

() Stop this instance
You can only stop an instance if it is backed by an EBS volume. AWS will use the existing Service Linked Role
(AWSServiceRoleForCloudWatchEvents) to perform this action. Show I1AM policy document

() Terminate this instance
You will not be able to terminate this instance if termination protection is enabled. AWS will use the existing Service Linked Role
(AWSServiceRoleForCloudWatchEvents) to perform this action. Show I1AM policy document

© Reboot this instance
An instance reboot is equivalent to an operating system reboot. AWS will use the existing Service Linked Role
(AWSServiceRoleForCloudWatchEvents) to perform this action. Show I1AM policy document

Add EC2 action

Trigger a Systems Manager Action
Configure a Systems Manager action to create an Opsltem or Incident every time the alarm goes in In Alarm

state.
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Systems Manager action info [

(@ This action will trigger only when the alarm is In Alarm state.

© Create Opsltem Create incident
This will create an Opsltem within OpsCenter with the This will start an incident using the response plan as a
specified severity and category. template.
Severity

Define the severity of Opsitem

3 - Medium v

Category (optional)
Define the category of Opsltem

Working with CloudWatch Logs

CloudWatch Logs is a component of CloudWatch that allows you to collect various logs from your application
and different AWS services. If you are looking for an AWS native solution to centrally consolidate all of your
logs, CloudWatch Logs is the right way to go.

Log groups
CloudWatch collects data called log events from various resources. Log group serves as a container for the log
events. You define the log group name, log retention, and an optional KMS key when you create a log group.

https://portal.tutorialsdojo.com/ 210


https://portal.tutorialsdojo.com/

TD

Tutorials Dojo Study Guide and Cheat Sheets - AWS Certified CloudOps Engineer Associate

by Jon Bonso

Create log group

Log group details

Log group name

Retention setting

Never expire

KMS key ARN - optional

Log events are collected and are dumped to log groups via log streams. Log streams represent the sequence
of data being collected from multiple sources. A log group can contain multiple log streams. Here is an
example of a log group that has log streams to collect log events from the VPC Flow Logs.

Log streams Metric filters Subscription filters

Log streams (3)

Q

Log stream
eni-02d4a726c¢1fc1dd1a-all
eni-02d4a726c1fc1ddl1a-reject

eni-02d4a726c1fc1dd1a-accept

Contributor Insights

Tags

Create log stream l [ Search all

1 @

Last event time v

2021-08-11 22:11:03 (UTC+08:00)

2021-08-11 22:07:59 (UTC+08:00)

2021-08-11 21:48:58 (UTC+08:00)

Utilizing Metric Filter

Metric Filter allows you to drill down into your logs. You can monitor specific values or events from your logs
and push them into CloudWatch metrics as custom Metrics. By defining a filter pattern, you can filter the log

events and choose only the needed data.

https://portal.tutorialsdojo.com/

211


https://portal.tutorialsdojo.com/

TD Tutorials Dojo Study Guide and Cheat Sheets - AWS Certified CloudOps Engineer Associate
by Jon Bonso

The example below filters the log events to display only events that have “7172.31.75.23" and “ACCEPT" values.
You can test the pattern on custom log data, or better yet, on the log events from your existing log stream.

Create filter pattern

You can use metric filters to monitor events in a log group as they are sent to CloudWatch Logs. You can monitor and count specific
terms or extract values from log events and associate the results with a metric. Learn more about pattern syntax. [

Filter pattern
Specify the terms or pattern to match in your log events to create metrics.

"172.31.15.23" "ACCEPT" X

Test pattern

Select log data to test
eni-02d4a726c1fc1dd1a-all v

Log event messages
Type log data to test with your Filter Pattern. Please use line breaks to separate log events.

2947117271373 eni-02d4a726c1fc1dd1a 210.12.108.167 172.31.15.23 62796 ¢
2947117271373 eni-02d4a726c1fc1dd1a 52.119.186.176 172.31.15.23 443 56¢
2947117271373 eni-02d4a726c1fc1dd1a 172.31.15.23 52.119.186.176 56857 -
2947117271373 eni-02d4a726c1fc1dd1a 52.119.186.176 172.31.15.23 443 56!
2947117271373 eni-02d4a726c1fc1dd1a 172.31.15.23 52.119.186.176 56854 :

I QATI1TITIZTZ ani NIAA-TIEF1F-1AAT~ 1QC 1CE 72 10 179 21 16 7Z CLZNQ Cf 7
4 L4

Test pattern

Results
Please select log event messages above and click “Test pattern” to see results.
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Once the filter pattern is defined, you now set details for your metrics. Once the log events are pushed into the
CloudWatch Metrics, it will appear as a custom Namespace. You can now also create CloudWatch Alarm using
the custom metrics.

Metric details

Metric namespace
Mamespaces let you group similar metrics. Learn more [A

172.31.15.23_ACCEPT_TRAFFIC ‘ @ Create new

Namespaces can be up to 255 characters long; all characters are valid except for colon(:), asterisk(*), dollar($), and space( ).

Metric name
Metric name identifies this metric, and must be unique within the namespace. Learn more [A

172.31.15.23_ACCEPT_TRAFFIC

Metric name can be up to 255 characters long; all characters are valid except for colon(:), asterisk(*), dollar(%), and space( ).

Metric value
Metric value is the value published to the metric name when a Filter Pattern match occurs.

1

Valid metric values are: floating point number (1, 99.9, etc.), numeric field identifiers ($1, $2, etc.), or named field identifiers (e.q.
$requestSize for delimited filter pattern or $.status for JSON-based filter pattern - dollar ($) or dollar dot ($.) followed by
alphanumeric and/or underscore (_) characters).

Default value - optional
The default value is published to the metric when the pattern does not match. If you leave this blank, no value is published when
there is no match. Learn more [A

‘ Enter default value ‘

Unit - optional

‘ Select a unit v ‘
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Event-driven Architecture with Amazon EventBridge

Amazon EventBridge is a serverless event bus service in AWS that enables you to build event-driven
applications using events from different sources. Amazon EventBridge, as the name implies, serves as a bridge
between your application and various event sources.

To further understand how Amazon EventBridge works, let's break down its components.
Event Bus
The Event Bus resource serves as a receiver of events from different sources. AWS has a default event bus

used by various AWS services to send events. There's also an option that extends the capability of EventBridge
to accept events from other sources, including various SaaS providers via a custom event bus.

Default event bus

Name Amazon Resource Name (ARN) Schema discovery
default arn:aws:events:ap-southeast-1:947 1 I :cvent-bus/default @ Not Initiated
Custom event bus (1)
Q 1 @
Name v Amazon Resource Name (ARN) v Schema discovery
td-event-bus arn:aws:events:ap-southeast-1:947 1 I :cvent-bus/td-event-bus @ Not Initiated

Rules
Rules are used for filtering events from the event bus or creating scheduled invokes for your targets. When you
create a rule to match events, you specify a custom pattern or use AWS' predefined pattern. The predefined
patterns include patterns for AWS services and SaaS providers like what you see from the example below. AWS
supports tons of Saas applications, including Atlassian, Datadog, New Relic, PagerDuty, and Zendesk, to name
a few.
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Event matching pattern Event pattern Copy H Edit l
You can use pre-defined pattern provided by a service or create a
custom pattern 1 -

© Pre-defined pattern by service

Custom pattern

Service provider
AWS services or custom/partner services

Service partners v

Service name
The name of partner service selected as the event source

Q

T o1

Datadog

Epsagon

Freshwaorks

Game Server Services Co., Ltd.

—— Genesvs

Target

Amazon EventBridge evaluates all the events from the event bus according to the defined rule. Once an event
matches a rule, Amazon EventBridge will invoke the defined target. Amazon EventBridge supports multiple
AWS Services targets like Amazon EC2 actions, AWS Lambda function, SNS topic, and others.
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Select targets

Select target(s) to invoke when an event matches your event pattern or when schedule is triggered (limit of 5 targets

per rule).

Target

Remove

Select target(s) to invoke when an event matches your event pattern or when schedule is triggered (limit of 5 targets per

rule).

Lambda function

Function

» Configure version/alias
» Configure input

P Retry policy and dead-letter queue

Add target

Exploring Events on CloudTrail

AWS CloudTrail records all the API calls made by a user, role, or service in AWS. You can use CloudTrail to
review all the activity within your AWS environment, which helps in auditing, compliance requirements, or

troubleshooting.

CloudTrail Event History

CloudTrail Event History keeps a record of events for the past 90 days. You use the provided filter to navigate
through the data or create an Athena Table for complex queries. Below are the following attributes that you can

use to filter CloudTrail events.

AWS access key
Event ID

Event name
Event sources

Read-only
Resource name
Resource type
User name
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CloudTrail Event history
Event history (50+) info l C ‘ ’ Download events ¥ ‘ ’ Create Athena table ]
Event history shows you the last 90 days of management events.
Read-only v Q 30m 1h 3h 12h Custom
12 LD (o))
Event name Event time User name Event source Resource type

Updatelnstancelnfor... August 12, 2021, 01:45:13 (UTC+08:00) i-008e44a540d1a... SsM.amazonaws.com
Updatelnstancelnfor... August 12, 2021, 01:44:01 (UTC+08:00) i-0e23301eb0eb?2f... sSM.amazonaws.com
Updatelnstancelnfor... August 12, 2021, 01:40:13 (UTC+08:00) i-008e44a540d1a... ssm.amazonaws.com
Updatelnstancelnfor... August 12, 2021, 01:39:01 (UTC+08:00) i-0e23301eb0eb2f... SSM.amazonaws.com
ListinstanceAssociati... August 12, 2021, 01:38:22 (UTC+08:00) i-0e23301eb0eb?2f... ssm.amazonaws.com

N e LA AAAa A 2o rA e . AN A . e

Below is an example of a “ConsoleLogin” event record. It shows essential data like User Identity, Account ID,
and Login status.

Event record info

"1.08",
"userIdentity": {

"eventVersion":

"type": "Root",

"principalld": "947117271373",

"arn": "arn:aws:iam::947 1 : root",

"accountId": "9471 '
})
"eventTime": "2021-08-11T12:49:227",
"eventSource": "signin.amazonaws.com",
"eventName": "Consolelogin",
"awsRegion": "us-east-1",
"sourceIPAddress": "112.198,123.183",
"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)

Chrome/92.0.4515.131 Safari/537.36",

"requestParameters”: null,
"responseElements": {

"ConsoleLogin"”: "Success"

Storing CloudTrail Events to S3 Bucket

CloudTrail allows you to create Trails for you to export specific CloudTrail events to S3. You can set up KMS
encryption, log file validation, and SNS notification when creating trails. Once the logs are stored in an S3
bucket, you can also run queries on the CloudTrail logs using Amazon Athena.
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Enable for all accounts in my organization
To review accounts in your organization, open AWS Organizations. See all accounts B
Storage location Info
© Create new S3 bucket Use existing S3 bucket
Create a bucket to store logs for the trail. Choose an existing bucket to store logs for this
trail.

Trail log bucket and folder

Enter a new S3 bucket name and folder (prefix) to store your logs. Bucket names must be globally unigue.
aws-cloudtrail-logs-947117271373-bc6799b6

Logs will be stored in aws-cloudtrail-logs-947117271373-bc6799b6/AWSLogs/947117271373

Log file SSE-KMS encryption Info
Enabled

Moreover, you have an option to push the logs in an Amazon CloudWatch log group as well.

CloudWatch Logs - optional

Configure CloudWatch Logs to monitor your trail logs and notify you when specific activity occurs. Standard CloudWatch and CloudWatch Logs
charges apply. Learn more E

CloudWatch Logs Info
Enabled

Log group Info

O New

Existing

Log group name

aws-cloudtrail-logs-947117271373-c8379a9f

1-512 characters. Only letters, numbers, dashes, underscores, forward slashes, and periods are allowed.

Amazon S3 Event Notifications

Amazon S3 Event Notifications enable automatic responses whenever specific events occur in an S3 bucket.
This feature helps build event-driven architectures by allowing AWS services to react immediately to
object-level activities such as uploads, deletions, restores, replication events, or lifecycle transitions.
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S3 Event Notifications are commonly used to automate workflows, trigger serverless processing, generate
alerts, or integrate with downstream systems.

e Amazon S3 » Buckets > tutorialsdojo-object-lock-demo » Create event notification @
a

Amazon 53 < Create event notification

v Buckets To enable notifications, you must first add a notification configuration that identifies the events you want Amazon 53 to publish and the destinations where you want Amazon 53 to send

the notifications.
General purpose buckets

Directory buckets

Table buckets General configuration
Vector buckets Event name
¥ Files | Event name
File systems New Event name can contain up to 255 characters.
¥ Access management and Prefix - optional - ) )
security Emm the notifications to objects with key starting with specified characters.
Access Points ‘ images/
Access Points for FSx Suffix - optional
Access Grants Limit the notifications to objects with key ending with specified characters.
1AM Access Analyzer ‘ Jpa
¥ Storage management and
insights
Storage Lens Event types

Batch Operations Specify at least one event for which you want to receive notifications. For each group, you can choose an event type for all events, or you can choose one or more individual events.

Object creation

Account and organization
" 9 v () All object create events [ Put

Supported Event Destinations

Amazon S3 can publish notifications to the following AWS services:
e AWS Lambda
e Amazon Simple Queue Service (Amazon SQS)
e Amazon Simple Notification Service (Amazon SNS)
e Amazon EventBridge
These integrations allow applications to process S3 events asynchronously and at scale.

Common Amazon S3 Event Types
Below are some commonly used S3 event types:

Event Type Description
s3:0bjectCreated:* Triggered when an object is uploaded
s3:0bjectRemoved:* Triggered when an object is deleted
s3:0bjectRestore:* Triggered during Glacier restore operations
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s3:Replication:* Triggered for replication operations
s3:LifecycleTransition Triggered when lifecycle rules move objects between
storage classes
s3:IntelligentTiering Triggered for Intelligent-Tiering archival events

How Amazon S3 Event Notifications Work

A7,

\O
-
-

~

/I|\

Events

AWS Lambda

When an event occurs in an S3 bucket, Amazon S3 generates a JSON-formatted notification message. The
message contains important metadata such as:

Bucket name
Object key

Event type

Event timestamp
Requester identity
Source IP address

The notification is then delivered to the configured destination service.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatlsCloudWatchl ogs.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://aws.amazon.com/aws-cost-management/aws-cost-and-usage-reportin
https://docs.aws.amazon.com/AmazonS3/latest/userguide/EventNotifications.html

AWS User Notifications

AWS User Notifications is a service that centralizes alerts and updates from multiple AWS services into a
single, consistent channel. Instead of relying on separate service-specific consoles or emails, User
Notifications lets you configure delivery preferences (such as email, chat, or console alerts) and subscribe to
topics like cost anomalies, operational events, or security findings. This helps ensure that critical information,
whether related to billing, compliance, or workload health, is surfaced proactively and in a unified format. By
consolidating notifications, AWS enables teams to respond faster, reduce missed alerts, and maintain better
visibility across distributed environments.

There are two categories of notifications available in AWS User Notifications:

e AWS-managed notifications — Automatically generated by AWS.
e User-configured notifications (UCNs) — Created through custom notification rules. These can be set up
for Amazon CloudWatch alarms, Support cases, and other events you define.

Amazon Managed Service for Prometheus

Amazon Managed Service for Prometheus represents a serverless, Prometheus-compatible monitoring
solution specifically designed for container metrics, enabling organizations to securely oversee container
environments at scale. This managed service allows users to leverage the same open-source Prometheus data
model and query language for monitoring containerized workload performance, while simultaneously gaining
enhanced scalability, availability, and security without the burden of managing underlying infrastructure. The
service also provides automatic scaling capabilities for ingestion, storage, and querying of operational metrics
as workloads dynamically scale up and down, and it seamlessly integrates with AWS security services to
facilitate fast and secure data access.

The service architecture is built for high availability through Multi-AZ deployments, where data ingested into a
workspace is automatically replicated across three Availability Zones within the same Region. Users can work
with container clusters running on Amazon Elastic Kubernetes Service as well as self-managed Kubernetes
environments. Regarding data retention, metrics ingested into a workspace are typically stored for 150 days
and are then automatically deleted, though users have the flexibility to adjust the retention period by
configuring their workspace up to a maximum of 1,095 days (three years).
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Amazon Managed Service for Prometheus delivers several compelling advantages for organizations:

e Query and Scalability Capabilities: The service enables teams to analyze container performance data
through PromQL-based querying across extensive metric datasets from their Kubernetes infrastructure.
As monitoring demands increase, the platform dynamically adjusts its capacity while preserving query
performance regardless of deployment size.

e Cost and Operational Efficiency: By eliminating the need to maintain dedicated Prometheus
infrastructure, organizations avoid expenses related to server maintenance, version updates, and
capacity planning. The fully managed approach removes the burden of infrastructure administration.

e Comprehensive Monitoring Scenarios: Teams can establish centralized observability for containerized
applications regardless of where they run, whether in AWS, private data centers, or alternative cloud
platforms, with built-in connectivity to Amazon Managed Grafana for creating visualizations and alert
mechanisms. The service accepts metric data from diverse environments through AWS Distro for
OpenTelemetry and standard Prometheus-compatible exporters.

References:

https://aws.amazon.com/prometheus/

AWS Health Dashboard

The AWS Health Dashboard is a personalized, real-time service that shows the performance and availability of
the AWS services underlying your AWS resources. It offers timely and pertinent information to assist in
managing ongoing events and preparing for scheduled activities. The dashboard sends out warnings and gives
advice on fixing things when AWS is going through events that might affect your tasks. The issues reported on
the AWS Health Dashboard are categorized into three types: open recent issues, scheduled changes, and event
history, providing a comprehensive overview of past and present operational events that affect your AWS
services. This tool is designed to give end users a reliable, up-to-the-minute overview of their applications’
health, reducing the need for reactive problem-solving and minimizing downtime.

AWS Trusted Advisor

AWS Trusted Advisor serves as a personal cloud consultant for users, offering real-time guidance to ensure
adherence to AWS best practices. It examines the user's AWS environment and provides recommendations
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when it identifies potential cost savings, performance improvements, or security enhancements. The tool
focuses on four key areas: cost optimization, security, fault tolerance, and performance improvement. Users
can improve their system'’s efficiency and security by utilizing AWS Trusted Advisor while significantly reducing
operational costs. This makes it an essential tool for any organization looking to maximize the benefits of their
AWS deployment.

AWS tools and SDKs

AWS SDKs simplify the process for developers to connect their applications, libraries, or scripts with AWS
services. They offer APIs for numerous AWS services, enabling developers to engage with these services using
their chosen programming languages. AWS SDKs cater to various languages, such as Java, Python, PHP, .NET,
Ruby, and JavaScript, both for browser-based and server-side applications with Node.js. Additionally, AWS
provides the AWS Command Line Interface (CLI), a comprehensive tool for managing AWS services from the
command line and automating them with scripts.

AWS tools and SDKs include security and access management features, monitoring and logging, debugging,
and optimizing performance. When developers use these tools and kits, they can spend more time making
their applications work the way they want and less time taking care of the systems running their applications.
This leads to quicker creation of applications and better use of resources.

References:
https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html

https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html

https://docs.aws.amazon.com/health/latest/APIReference/Welcome.html

https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor.html

https://aws.amazon.com/what-is/sdk/

https://docs.aws.amazon.com/sdkref/latest/quide/overview.html
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COMPARISON OF AWS SERVICES
S3 vs EBS vs EFS
Amazon S3 Amazon EBS Amazon EFS
Object storage. You can store | Persistent block-level POSIX-compliant file
Type of storage virtually any kind of data in any | storage for EC2 storage for EC2
format. instances. instances.
Has a file system
. interface, file system
Deliver performance for .
. . access semantics (such
Accessible to anyone or any | workloads that require the .
. . . as strong consistency
Features service with the right lowest-latency access to .
L : and file locking), and
permissions data from a single EC2 .
instance concurrently-accessible
storage for multiple EC2
instances
Max Storage Style | Virtually unlimited 16 TiB for one volume Unlimited system size

Makx File Size

Individual Amazon S3
objects can range in size to
a maximum of 5 terabytes.

Equivalent to the
maximum size of your
volumes

47.9 TiB for a single file

Low, for mixed request

Lowest, consistent;
SSD-backed storages
include the highest

Low, consistent; use Max

Cold HDD for less
frequently accessed data.

Pczlr-faotrenl:sn)ce types, and integration with performance Provisioned | 1/0 mode for higher
y CloudFront OPS SSD and General performance
Purpose SSD that balance
price and performance.
10+ GB per second.
Up to 2 GB per second. Bursting Throughput
mode scales with the
HDD-backed volumes . .
. ] . scales with the size of the
Performance Multiple GBs per second; include throughput file svsterm. Provisioned
(Throughput) supports multi-part upload intensive workloads and y )

throughput mode offers
higher dedicated
throughput than bustring
throughput.
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Stored redundantly across

Stored redundantly in a

Stored redundantly

Durability multiple AZs; has : .
99.999999999% durability single AZ across multiple AZs
S3 Standard — 99.99%
availability S3 Standard-I1A -
99.9% availability o . .
Availability S3 One Zone-IA - 99.5% Has 99.999% availability ?9A92/0 SLA. Runs in multi
availability.
S3 Intelligent Tiering —
99.9%
Manually
increase/decrease your EFS file systems are
Scalability Highly scalable memory size. Attach and | elastic, and automatically

detach additional
volumes to and from your
EC2 instance to scale

grow and shrink as you
add and remove files.

Data Accessing

One to millions of
connections over the wed;
S3 provides a REST web
services interface

Single EC2 instance in a
single AZ

Amazon EBS Multi-Attach
a single Provisioned IOPS
SSD (io1 orio2 Block
Express) volume to up to
16 Nitro-based instances
that are in the same
Availability Zone.

One to thousands of EC2
instances or on-premises
servers, from multiple
AZs, regions, VPCs, and
accounts concurrently

Access Control

Uses bucket policies and
IAM user policies. Has Block
Public Access settings to
help manage public access
to resources.

IAM Policies, Roles, and
Security Groups

Only resources that can
access endpoints in your
VPC, called a mount
target, can access your
file system;
POSIX-compliant user
and group-level
permissions.

Encryption Methods

Supports SSL endpoints
using the HTTPS protocol,
Client-Side and Server-Side
Encryption (SSE-S3, SSE-C,
SSE - KMS)

Encrypts both data-at-rest
and data-in-transit
through EBS encryption
that uses AWS KMS keys.

Encrypt data at rest and
in transit. Data at rest
encryption uses AWS
KMS. Data in transit uses
TLS.
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Backup and
Restoration

Use versioning or
cross-region replication

All EBS volume types
offer durable snapshot
capabilities.

EFS to EFS replication
through third party tools
or AWS DataSynch

Pricing

Billing prices are based on
the location of your bucket.
Lower costs equal lower
prices. You get cheaper
prices the more you use S3
storage.

You pay Gb-month of
provisioned storage,
provisioned IOPS-month,
GB-month of snapshot
data stored in S3

You pay more the amount
of file system storage
used per month. When
using the Provisioned
Throughput mode you pay
for the throughput you
provision per month.

Use cases

Web serving and content
management, media and
entertainment, backups, big
data analytics, data lake

Boot volumes,
transactional and NoSQL
databases, data
warehousing & ETL

Web serving and content
management, enterprise
applications, media and
entertainment, home
directories, database
backups, developer tools,
container storage, big
data analytics

Service endpoint

Can be accessed within and
outside a VPC (via S3
bucket URL)

Accessed within one’s
VPC

Accessed within one’s
VPC
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Amazon S3 vs Glacier

Amazon S3 is a durable, secure, simple, and fast storage service, while Amazon S3 Glacier is used for
archiving solutions.

Use S3 if you need low latency or frequent access to your data. Use S3 Glacier for low storage cost, and
you do not require millisecond access to your data.

You have three retrieval options when it comes to Glacier, each varying in the cost and speed it retrieves
an object for you. You retrieve data in milliseconds from S3.

Both S3 and Glacier are designed for durability of 99.999999999% of objects across multiple
Availability Zones.

S3 and Glacier are designed for availability of 99.99%.

S3 can be used to host static web content, while Glacier cannot.

In S3, users create buckets. In Glacier, users create archives and vaults.

You can store a virtually unlimited amount of data in both S3 and Glacier.

A single Glacier archive can contain 40TB of data.

S3 supports Versioning.

You can run analytics and querying on S3.

You can configure a lifecycle policy for your S3 objects to automatically transfer them to Glacier. You
can also upload objects directly to either S3 or Glacier.

S3 Standard-IA and One Zone-lA have a minimum capacity charge per object of 128KB. Glacier’s
minimum is 40KB.

Objects stored in S3 have a minimum storage duration of 30 days (except for S3 Standard). Objects
that are archived to Glacier have a minimum 90 days of storage. Objects that are deleted, overwritten,
or transitioned to a different storage class before the minimum duration will incur the normal usage
charge plus a pro-rated request charge for the remainder of the minimum storage duration.

Glacier has a per GB retrieval fee.

You can transition objects from some S3 storage classes to another. Glacier objects can only be
transitioned to the Glacier Deep Archive storage class.

S3 (standard, intelligent-tiering, standard-IA, and one zone-lA) and Glacier are backed by an SLA.
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S3 Standard vs S3 Standard-1A vs S3 One Zone-IA vs S3 Intelligent Tiering vs S3 Express One Zone

S3 Standard

S3
Standard-Infreque
nt Access (IA)

S3 One
Zone-Infrequent
Access (IA)

S3 Intelligent

Tiering

S3 Express One
Zone

For long-lived,

For long-lived,
rapid but less

rapid but less . High
General-purpose frequently For long-lived
frequently . performance
storage of ) accessed data; data that have
Features accessed data; . ) storage for most
frequently ) data is stored unpredictable
data is stored . frequently
accessed data. . redundantly in access patterns.
redundantly in accessed data.
. only one AZ of
multiple AZs. .
your choice.
- 99.999999999%
Durability (11 9')
Availability 99.99% 99.9% 99.5% 99.9% 99.95%
Availability SLA 99.9% 99% 99% 99% 99.9%
Number of
Availability At least 3 At least 3 Only 1 At least 3 Only 1
Zones
Minimum
capacity charge N/A 128KB 128KB N/A 512KB
per object
Minimum
storage duration N/A 30 days 30 Days 30 Days 1 hour
charge

Inserting data

Directly PUT into
S3 Standard

Directly PUT into
S3 Standard-IA or
set Lifecycle
policies to
transition objects
from the S3
Standard to the S3
Standard-IA
storage class.

Directly PUT into
S3 One Zone-lA or
set Lifecycle
policies to
transition objects
from the S3
Standard to the
S3 One Zone-1A
storage class.

Directly PUT into
S3
Intelligent-Tiering
or set Lifecycle
policies to
transition objects
from the S3
Standard to the
S3
Intelligent-Tiering
storage class.

Directly PUT into
S3 Express One
Zone.

Retrieval fee

N/A

per GB retrieved

per GB retrieved

N/A

N/A
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First byte latency

milliseconds

single-digit
milliseconds

You can either

S3Standardto | o3 standard-1A to S3 Intelligentto | UP103d new
Storage all other S3 S3 One Zone-lA to objects directly
o S3 One Zone-lA or . S3 One Zone-IA
transition storage types, S3 Glacier S3 Glacier or S3 Glacier or copy data
including Glacier from other
storage classes.
Cloud
applicqtions, For Data with
Svyenbasri]:clacs Ideally suited for infrequently-acce | unknown or
! long-term file ssed storage, like | changing access
content . S For most
Co storage, older sync | backup copies, patterns, optimize
Use cases distribution, . frequently
. and share storage, | disaster recovery | storage costs
mobile and : . : accessed data.
amin and other aging copies, or other automatically,
gaming data. easily recreatable | and unpredictable
applications, and data workloads
big data ’ ’
analytics.

Additional Notes:

Data stored in the S3 One Zone-IA storage class will be lost in the event of AZ destruction.

S3 Standard-IA costs less than S3 Standard in terms of storage price, while still providing the same high
durability, throughput, and low latency of S3 Standard.
S3 One Zone-1A has 20% less cost than Standard-1A.
It is recommended to use multipart upload for objects larger than T00MB.
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AWS DataSync vs Storage Gateway

AWS DataSync AWS Storage Gateway

AWS Storage Gateway is a hybrid cloud
AWS DataSync is an online data transfer storage service that gives you on-premises
service that simplifies, automates, and access to virtually unlimited cloud storage
Description accelerates the process of copying large by linking it to S3. Storage Gateway
amounts of data to and from AWS storage provides 3 types of storage interfaces for
services over the Internet or over AWS your on-premises applications: file,
Direct Connect. volume, and tape.
Uses a Storage Gateway Appliance — a VM
from Amazon - which is installed and
Uses an agent which is a virtual machine hosted on your data center. After the
(VM) that is owned by the user and is used setup, you can use the AWS console to
to read or write data from your storage provision your storage options: File
How it Works systems. You can activate the agent from Gateway, Cached Volumes, or Stored
the Management Console. The agent will Volumes, in which data will be saved to
then read from a source location, and sync | Amazon S3.
your data to Amazon S3, Amazon EFS, or
Amazon Fsx for Windows File Server. You can also purchase the hardware
appliance to facilitate the transfer instead
of installing the VM
DataSyne connects to eX|st|qghstorage Storage Gateway provides a standard set
Protocols systems and data sources wit staqdard of storage protocols such as iSCSI, SMB,
storage protocols (NFS, SMB), or using the
and NFS.
Amazon S3 API
File Gateway enables you to store and
retrieve objects in Amazon S3 using file
protocols such as NFS and SMB.
AWS DataSync can copy data between Volume Gateway stores your data locally
Network File Systems (NFS), SMB file in the gateway and syncs them to Amazon
servers or self-managed object storages. It | S3. It also allows you to take point-in-time
Storage . .
can also move data between your copies of your volumes with EBS
on-premises storage and Amazon S3, snapshots which you can restore and
Amazon EFS, or Amazon FSx, mount to your appliance as iSCSI device.
Tape Gateway data is immediately stored
in Amazon S3 and can be archived to
Amazon S3 Glacier Flexible Retrieval or
Amazon S3 Glacier Deep Archive.
o You are charged standard request, storage, You are charged based on the type and
Pricing and data transfer rates to read from and
write to AWS services, such as Amazon S3, amount of storage you use, the requests
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Amazon EFS, AmazonFSx for Windows File | you make, and the amount of data
Server, and AWS KMS. transferred out of AWS.

You can use a combination of DataSync and File Gateway to minimize your on-premises’
operational costs while seamlessly connecting on-premises applications to your cloud
Combination storage. AWS DataSync enables you to automate and accelerate online data transfers to
AWS storage services. File Gateway then provides your on-premises applications with low
latency access to the migrated data.
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S3 Transfer Acceleration vs Direct Connect vs VPN

S3 Transfer Acceleration (TA)

Amazon S3 Transfer Acceleration makes public Internet transfers to S3 faster, as it leverages Amazon
CloudFront's globally distributed AWS Edge Locations.
There is no guarantee that you will experience increased transfer speeds. If S3 Transfer Acceleration is
not likely to be faster than a regular S3 transfer of the same object to the same destination AWS
Region, AWS will not charge for the use of S3 TA for that transfer.
This is not the best transfer service to use if transfer disruption is not tolerable.
S3 TA provides the same security benefits as regular transfers to Amazon S3. This service also
supports multi-part upload.
S3 TA vs Direct Connect
o AWS Direct Connect is a good choice for customers who have a private networking requirement
or who have access to AWS Direct Connect exchanges. S3 Transfer Acceleration is best for
submitting data from distributed client locations over the public Internet, or where variable
network conditions make throughput poor.
S3 TA vs VPN
o You typically use (IPsec) VPN if you want your resources contained in a private network. VPN
tools such as OpenVPN allow you to setup stricter access controls if you have a private S3
bucket. You can complement this further with the increased speeds from S3 TA.

AWS Direct Connect

Using AWS Direct Connect, data that would have previously been transported over the Internet can now
be delivered through a private physical network connection between AWS and your datacenter or
corporate network. Customers' traffic will remain in AWS global network backbone, after it enters AWS
global network backbone.
Benefits of Direct Connect vs internet-based connections
o reduced costs
o increased bandwidth
o amore consistent network experience
Each AWS Direct Connect connection can be configured with one or more virtual interfaces. Virtual
interfaces may be configured to access AWS services such as Amazon EC2 and Amazon S3 using
public IP space, or resources in a VPC using private IP space.
You can run IPv4 and IPv6 on the same virtual interface.
Direct Connect does not support multicast.
A Direct Connect connection is not redundant. Therefore, a second line needs to be established if
redundancy is required. Enable Bidirectional Forwarding Detection (BFD) when configuring your
connections to ensure fast detection and failover.
AWS Direct Connect offers SLA.
Direct Connect vs IPsec VPN
o A VPC VPN Connection utilizes IPSec to establish encrypted network connectivity between your
intranet and Amazon VPC over the Internet. VPN Connections can be configured in minutes and
are a good solution if you have an immediate need, have low to modest bandwidth
requirements, and can tolerate the inherent variability in Internet-based connectivity. AWS Direct
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Connect does not involve the Internet; instead, it uses dedicated, private network connections
between your intranet and Amazon VPC.
e You can combine one or more Direct Connect dedicated network connections with the Amazon VPC
VPN. This combination provides an IPsec-encrypted private connection that also includes the benefits
of Direct Connect.

AWS VPN

e AWS VPN is comprised of two services:

o AWS Site-to-Site VPN enables you to securely connect your on-premises network or branch
office site to your Amazon VPC.
o AWS Client VPN enables you to securely connect users to AWS or on-premises networks.

e Data transferred between your VPC and datacenter routes over an encrypted VPN connection to help
maintain the confidentiality and integrity of data in transit.

e [f data that passes through Direct Connect moves in a dedicated private network line, AWS VPN instead
encrypts the data before passing it through the Internet.

e VPN connection throughput can depend on multiple factors, such as the capability of your customer
gateway, the capacity of your connection, average packet size, the protocol being used, TCP vs. UDP,
and the network latency between your customer gateway and the virtual private gateway.

e All the VPN sessions are full-tunnel VPN. (cannot split tunnel)

e AWS Site-to-Site VPN enable you to create failover and CloudHub solutions with AWS Direct Connect.

e AWS Client VPN is designed to connect devices to your applications. It allows you to choose from
OpenVPN-based client.
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Amazon EBS: SSD vs HDD

On a given volume configuration, certain I/0 characteristics drive the performance behavior for your EBS
volumes. SSD-backed volumes, such as General Purpose SSD (gp2) and Provisioned IOPS SSD (io1, io2 Block
Express), deliver consistent performance whether an 1/0 operation is random or sequential. HDD-backed
volumes like Throughput Optimized HDD (st1) and Cold HDD (sc1) deliver optimal performance only when 1/0
operations are large and sequential.

In the exam, always consider the difference between SSD and HDD as shown on the table below. This will allow
you to easily eliminate specific EBS-types in the options which are not SSD or not HDD, depending on whether
the question asks for a storage type which has small, random |/0O operations or large, sequential 1/0
operations.

SSD SSD

FEATURES (Solid State Drive) (Hard Disk Drive)

large, sequential

Best workloads small, random )
I/0 operations

with: I/0 operations

Can be used as
bootable Yes. No
volume?

e Best for large streaming
workloads requiring consistent,
fast throughput at a low price.

e Best for transactional workloads
e Critical business applications that
require sustained IOPS

Suitable Use forman e Big data, Data warehouses, Log
Cases performance processing.
* Largedatabase workloads such as e Throughput-oriented storage for
MongoDB, Oracle, Microsoft SQL large volumes of data that i
Server and many others... infrequently accessed.
Cost moderate/ high low
Dominant
Performance IOPS Throughput (MiB/s)
Attribute

Provisioned I0PS SSD (io1, io2 Block Express) volumes are designed to meet the needs of 1/0-intensive
workloads, particularly database workloads, that are sensitive to storage performance and consistency. Unlike
gp2, which uses a bucket and credit model to calculate performance, an io1 volume allows you to specify a
consistent IOPS rate when you create the volume, and Amazon EBS delivers within 10 percent of the
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provisioned I0PS performance 99.9 percent of the time over a given year. Provisioned IOPS SSD io2 Block
Express is an upgrade of Provisioned IOPS SSD io1. It offers higher 99.999% durability and higher IOPS per GiB
ratio with 500 IOPS per GiB, all at the same cost as io1 volumes.

Volume Name

Volume type

General Purpose SSD

gp3

gp2

Provisioned IOPS SSD

lo2 Block Express

iol

General Purpose SSD
volume that balances
price performance for

General Purpose SSD
volume that balances
price performance for

High performance
SSD volume designed

High performance
SSD volume designed

Description 2 wide variety of 2 wide variety of for business-critical | for latency-sensitive
transactionaly transactionaly latency-sensitive transactional
workloads workloads applications workloads
virtual desktops, \r/ZOLlﬂgads that Workloads that
medium sized single quire require sustained
. sub-millisecond
instance databases Boot volumes, latency. and IOPS performance or

Use Cases such as MSFT SQL low-latency sustaiz'ed IOPS more than 16,000
Server and Oracle DB, | interactive apps, dev IOPS and

performance or more : .
low-latency & test than 64000 I0PS or I/O-intensive
interactive apps, dev 1000 I\/iiB/s of database workloads
& test, boot volumes !

throughput

Volume Size 1GB-16TB 1GB-16TB 4GB-16TB 4GB-16TB

- 99.8% - 99.9% 99.8% - 99.9% o o o
Durability durability durability 99.999% 99.8% - 99.9%
Max IOPS / Volume 16,000 16,000 64,000 64,000
Max Throudhput / 1000 MB/s 250 MB/s 1,000 MB/s 1,000 MB/s
Max IOPS / Instance 260,000 260,000 160,000 260,000
Max IOPS / GB N/A N/A 500 IOPS/GB 50 IOPS/GB
Max ITn ':t‘;‘r’lgzpu” 7,500 MB/s 7,500 MB/s 4,750 MB/s 7,500 MB/s
Latenc single digit single digit single digit single digit
y millisecond millisecond millisecond millisecond
Multi-Attach No No Yes Yes
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Volume Name Throughput Optimized HDD Cold HDD
Volume type st1 scl
Throughput-oriented storage for data
Low cost HDD volume designed for that is infrequently accessed
Description frequently accessed,
throughput-intensive workloads Scenarios where the lowest storage
cost is important
Use Cases Big data_, data warehouses, log Colder data requiring fewer scans per
processing day
Volume Size 125GB-16TB 125GB-16TB
Durability 99.8% - 99.9% durability 99.8% - 99.9% durability
Max IOPS / Volume 500 250
Max Throughput / Volume 500 MB/s 250 MB/s
Max IOPS / Instance 260,000 260,000
Max IOPS / GB N/A N/A
Max Throughput / Instance 7,500 MB/s 7,500 MB/s
Multi-Attach No No

https://portal.tutorialsdojo.com/ 236


https://portal.tutorialsdojo.com/

TD

Tutorials Dojo Study Guide and Cheat Sheets - AWS Certified CloudOps Engineer Associate

by Jon Bonso

Amazon RDS vs Amazon DynamoDB

Aurora, PostgreSQL, MySQL,
MariaDB, Oracle Database, and
SQL Server.

RDS DynamoDB
Managed relational (SQL) Fully managed key-value and
Type of database database document (NoSQL) database
Has several database instance
types for different kinds of
workloads and supports six . : L
Features database engines — Amazon Delivers single-digit millisecond

performance at any scale.

Storage Size

e 128 TB for Aurora engine.
e 64 TB for MySQL, MariaDB,
Oracle and PostgreSQL

engines.
e 16 TB for SQL Server
engine.

Supports tables of virtually any size.

Number of tables per unit

Depends on the database engine

256

Performance

General Purpose Storage is an
SSD-backed storage option that
delivers at consistent baseline of 3
IOPS per provisioned GB with the
ability to burst up to 3,000 IOPS.
Provisioned IOPS Storage is an
SSD-backed storage option
designed to deliver a consistent
IOPS rate that you specify when
creating a database instance, up to
40,000 IOPS per database
Instance. Amazon RDS provisions
that I0PS rate for the lifetime of
the database instance. Optimized
for OLTP database workloads.
Magnetic — Amazon RDS also
supports magnetic storage for
backward compatibility.

Single-digit millisecond read and write
performance. Can handle more than
10 trillion requests per day with peaks
greater than 20 million requests per
second, over petabytes of storage.
DynamoDB Accelerator (DAX) is an
in-memory cache that can improve the
read performance of your DynamoDB
tables by up to 10 times - taking the
time required for reads from
milliseconds to microseconds, even at
millions of requests per second.

You specify the read and write
throughput for each of your tables.

Availability and durability

Amazon RDS Multi-AZ
deployments synchronously

DynamoDB global tables replicate your
data automatically across 3 Availability
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replicates your data to a standby Zones of your choice of AWS Regions
instance in a different Availability and automatically scale capacity to
Zone accommodate your workloads.
Amazon RDS will automatically
replace the compute instance
powering your deployment in the
event of a hardware failure.
Point-in-time recovery (PITR) provides
The automated backup feature continuous backups of your
enables point-in-time recovery for | DynamoDB table data, and you can
your database instance. Database | restore that table to any point in time
Backups snapshots are user-initiated up to the second during the preceding
backups of your instance stored in | 35 days. On-demand backups and
Amazon S3 that are kept until you | restore allows you to create full
explicitly delete them. backups of your DynamoDB tables’
data for data archiving.
The Am?m” Aurora engine will Support tables of virtually any size
automatically grow the size of your | ~° : :
with horizontal scaling.
database volume. The MySQL, . .
. For tables using on-demand capacity
MariaDB, SQL Server, Oracle, and .
. mode, DynamoDB instantly
PostgreSQL engines allow you to
. accommodates your workloads a they
- scale on-the-fly with zero .
Scalability downtime ramp up or down to any previously
i reached traffic level. For tables using
RDS also supports storage auto . .
. . provisioned capacity, DynamoDB
scaling Reads replicas are . ) .
: . delivers automatic scaling of
available in Amazon RDS for throughput and storage based on your
MySQL, MariaDB, and PostgreSQL 19hp g y
previously set capacity.
as well as Amazon Aurora.
Isolate your database in your own
virtual network.
Connect to your on-premises IT
infrastructure using
Security ysltjztry-standard encrypted IPsec Integrates with IAM.
You can configure firewall settings
and control network access to
your database instances.
Integrates with IAM.
Encrypt your databases using keys | DynamoDB encrypts data at rest by
Encryption you manage through AWS KMS. default using encryption keys stored in
With encryption enabled, data AWS KMS.
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stored at rest is encrypted, as are
its automated backups, read
replicas, and snapshots.

Supports Transparent Data
Encryption in SQL Server and
Oracle.

Supports the use of SSL to secure
data in transit.

Maintenance

Amazon RDS will update
databases with the latest patches.
You can exert optional control over
when and if your database
instance is patched.

No maintenance since DynamoDB is
serverless.

A monthly charge for each
database instance that you launch.
Option to reserve a DB instance for

Charges for reading, writing, and
storing data in your DynamoDb tables,
along with any optional features you

Pricing a One or three year term and .
: . L choose to enable. There are specific
receive discounts in pricing, - . ,
. billing options for each of DynamoDB'’s
compared to On-Demand instance .
. capacity modes.
pricing.
Internet-scale applications, real-time
Traditional applications, ERP, CRM, bidding, shopping carts, and customer
Use cases Preferences, content management,

and e-commerce.

Personalization, and mobile
applications.

Additional notes:

DynamoDB has built-in support for ACID transactions.
DynamoDB uses filter expressions because it does not support complex queries.

Multi-AZ deployments for the MySQL, MariaDB, Oracle, and PostgreSQL engines utilize synchronous
physical replication. Multi-AZ deployments for the SQL Server engine use synchronous logical

replication.
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Amazon RDS vs Amazon Aurora

Type of database

Aurora

RDS

Relational database

Features

MySQL and PostgreSQL
compatible.

5x faster than standard MySQL
databases and 3x faster than

standard PostgreSQL databases.

Use Parallel Query to run
transactional and analytical
workloads in the same Aurora
database, while maintaining high
performance.

You can distribute and load
balance your unique workloads
across different sets of Aurora
DB instances using custom
endpoints.

Aurora Serverless allows for
on-demand, autoscaling of your
Aurora DB instance capacity.

Has several database instance
types for different kinds of
workloads and supports five
database engines - MySQL,
PostgreSQL, MariaDB, Oracle, and
SQL Server.

Can use either General Purpose
Storage and Provisioned I0PS
storage to deliver a consistent
IOPS performance

Maximum storage
capacity

128 TB

64 TB for MySQL, MariaDB,
Oracle, and PostgreSQL engines
16 TB for SQL Server engine

DB instance classes

Memory Optimized classes - for
workloads that need to process
large data sets in memory.
Burstable classes - provides the
instance the ability to burst to a
higher level of CPU performance
when required by the workload.

Standard classes - for a wide
range of workloads, you can use
general purpose instance. It
offers a balance of compute,
memory, and networking
resources.

Memory Optimized classes - for
workloads that need to process
large data sets in memory.
Burstable classes - provides the
instance the ability to burst to a
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higher level of CPU performance
when required by the workload.

Amazon Aurora uses RDS
Multi-AZ technology to automate
failover to one of up to 15
Amazon Aurora Replicas across
three Availability Zones

Amazon Aurora Global Database
uses storage-based replication
to replicate a database across
multiple AWS Regions, with
typical latency of less than 1
second.

Self-healing: data blocks and
disks are continuously scanned
for errors and replaced
automatically.

Amazon RDS Multi-AZ
deployments synchronously
replicates your data to a standby
instance in a different Availability
Zone.

Amazon RDS will automatically
replace the compute instance
powering your deployment in the
event of a hardware failure.

Availability and °
durability

o

o

Backups °

Point-in-time recovery to restore
your database to any second
during your retention period, up
to the last five minutes.
Automatic backup retention
period up to thirty-five days.
Backtrack to the original
database state without needing
to restore data from a backup.

The automated backup feature
enables point-in-time recovery for
your database instance.
Database snapshots are
user-initiated backups of your
instance stored in Amazon S3
that are kept until you explicitly
delete them.
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Scalability °

Aurora automatically increases
the size of your volumes as your
database grows larger
(increments of 10 GB).

Aurora also supports replica
auto-scaling, where it
automatically adds and removes
DB replicas in response to

changes in performance metrics.

Cross-region replicas provide
fast local reads to your users,
and each region can have an
additional 15 Aurora replicas to
further scale local reads.

The MySQL, MariaDB, SQL Server,
Oracle, and PostgreSQL engines
scale your storage automatically
as your database workload grows
with zero downtime.

Read replicas are available for
Amazon RDS for MySQL,
MariaDB, PostgreSQL, Oracle, and
SQL Server. Amazon RDS creates
a second DB instance using a
snapshot of the source DB
instance and uses the engines'
native asynchronous replication
to update the read replica
whenever there is a change to the
source.

Can scale compute and memory
resources (vertically) of upto a
maximum of 32 vCPUs and 244
GiB of RAM.

keys you manage through AWS
KMS. With Amazon Aurora
encryption, data stored at rest is
encrypted, as are its automated
backups, snapshots, and
replicas in the same cluster.
Supports the use of SSL
(AES-256) to secure data in
transit.

Security e Isolate the database in your own virtual network via VPC.
Connect to your on-premises IT infrastructure using encrypted IPsec VPNs
or Direct Connect and VPC Endpoints.
e Configure security group firewall and network access rules to your database
instances.
e Integrates with IAM.
Encryption e Encrypt your databases using e Encrypt your databases using

keys you manage through AWS
KMS. With Amazon RDS
encryption, data stored at rest is
encrypted, as are its automated
backups, read replicas, and
shapshots.

Supports Transparent Data
Encryption in SQL Server and
Oracle.

Supports the use of SSL to
secure data in transit
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Password authentication
Password and IAM database
authentication

Password authentication
Password and IAM database
authentication

Password and Kerberos
authentication

Amazon Aurora automatically
updates the database with the
latest patches.

Amazon Aurora Serverless
enables you to run your
database in the cloud without
managing/maintaining any
database infrastructure.

Amazon RDS will update
databases with the latest major
and minor patches on scheduled
maintenance windows. You can
exert optional control over when
and if your database instance is
patched.

Use Enhanced Monitoring to collect metrics from the operating system

instance.

Use Performance Insights to detect database performance problems and

take corrective action.

Uses Amazon SNS to receive a notification on database events.

DB Authentication
[}
Maintenance °
[ ]
Monitoring °
[}
[}
Pricing °
o

A monthly charge for each database instance that you launch if you use
on-demand. This includes both the instance compute capacity and the

amount of storage being used.

Option to reserve a DB instance for a one or three-year term (reserve
instances) and receive discounts in pricing.
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Use Cases )

Enterprise applications - a great
option for any enterprise
application that uses relational
database since it handles
provisioning, patching, backup,
recovery, failure detection, and
repair.

SaaS applications - without
worrying about the underlying
database that powers the
application, you can concentrate
on building high-quality
applications.

Web and mobile gaming - since
games need a database with
high throughput, storage
scalability, and must be highly
available. Aurora suits the
variable use pattern of these
apps perfectly.

Web and mobile applications -
since the application needs a
database with high throughput,
storage scalability, and must be
highly available. RDS also fulfills
the needs of such highly
demanding apps.

E-commerce applications - a
managed database service that
offers PCI compliance. You can
just focus on building high-quality
customer experiences without
thinking of the underlying
database.

Mobile and online games - game
developers don’t need to worry
about provisioning, scaling, and
monitoring of database servers
since RDS manages the database
infrastructure.
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Multi-AZ deployments vs. Multi-Region deployments vs. Read Replicas

Multi-AZ deployments

Multi-Region deployments

Read Replicas

Main purpose is high availability

Main purpose is disaster recovery and
local performance

Main purpose is scalability

Non-Aurora: synchronous replication;
Aurora: asynchronous replication

Asynchronous replication

Asynchronous replication

Non-Aurora: only the primary instance
is active; Aurora: all instances are
active

All regions are accessible and can be
used for reads

All read replicas are accessible
and can be used for readscaling

Non-Aurora: automated backups are
taken from standby;
Aurora: automated backups are taken
from shared storage layer

Automated backups can be taken in
each region

No backups configured by
default

Always span at least two Availability
Zones within a single region

Each region can have a Multi-AZ
deployment

Can be within an Availability
Zone, Cross-AZ, or Cross-Region

Non-Aurora: database engine version
upgrades happen on primary;
Aurora: all instances are updated
together

Non-Aurora: database engine version
upgrade is independent in each region;
all instances are updated together

Non-Aurora: database engine
version upgrade is independent
from source instance;
Aurora: all instances are updated
together

Automatic failover to standby
(non-Aurora) or read replica (Aurora)
when a problem is detected.

Aurora allows promotion of a
secondary region to be the master

Can be manually promoted to a
standalone database instance
(non-Aurora) or to be the primary
instance (Aurora)
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Amazon Container Services (Amazon ECS) vs AWS Lambda

Amazon Container Service (ECS) AWS Lambda

Amazon ECS is a highly scalable, high performance
container management service that supports
Docker containers and allows you to easily run
applications on a managed cluster of Amazon EC2
instances. ECS eliminates the need for you to
install, operate, and scale your own cluster
management infrastructure.

AWS Lambda is a function-as-a-service offering that
runs your code in response to events and
automatically manages the compute resources for
you, since Lambda is a serverless compute service.
With Lambda, you do not have to worry about
managing servers, and directly focus on your
application code.

With ECS, deploying containerized applications is
easily accomplished. This service fits well in
running batch jobs or in a microservice
architecture.

Lambda automatically scales your function to meet
demands. It is noteworthy, however, that Lambda has
a maximum execution duration per request of 900
seconds or 15 minutes.

You have a central repository where you can upload
your Docker Images from ECS container for
safekeeping called Amazon ECR.

To allow your Lambda function to access other
services such as Cloudwatch Logs, you would need
to create an execution role that has the necessary
permissions to do so.

Applications in ECS can be written in a stateful or
stateless matter.

You can easily integrate your function with different
services such as APl Gateway, DynamoDB,
CloudFront, etc. using the Lambda console.

The Amazon ECS CLI supports Docker Compose,
which allows you to simplify your local
development experience as well as easily set up
and run your containers on Amazon ECS.

You can test your function code locally in the
Lambda console before launching it into production.

Since your applications still run on EC2 instances,
server management is your responsibility. This
gives you more granular control over your system.

Currently, Lambda supports only a number of
programming languages such as Java, Go,
PowerShell, Node.js, C#, Python, and Ruby. ECS is
not limited by programming languages since it
mainly caters to Docker.

It is up to you to manage scaling and load
balancing of your EC2 instances as well, unlike in
AWS Lambda where functions scale automatically.

Lambda functions must be stateless since you do
not have volumes for data storage.

You are charged for the costs incurred by your EC2
instances in your clusters. Most of the time,
Amazon ECS costs more than using AWS Lambda

You are charged based on the number of requests
for your functions and the duration, the time it takes
for your code to execute. To minimize costs, you can
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since your active EC2 instances will be charged by | throttle the number of concurrent executions running
the hour. at a time, and the execution time limit of the
function.

With Lambda@Edge, AWS Lambda can run your
code across AWS locations globally in response to
Amazon CloudFront events, such as requests for
content to or from origin servers and viewers. This
makes it easier to deliver content to end users with
lower latency.

One version of Amazon ECS, know as AWS Fargate,
will fully manage your infrastructure so you can just
focus on deploying containers. AWS Fargate has a
different pricing model from the standard EC2
cluster.

ECS will automatically recover unhealthy containers
to ensure that you have the desired number of
containers supporting your application.
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Security Group vs NACL

Security Group Network Access Control List

Acts as a firewall for associated Amazon EC2 instances. | Acts as a firewall for associated subnets.

Controls both inbound and outbound traffic at the Controls both inbound and outbound traffic at the subnet
instance level. level.

You can secure your VPC instances using only security Network ACLs are an additional layer of defense.

groups.
Supports allow rules only. Supports allow rules and deny rules.

Stateful (Return traffic is automatically allowed, Stateless (Return traffic must be explicitly allowed by
regardless of any rules). rules).

Evaluates all rules before deciding whether to allow Evaluates rules in number order when deciding whether
traffic. to allow traffic, starting with the lowest numbered rule.
Applies only to the instance that is associated to it. Applies to all instances in the subnet it is associated with.
Has separate rules for inbound and outbound traffic. Has separate rules for inbound and outbound traffic.

A newly created security group denies all inbound traffic | A newly created nACL denies all inbound traffic by
by default. default.

A newly created security group has an outbound rule that | A newly created nACL denies all outbound traffic by
allows all outbound traffic by default default.

Each subnet in your VPC must be associated with a
network ACL. If none is associated, the default nACL is
selected.

Instances associated with a security group can’t talk to
each other unless you add rules allowing it.

You can associate a network ACL with multiple subnets;
Security groups are associated with network interfaces. however, a subnet can be associated with only one
network ACL at a time.
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Your VPC has a default security group with the following rules:

1. Allow inbound traffic from instances assigned to the same security group.
2. Allow all outbound IPv4 traffic and IPv6 traffic if you have allocated an IPv6 CIDR block.

Your VPC has a default network ACL with the following rules:

1. Allows all inbound and outbound IPv4 traffic and, if applicable, IPv6 traffic.
2. Each network ACL also includes a non modifiable and non removable rule whose rule number is an
asterisk. This rule ensures that if a packet doesn't match any of the other numbered rules, it's denied.
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Application Load Balancer vs Network Load Balancer vs Gateway Load Balancer

Application Load Network Load Gateway Load
FEATURE Balancer Balancer Balancer
Protocols HTTR, HTTPS, gRPC TCPR, UDP, TLS IP
Platforms VPC VPC VPC
Health checks HTTR HTTPS, gRPC... TCR HTTR, HTTPS TCRB HTTP, HTTPS
Cloudwatch Metrics Yes Yes Yes
Logging Yes Yes Yes
Zonal Failover Yes Yes Yes
Connection Dradi:::%(deregistration Yes Yes Yes
Load Bal:\r:\:isnag n:: ir::tlzi&l; ports on Yes Yes Yes
IP addresses as targets Yes Yes (TCP, TLS) Yes
Load Balancer deletion protection Yes
Configuration idle connection timeout Yes
Cross-zone load balancing Yes Yes Yes
Sticky sessions Yes Yes Yes
Static IP Yes
Elastic IP address Yes
Preserve Source IP address Yes Yes Yes
Resource-based IAM permissions Yes Yes Yes
Slow start Yes
Web sockets Yes Yes Yes
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PrivateLink Support

Yes (TCP, TLS)

Yes (GWLBE)

Source IP address CIDR-based routing

Yes

Path-based routing Yes
Host-based routing Yes

Native HTTP/2 Yes

Redirects Yes

Fixed response Yes

Lambda Functions as targets Yes
HTTP header-based routing Yes
HTTP method-based routing Yes
Query string parameter-based routing Yes

SSL offloading Yes Yes
Server Name Indication (SNI) Yes Yes
Back-end server encryption Yes Yes
User authentication Yes
Session Resumption Yes Yes
Terminates flow/ proxy behavior Yes Yes Yes
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Common features between the load balancers:

Has instance health check features

Has built-in CloudWatch monitoring

Logging features

Support zonal failover

Supports connection draining

Support cross-zone load balancing (evenly distributes traffic across registered instances in enabled
AZs)

Resource-based IAM permission policies

Tag-based IAM permissions

e Flow stickiness - all packets are sent to one target and return the traffic that comes from the same
target.
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EC2 Instance Health Check vs ELB Health Check vs Auto Scaling and Custom Health Check

EC2 instance health check

Elastic Load Balancer health check

Auto Scaling and Custom health

checks

e Amazon EC2 performs
automated checks on
every running EC2
instance to identify
hardware and software
issues.

e To discover the availability of your
registered EC2 instances, a load
balancer periodically sends pings,

attempts connections, or sends

requests to test the EC2 instances.

All instances in your Auto
Scaling group start in the
healthy state. Instances are
assumed to be healthy
unless EC2 Auto Scaling
receives notification that
they are unhealthy. This
notification can come from
one or more of the following
sources:

o Amazon EC2

(default)

o Elastic Load
Balancing

o A custom health
check.

e Status checks are
performed every minute
and each returns a pass
or a fail status.

o If all checks pass,
the overall status
of the instance is
OK.

o If one or more
checks fail, the
overall status is
impaired.

e The status of the instances that

are healthy at the time of the
health check is InService. The
status of any instances that are

unhealthy at the time of the health

check is OutOfService.

After Amazon EC2 Auto
Scaling marks an instance
as unhealthy, it is scheduled
for replacement. If you do
not want instances to be
replaced, you can suspend
the health check process for
any individual Auto Scaling

group.

e Status checks are built
into EC2, so they cannot
be disabled or deleted.

e When configuring a health check,

you would need to provide the
following:
o a specific port
o protocol to use
m HTTP/HTTPS
health check
succeeds if the

instance returns a

200 response
code within the
health check
interval.

If an instance is in any state
other than running or if the
system status is impaired,
Amazon EC2 Auto Scaling
considers the instance to be
unhealthy and launches a
replacement instance.
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m A TCP health
check succeeds if
the TCP
connection
succeeds.

m  An SSL health
check succeeds if
the SSL
handshake
succeeds.

o ping path

e You can create or delete
alarms that are triggered
based on the result of the
status checks.

ELB health checks do not support
WebSockets.

If you attached a load
balancer or target group to
your Auto Scaling group,
Amazon EC2 Auto Scaling
determines the health status
of the instances by checking
both the EC2 status checks
and the Elastic Load
Balancing health checks.

e There are two types of
status checks

The load balancer routes requests
only to the healthy instances.
When an instance becomes
impaired, the load balancer
resumes routing requests to the
instance only when it has been
restored to a healthy state.

Amazon EC2 Auto Scaling
waits until the health check
grace period ends before
checking the health status of
the instance. Ensure that the
health check grace period
covers the expected startup
time for your application.

e System Status Checks

e These checks detect
underlying problems with
your instance that require
AWS involvement to
repair. When a system
status check fails, you
can choose to wait for
AWS to fix the issue, or
you can resolve it
yourself.

The load balancer checks the
health of the registered instances
using either
o the default health check
configuration provided by
Elastic Load Balancing or
o ahealth check
configuration that you
configure (auto scaling or
custom health checks for
example)..

Health check grace period
does not start until lifecycle
hook actions are completed
and the instance enters the
InService state.

Instance Status Checks
Monitor the software and
network configuration of
your individual instance.

Network Load Balancers use
active and passive health checks
to determine whether a target is
available to handle requests.

With custom health checks,
you can send an instance’s
health information directly

https://portal.tutorialsdojo.com/

254



https://portal.tutorialsdojo.com/

TD

Tutorials Dojo Study Guide and Cheat Sheets - AWS Certified CloudOps Engineer Associate

by Jon Bonso

Amazon EC2 checks the
health of an instance by
sending an address
resolution protocol (ARP)
request to the ENI. These
checks detect problems
that require your
involvement to repair.

With active health checks,
the load balancer
periodically sends a
request to each registered
target to check its status.
After each health check is
completed, the load
balancer node closes the
connection that was
established.

With passive health
checks, the load balancer
observes how targets
respond to connections,
which enables it to detect
an unhealthy target before
it is reported as unhealthy
by active health checks.
You cannot disable,
configure, or monitor
passive health checks.

from your system to Amazon
EC2 Auto Scaling.
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ELB Health Checks vs Route 53 Health Checks For Target Health Monitoring

Health Check Service

AWS Elastic Load Balancing

Amazon Route53

What is it for?

This health check periodically sends a
request to a target instance, server or
function to verify its status i.e. available to
accept traffic requests.

This health check monitors the
state of a record’s target, which
can be an EC2 instance, a server,
or an AWS service that has an
endpoint.

Target health check settings

You enter the port and common path of your
targets that the load balancer will send the
health check request to.

You enter the domain name or the
IP address, port and patch that
Route 53 will use to send the
health check requests to if the
record is a non-alias record, or by
setting Evaluate target health to
“Yes” if the record is an alias
record.

Area span

Load balancers can monitor targets that span
multiple availability zones but not multiple
regions.

Route 53 monitors your targets
regardless of their location, as
long as they are reachable by
Route 53.

Health check frequency

You specify a value between 5 seconds and
300 seconds.

Choose either every 10 seconds or
every 30 seconds.

Response timeout

You can enter a value between 2 seconds and
60 seconds.

Cannot be configured.

Criteria to pass health check

You specify a threshold that a target a target
should pass/ fail a health check to determine
its status.

If more than 18% of health
checkers report that an endpoint is
healthy. Route 53 consider is
healthy.

If 18% of health checkers or fewer
report that an endpoint is healthy,
Route 53 considers it unhealthy.
Route 53 health check servers are
located in different locations
worldwide.

Accessibility

Make sure targets are reachable by the load
balancer. New targets can be easily added
and removed from the load balancer.

Make sure endpoints are
reachable and resolvable when
users hit your URL. Due to DNS
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caching, it may take a while for
new target endpoints to reflect end
users.

Primary purpose

High availability and fault tolerance for your

. DNS failover routing.
services.

AWS CloudTrail vs Amazon CloudWatch

CloudWatch is a monitoring service for AWS resources and applications. CloudTrail is a web service
that records API activity in your AWS account. They are both useful monitoring tools in AWS.

By default, CloudWatch offers free basic monitoring for your resources, such as EC2 instances, EBS
volumes, and RDS DB instances. CloudTrail is also enabled by default when you create your AWS
account.

With CloudWatch, you can collect and track metrics, collect and monitor log files, and set alarms.
CloudTrail, on the other hand, logs information on who made a request, the services used, the actions
performed, the parameters for the actions, and the response elements returned by the AWS service.
CloudTrail Logs are then stored in an S3 bucket or a CloudWatch Logs log group that you specify.

You can enable detailed monitoring from your AWS resources to send metric data to CloudWatch more
frequently, with an additional cost.

CloudTrail delivers one free copy of management event logs for each AWS region. Management events
include management operations performed on resources in your AWS account, such as when a user
logs in to your account. Logging data events are charged. Data events include resource operations
performed on or within the resource itself, such as S3 object-level API activity or Lambda function
execution activity.

CloudTrail helps you ensure compliance and regulatory standards.

An Amazon CloudWatch Log reports on application logs, while an AWS CloudTrail Log provides you
specific information on what occurred in your AWS account.

Amazon EventBridge is a near real-time stream of system events describing changes to your AWS
resources. CloudTrail focuses more on AWS API calls made in your AWS account.

Typically, CloudTrail delivers an event within 15 minutes of the API call. CloudWatch delivers metric
data in 5-minute periods for basic monitoring and 1-minute periods for detailed monitoring. The
CloudWatch Logs Agent will send log data every five seconds by default.
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CloudWatch Agent vs SSM Agent vs Custom Daemon Scripts

CloudWatch Agent

SSM Agent (AWS Systems
Manager)

Custom Daemon Scripts

CloudWatch agent allows you to
collect more system-level
metrics from your EC2 and
on-premises servers than just
the standard CloudWatch
metrics.

Using the CloudWatch Agent,
you can monitor operating
system metrics such as:

mem_used_percent -
percentage of memory
currently in use
disk_used_percent -
percentage of disk
space utilized
swap_used_percent -
percentage of swap
space used
cpu_usage_idle-
percentage of idle CPU
time
cpu_usage_user -
percentage of CPU time
spent on user processes
diskio_reads and
diskio_writes -disk
I/0 operations

It also enables you to retrieve
custom metrics from your
applications or services using
the StatsD and collectd
protocols. StatsD is supported
on both Linux servers and

SSM Agent is Amazon software that
runs on your EC2 instances and
your hybrid instances that are
configured for Systems Manager.

SSM Agent processes requests
from the Systems Manager service
in the cloud and configures your
machine as specified in the request.
You can manage servers without
having to log in to them using
automation.

SSM Agent sends status and
execution information back to the
Systems Manager service by using
the EC2 Messaging service.

SSM Agent runs on Amazon EC2
instances using root permissions
(Linux) or SYSTEM permissions
(Windows).

CloudWatch agent replaces SSM
agent in sending metric logs to
CloudWatch Logs.

You use custom scripts (such as
cron or bash scripts) if the two
previously mentioned agents do not
fit your needs.

CloudWatch agent is useful for
collecting system-level metrics and
logs. You can create custom scripts
that perform some modifications
before the metrics are sent out.

SSM Agent is also useful for
automation purposes, though
Systems Manager does not have a
document for every case scenario.
You may also have some
compliance requirements that
would require SSM Agent to be
disabled (recall that SSM agent
runs at root level permissions).
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servers running Windows
Server. collectd is supported
only on Linux servers.

You can use CloudWatch agent
to collect logs from your servers
and send them to CloudWatch
Logs.

Metrics collected by the
CloudWatch agent are billed as
custom metrics.

You can install CloudWatch
Agent using three ways:

e via Command Line
e via SSM Agent
e via AWS CloudFormation
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Latency Routing vs Geoproximity Routing vs Geolocation Routing

Latency Routing

Lets Route 53 serve user requests from the AWS Region that provides the
lowest latency. It does not, however, guarantee that users in the same
geographic region will be served from the same location.

Definition Latency-based routing is based on latency measurements performed over
a period of time, and the measurements reflect changes in network
connectivity and routing.

To use latency-based routing, you create latency records for your
resources in multiple AWS Regions. When Route 53 receives a DNS query
for your domain or subdomain, it determines which AWS Regions you've
created latency records for, determines which region gives the user the
lowest latency, and then selects a latency record for that region. Route 53

How it works: responds with the value from the selected record, such as the IP address
for a web server.
Record sets can be created using any record type supported by Route 53,
except NS or SOA records.
Use Case Use when you have resources in multiple AWS Regions and you want to

route traffic to the region that provides the best latency.

Geoproximity Routing

Lets Amazon Route 53 route traffic to your resources based on the
geographic location of your users and your resources.

Definition You can also optionally choose to route more traffic or less to a given
resource by specifying a value, known as a bias. A bias expands or shrinks
the size of the geographic region from which traffic is routed to a resource.

To use geoproximity routing, you must use Route 53 traffic flow.
You create traffic flow policies for your resources and specify one of the
following values for each policy:

How it works: e If you're using AWS resources, you can set the AWS Region where
your resource is created

e [f you're using non-AWS resources, you can enter the latitude and
longitude of the resource
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Use when you want to route traffic based on the location of your resources
and, optionally, shift traffic from resources in one location to resources in

Use Case another.

Geolocation Routing

Resources serve traffic based on the geographic location of your users,
Definition meaning the location that DNS queries originate from.

Geolocation works by mapping IP addresses to locations. Some IP
addresses aren't mapped to geographic locations, so Amazon Route 53
will receive some DNS queries from locations that it can't identify.

You can create a default record that handles both queries from IP

How it works: addresses that aren't mapped to any location and queries that come from
locations that you haven't created geolocation records for. If you don’t
create a default record, Route 53 returns a “no answer” response for
queries from those locations.

No two records should specify the same geographic location.

Use when you want to route traffic based on the location of your users.

e You can localize your content and present some or all of your
website in the language of your users.

e You can restrict the distribution of content to only the locations in
which you have distribution rights.

Use Case

e Useful for balancing load across endpoints in a predictable,
easy-to-manage way so that each user location is consistently
routed to the same endpoint.
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Service Control Policies vs IAM Policies

Service Control Policies (SCP) IAM Policies

e SCPs are malnly use.d aI_ong W'th AWS e |AM Policies operate at the Principal level.
Organizations organizational units (OUs).
e There are two types of IAM policies
e SCPs do not replace IAM Policies such that o Identity-based policies — attached to
they do not provide actual permissions. To an IAM user, group, or role.
perform an action, you would still need to o Resource-based policies — attached
grant appropriate IAM Policy permissions. to an AWS resource such as an S3
bucket.
e Evenif a Principal is allowed to perform a
certain action (granted through IAM e |AM Policies can grant/deny a Principal
Policies), an attached SCP will override that permissions to perform certain actions to
capability if it enforces a Deny on that certain resources. This can be used together
action. SCP takes precedence over IAM with SCP to ensure stricter controls in AWS
Policies. Organizations.
e SCPs can be appllgd 'golthe root of an . e AnIAM policy can be applied only to IAM
organization or to individual accounts in an :
oU users, groups, or roles, and it can never
’ restrict the root identity of the AWS account.
e When you apply an SCP to an OU or an
individual AWS account, you choose to
either enable (whitelist), or disable
(blacklist) the specified AWS service.
Access to any service that isn't explicitly .
allowed by the SCPs associated with an e |AM Policies cannot be attached to OUs.
account, its parent OUs, or the
management account is denied to the AWS
accounts or OUs associated with the SCP.
e Any account has only those permissions
perm!ttgd by every parent above it. If a e AnIAM Policy can allow or deny actions. An
permission is blocked at any level above e . o
. NS . explicit allow overrides an implicit deny. An
the account, either implicitly (by not being g . -
. . . explicit deny overrides an explicit allow.
included in an Allow policy statement) or
explicitly (by being included in a Deny policy
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statement), a user or role in the affected
account can't use that permission, even if
there is an attached IAM policy granting
Administrator permissions to the user.

e SCPs affect only principals that are
managed by accounts that are part of the
organization.
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S3 Pre-Signed URLS vs CloudFront Signed URLS vs Origin Access Control

S3 Pre-signed URLs

CloudFront Signed URLs

Origin Access Control (OAC)

All S3 buckets and objects by
default are private. Only the object
owner has permission to access
these objects. Pre-signed URLs
use the owner’s security
credentials to grant others
time-limited permission to
download or upload objects.

You can control user access to your
private content in two ways
e Restrict access to files in
CloudFront edge caches
e Restrict access to files in your
Amazon S3 bucket (unless
you've configured it as a website
endpoint)

You can configure an S3 bucket as the
origin of a CloudFront distribution. OAC
prevents users from viewing your S3
files by simply using the direct URL for
the file. Instead, they would need to
access it through a CloudFront URL.

When creating a pre-signed URL,
you (as the owner) need to
provide the following:
e Your security credentials
e An S3 bucket name
e An object key
e Specify the HTTP method
(GET to download the
object or PUT to upload
an object)
e Expiration date and time
of the URL.

You can configure CloudFront to require
that users access your files using either
signed URLs or signed cookies. You
then develop your application either to
create and distribute signed URLs to
authenticated users or to send
Set-Cookie headers that set signed
cookies on the viewers for authenticated
users.

When you create signed URLs or signed
cookies to control access to your files,
you can specify the following
restrictions:
e An expiration date and time for
the URL
e (Optional) The date and time the
URL becomes valid
e (Optional) The IP address or
range of addresses of the
computers that can be used to
access your content

You can use signed URLSs or signed
cookies for any CloudFront distribution,
regardless of whether the origin is an
Amazon S3 bucket or an HTTP server.

To require that users access your
content through CloudFront URLs, you
perform the following tasks:

e Create a special CloudFront
user called an origin access
control.

e Give the origin access Control
permission to read the files in
your bucket.

e Remove permission for anyone
else to use Amazon S3 URLs to
read the files (through bucket
policies or ACLs).

You cannot set OAC if your S3 bucket is
configured as a website endpoint.
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SNI Custom SSL vs Dedicated IP Custom SSL

Server Name Indication (SNI) Custom SSL Dedicated IP Custom SSL

e Relies on the SNI extension of the TLS
protocol, which allows multiple domains to
serve SSL traffic over the same IP address.

e Mainly useful for browsers that do not
support SNI.

e For this feature, the Amazon content

e Offers the same level of security when using delivery network allocates dedicated IP
Dedicated IP Custom SSL. addresses to serve your SSL content at

each Edge location.

e If you configure CloudFront to serve HTTPS
requests using SNI, CloudFront associates

your alternate domain name with an IP e You will need to upload a SSL certificate
address for each edge location. The IP and associate it with your CloudFront
address to your domain name is determined distributions.

during the SSL/TLS handshake negotiation,
and isn't dedicated to your distribution.

e Some older browsers do not support SNI and e You can associate more than two custom
will not be able to establish a connection SSL certificate with your AWS Account by
with CloudFront to load the HTTPS version of submitting a CloudFront Limit Increase
your content. Form.

e This method works for every HTTPS
request, regardless of the browser or other
viewer that the user is using.

e You can use SNI Custom SSL with no upfront
or monthly fees for certificate management.

e Because of the added cost associated with
dedicating IP addresses per SSL
certificate, AWS charges a fixed monthly
fee of $600 for each custom SSL
certificate you associate with your content
delivery network distributions, pro-rated by
the hour.

e You can switch to using a custom SSL/TLS
certificate with SNI instead and eliminate
the charge that is associated with
dedicated IP addresses.
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Redis (cluster mode enabled vs disabled) vs Memcached
Redis (cluster mode enabled) Redis (cluster mode disabled) Memcached
string, sets, sorted sets, lists, string, sets, sorted sets, lists, string, objects (like
Data Types hashes, bitmaps, hyperloglog, | hashes, bitmaps, hyperloglog, g, b
R o databases)
geospatial indexes geospatial indexes
Data Partitioning
(distribute your data
among multiple Supported Unsupported Supported
nodes)
Modifiable cluster Only versions 3.2.10 and later Yes Yes
Online resharding Only versions 3.2.10 and later No No
Encryption 3.2.6,4.0.10 and later 3.2.6,4.0.10 and later Unsupported
Sub-millisecond Yes Yes Yes
latency
FedRAMP, PCI DSS
and HIPAA compliant 3.2.6,4.0.10 and later 3.2.6,4.0.10 and later No
Multi-threaded (make
use of multiple No No No
processing cores)
Node type upgrading No Yes No
Engine upgrading Yes
Cluster replication
(create multiple
copies of a primary Supported Supported Unsupported
cluster)
Multi-AZ for . .
automatic failover Required Optional Unsupported
Transactions (execute
a group of commands
as an isolated and Supported Supported Unsupported
atomic operation)
Pub/Sub capability Yes Yes No
266
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mode or non-clustered
mode).
e Youdon't needto
support multiple
databases.
e Plus features of
non-clustered mode

more read replicas for
read-intensive
applications.

You need automatic
failover if your
primary node fails.
You need pub/sub
capabilities.

You need backup and
restore capabilities.

by Jon Bonso
Backup and restore
(keep your data on
disk with a point in Supported Supported Unsupported
time snapshot)
Lua Scripting (execute
transactional Lua Supported Supported Unsupported
scripts)
e You need the
simplest
e You need complex modlfll
data types, such as pOssIbI€.
strings, hashes, lists, e Youneedto
sets, sorted sets, and run large
y it " bitmaps. nocjes with
aosmesttopartion | o vounssdtosortor | mulislecoe
. rank in-memor :
250 or 500 nodes if the datasets y e You need the
Redis engine version is e  You need persistence ability to spale
5.0.6 or of your key store out and in,
higher.(clustered mode e You need to replicate adding _and
only). our data from the removing
e You need geospatial you nodes as
Use case . : primary to one or
indexing (clustered demand on

your system
increases and
decreases.
e Youneedto
cache objects,
such as a
database.
e Needs Auto
Discovery to

e You need to support simplify the
. way an
multiple databases. application
connects to a
cluster.
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FINAL REMARKS AND TIPS

Cloud Operations and Systems Management are never easy. There is a lot of care and perseverance needed to
make sure your development team has a working environment to launch and deploy their applications. Beyond
that, you also need to ensure that they continue working correctly as expected through continuous monitoring.
In mission-critical enterprise systems, many underlying components, such as networks and access controls,
cannot afford failures. CloudOps is often disregarded compared to other fields, but it is undeniable that it is the
backbone of every IT infrastructure.

Since you are at the end of our eBook, we hope that the concepts we covered here were able to help you
prepare for your AWS Certified CloudOps Engineer - Associate certification exam. We crafted this eBook as a
way for you to review the important concepts that might appear in the actual exam, but it also serves to train
you for the actual CloudOps Engineer role. As more and more customers are moving to the cloud to use it for
their products and services, system management has become quite a daunting task that only a few people like
you can face head-on. As evidently shown in our exam overview section, there are many domains that you
should study for and even more services to familiarize yourself with. We know that these headwinds are not
going to be easy, but we also know that you can succeed in your endeavors and provide yourself with more
opportunities for career advancement. We are with you in every step of your AWS journey.

And with that, we at Tutorials Dojo thank you for supporting us through this eBook. If you wish to validate what
you have learned so far, now is a great time to check out our AWS Certified CloudOps Engineer Associate
Practice Exams and AWS Hands-On Labs. You can also try the free sampler version of our full practice test
course here. It will fill in the gaps in your knowledge that you are not aware of and give you a sense of the
actual exam environment. That way, you'll know what to expect in the actual exam, and you can pace yourself
through the questions better. If you have any issues, concerns, or constructive feedback on our eBook, feel free
to contact us at support@tutorialsdojo.com.

Good luck with your exam, and we'd love to hear back from you soon.

Your Learning Partners,
Jon Bonso, and the Tutorials Dojo Team
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